
Chapter Six

INFORMATION, POWER, AND GRAND STRATEGY:
IN ATHENA’S CAMP—SECTION 1*

John Arquilla and David Ronfeldt

Information has been associated with power, war, and the state since
at least the time of the Greek gods.  One normally thinks of Ares, or
the Roman refinement Mars, as the god of war.  But where warfare is
about information, the superior deity is Athena—the Greek goddess
of wisdom who sprang fully armed from Zeus’s head and went on to
become the benevolent, ethical, patriotic protectress and occasional
wrathful huntress who exemplified reverence for the state.  Accord-
ing to Virgil, for example, Troy would be powerful enough to with-
stand all its enemies so long as it possessed and honored the Palla-
dium, a sacred statue of Athena provided by Zeus or Athena herself.
Understanding this, the Greeks arranged its theft, symbolically deny-
ing the Trojans the benefits granted by access to the goddess of wis-
dom.  So Athena sided with the Greeks in the Trojan War, where she
bested Ares on the battlefield and conceived the idea of the wooden
“gift horse” secretly loaded with Greek soldiers.  The Trojans made
the monumental misjudgment of hauling it inside their fortress
walls, over the protestations of the priest Laocöon and the seer Cas-
sandra.  The rest is history, and legend.

*Originally published as “Information, Power, and Grand Strategy:  In Athena’s
Camp,” in The Information Revolution and National Security:  Dimensions and
Directions, edited by Stuart J. D. Schwartzstein, Washington, D.C.:  CSIS, 1996.
Copyright 1996 by the Center for Strategic and International Studies.  Reprinted by
permission.  This section and Section 2 (which appears as Chapter Eighteen of this
volume) have been copy edited since the initial publishing.
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Ever since, examining the relationship between information and
power has attracted all manner of political and military theorists, as
indicated by this sampling:

• Sun Tzu observed over 2,500 years ago:  “Know thy enemy, know
yourself; your victory will never be endangered.”

• Francis Bacon considered information the key to Elizabethan
England’s development as a great power:  “For the conduct of
war . . . in the youth of a state, arms do flourish; in the middle age
of a state, learning; and then both of them together.”

• Clausewitz regarded the role of knowledge in warfare as “a factor
more vital than any other.”

• Michel Foucault, who viewed knowledge and power as inextri-
cably intertwined, considered mapmaking as an example of
“knowing” that conveyed juridical, military, and political power:
“Once knowledge can be analyzed in terms of region . . . one is
able to capture the process by which knowledge functions as a
form of power.”1

What does it mean to believe such statements?   Conventionally, it
means that something viewed as immaterial and abstract—like a
specific piece of information or knowledge—can be put to hard,
practical use to strengthen one party over another.  The exercise of
an actor’s power may turn on the possession of such information; it
becomes an instrument of power.  But that conventional view barely
begins to probe the depths of meaning embedded in statements that
“information is power.”

In this essay, we offer some observations about the relationship be-
tween information and power.  Our theme is that information, gen-
erally thought to be immaterial, is increasingly seen to be an essential
part of all matter.  In contrast, power, long thought to be based
mainly on material resources, is increasingly seen to be fundamen-
tally immaterial, even metaphysical in nature.  As information be-
comes more material, and power more immaterial, the two concepts
become more deeply intertwined than ever.  These trends may gen-
erate some interesting implications for the theory and practice of
warfare and for grand strategy in the times ahead.
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The assumption that military power and grand strategy will still mat-
ter implies that states will still matter, and that the international sys-
tem will remain state-centric in the emerging information age.  We
believe this to be the case, and differ from those who argue that the
diffusion of information and the attendant erosion of hierarchy will
inexorably weaken states, and that a “global village” of nonstate ac-
tors may someday even supplant the state system.  The information
age will surely transform the nature of states in many ways and will
probably limit their range of action in many areas unless they coop-
erate with nonstate actors.  But the state will remain vibrant, effec-
tive, and desirable as a time-tested form of administrative and politi-
cal organization for societies, both for those that are still in search of
self-determination and sovereignty, and those, presumably like the
United States, that are highly advanced and on the verge of develop-
ing additional information-age structures. 2

The endurance of the state and the state system in the information
age will affect the tenets underlying both major schools of interna-
tional political theory:  the realist and the interdependence schools.
The state-centric realist school will have to continue recognizing that
non-state actors are multiplying and gaining power, constraining the
roles of states in some issue areas.  The interdependence school,
which has emphasized the rise of non-state actors, will have to ac-
cept that states are going to have significant new political and other
instruments at their disposal as a result of the information revolu-
tion.  A similar conclusion is reached by Eugene Skolnikoff in his re-
cent assessment of how today’s scientific and technological revolu-
tions may affect international politics.  In his view, these revolutions
will require the realist and interdependence schools of international
political theory to rethink some propositions, but he finds little rea-
son to doubt that “states remain the dominant structural element in
the international system.”   Indeed,

it would not be difficult to construct a scenario in which the emer-
gence of major challenges to the planet or to a large part of human
society led to much greater centralization of authority in the hands
of a few states in the international system.3

In our view, the “softening” of power and the increasing “tangibility”
of information may usher in a new golden age for states.  What may
be coming to an end, if anything, is not the state or the state system,
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but rather the empire and imperialism in their classic forms.  Indeed,
it is not so much the state but rather the empire that dominated the
international system after feudalism ended five hundred years ago.
Empires, because of their size and resources, often survived even
gross blunders.  Witness the resilience evident during the long peri-
ods of imperial decline suffered by Rome, Byzantium, Spain, France,
Britain, and Russia.  However, in the 20th century, nationalism and
other factors, including inherent incompetencies, have dealt a series
of sledgehammer blows against empires, the last of which collapsed
just a few years ago.4  The state—in both its nascent and advanced
varieties—is the key organization to venture into the vacuums cre-
ated by the end of the classic empire.  There is no orderly alternative.

At the same time, a new model of the state may emerge, probably
one that is leaner, yet draws new strength from enhanced abilities to
coordinate and act in concert with non-state actors.  In this vein,
Peter Drucker, after arguing that the classic nation-state metamor-
phosed into the unwieldy “megastate” in the 20th century by taking
on excessive social, economic, and military duties, concludes that
success in the post-capitalist age will require a different model.5

Other thinkers are also starting to propose that what lies ahead is not
the demise but the transformation of the state.6

By implication, the skillful exercise of military power and grand
strategy may grow in importance in the information age.  States are
more compact than empires but have smaller margins for error.  To
do well in the times ahead, they must strive to understand that the
nature of information and power, and the interaction between them,
may be changing radically.

THREE VIEWS OF “INFORMATION”

Most people think they know “information” when they see it, and
any dictionary can provide a working definition.  But like any con-
cept that grows in importance, it has begun to acquire new meanings
and imply new possibilities.  It deserves closer scrutiny.

Three general views of “information” appear in discussions about the
information revolution and its implications.7  Each view approaches
the concept differently; each harbors a different perspective of what
is important.  Two views are widespread:  The first considers infor-
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mation in terms of the inherent message, the second in terms of the
medium of production, storage, transmission, and reception.  The
emerging third view transcends the former two; it speculates that in-
formation may be a physical property—as physical as mass and en-
ergy, and inherent in all matter.

Information As Message

The first view is the most ancient, classic, and ordinary; indeed, it is
the view found in the dictionary.  Reduced to bare essentials, it re-
gards information as an immaterial message or signal that contains
meaningful (or at least recognizable) content and that can be
transmitted from a sender to a receiver.  Such information usually
comes in the form of “reports, instructions, and programs.”8

This results in what many analysts call the “information pyramid.”9

(See Figure 6.1.)  The pyramid has a broad base of disorganized raw
“data” and “facts,” atop which sits a stratum of organized
“information.”  The next, still narrower stratum corresponds to in-
formation refined into “knowledge.”  Atop that, at the peak, sits the
most distilled stratum, “wisdom”—the highest level of information.
A cognitive version would place “awareness” at the base,
“knowledge” above, and “understanding” at the peak.10

“Information,” then, corresponds to part or all of this pyramid, but
the term is usually employed in the latter, expansive sense these
days.  This carries some risk of misunderstanding.  The pyramid
implies that the higher levels rest on the lower, but that is true only to
a degree.  Each layer has some independence—thus, more data do
not necessarily mean more knowledge.  Moreover, critics object sen-
sibly that “information” should not be mistaken for “ideas.”11

Whatever the merits of these terminological debates, the expansive
view of information continues to gain ground and stimulate new in-
sights.  In this vein, ethologist Richard Dawkins argues that informa-
tion comes in varieties:  from discardable old news items to
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Figure 6.1—The “Information Pyramid”

types of information that are so powerful, so laden with vitality, that
they may be deemed “alive.”  Thus the most meaningful information
“doesn’t merely embody order; it advances order and maintains it.”12

This includes not only the biological information in the genetic
replicator DNA, but also cultural information (e.g., ideas, fashions)
that gets communicated gene-like in “memes”—a term Dawkins
coined to convey that cultural as well as biological bodies are based
on units of “self-replicating patterns of information”:13

Just as genes propagate themselves in the gene pool by leaping from
body to body via sperm or eggs, so memes propagate themselves in
the meme pool by leaping from brain to brain via a process which,
in the broad sense, can be called imitation.14

Information As Medium

The second view observes that information relates not just to the
message, but more broadly to the system whereby a sender transmits
a message to a receiver.  So, this view directs the eye to the
medium—in contemporary parlance, the conduit—of transmission
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and reception.  The key concern is the ability of a communications
system to move signals clearly and precisely—that is, with low noise,
low “entropy,” and often with high redundancy.  In this view, the ac-
tual content is irrelevant; what matters are the encodability and the
transmittability of a message, regardless of its content.15  This view is
more about communications than knowledge.

This second view gained influence in the 1940s and 1950s under the
rubric of information theory, communication engineering, and sta-
tistical mechanics.  It was elucidated initially by Claude Shannon,
and then by Norbert Wiener, who developed “cybernetics” based on
principles of control through feedback.  This view then also filtered
into the social sciences, helping to stimulate Marshall McLuhan’s
insight that “the medium is the message.”16  Cybernetics influenced
the social and related engineering sciences particularly with regard
to theorizing about decision-making,17 artificial intelligence, and the
design of computers.

Here are two alluring, widely praised definitions of information that
aptly summarize this second view.  The first is by Norbert Wiener, the
second by anthropologist-cyberneticist Gregory Bateson:

Just as the amount of information in a system is a measure of its
degree of organization, so the entropy of a system is a measure of its
degree of disorganization; and the one is simply the negative of the
other.18

The technical term “information” may be succinctly defined as any
difference which makes a difference in some later event.  This defi-
nition is fundamental for all analysis of cybernetic systems and or-
ganizations.  The definition links such analysis to the rest of science,
where the causes of events are commonly not differences but
forces, impacts, and the like.  The link is classically exemplified by
the heat engine, where available energy (i.e., negative entropy) is a
function of a difference between two temperatures.  In this classical
instance, “information” and “negative entropy” overlap.19

In these and related writings,20 we see a trend among theorists to
equate information with “organization,” “order,” and “structure”—to
argue that embedded information is what makes an object have an
orderly structure.  As this trend has developed, its emphasis has
shifted.  At first, in the 1940s and 1950s, information theorists em-
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phasized the concept of “entropy”—and were thus concerned with
exploiting feedback to improve “control.”  Now, the emphasis has
shifted to the concept of “complexity”—and this has led to a new
concern with the “coordination” of complex systems.21  Control and
coordination are different, sometimes contrary processes; indeed,
the exertion of excessive control in order to avoid entropy may
inhibit the looser, decentralized types of coordination that often
characterize advanced forms of complex systems.22  What James
Beniger called the “control revolution”23 is now turning into what
might be better termed a “coordination revolution.”

Entropy and complexity look like opposing sides of the same coin of
order.  About the worst that can happen to embedded information is
that it gives way to entropy, i.e., the tendency to become disorga-
nized.  The best is that it enables an object to grow in efficiency, ver-
satility, and adaptability.

Information and Physical Matter

In the first and second views, information remains basically imma-
terial in nature.  But a third view is emerging that has challenging
implications.  In this view, information is about much more than
message and medium (or content and conduit).  It is said that infor-
mation is as basic to physical reality as are matter and energy—all
material objects are said to embody not only matter and energy, but
also “information.”  The spectrum for this view runs from modestly
regarding information as an output from the behavior of matter and
energy; to regarding information as equal in importance to matter
and energy in the composition of reality; to regarding information as
even more fundamental than matter and energy.24  Information,
then, is an embedded physical property of all objects that exhibit or-
ganization and structure.  This applies to dirt clods as well as DNA
strands.  New academic fields of study—e.g., “information physics”
and “computational physics”—are emerging around such ideas
(while also drawing on the older ideas about information).

One proponent, Tom Stonier, amid a highly speculative, abstruse
discourse, sums up the basic idea quite clearly:

Its main thesis is that “information” is not merely a product of the
human mind—a mental construct to help us understand the world
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we inhabit—rather, information is a [physical] property of the uni-
verse, as real as are matter and energy.25

A physicist identified with such thinking, Edward Fredkin, reaches
farther to say that the entire universe is tantamount to a giant com-
puter.

What I’m saying is that, at the most basic level of complexity, an in-
formation process runs what we think of as physics.  At the much
higher level of complexity, life, DNA—you know, the biochemical
functions—are controlled by a digital information process.  Then, at
another level, our thought processes are basically information pro-
cessing.26

The views of information as message and medium persist, but are
embedded in a view that all matter and energy in the universe are not
only based on information but are designed to process and convey it.
Information is the prime mover.  Both order and “chaos” depend on
it.

This line of thinking is not confined to physics.  Social theorist Ken-
neth Boulding remarked that matter and energy “are mostly signifi-
cant as encoders and transmitters of information.”27  In other words,
the organization and the complexity of all objects, including social
objects, reflect and depend upon their informational content and
processing capabilities.

This third view remains odd and unclear, but quite intriguing.  If it
proves a cutting-edge rather than a fringe view, it may yet lead to
analytic paradigms of as much explanatory power as the first two
views.  This essay assumes it has some validity, so that we can point
out some remarkable implications for military doctrine and strategy,
as discussed later.

PARALLEL VIEWS OF POWER

Volumes have been written about the concept of power—far more
than about the concept of information.  Yet, despite those volumes,
power is never easy to define—as is the case with information.  We
do not attempt a definition.28  Rather, what is notable here is that
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three views of power can be discerned that parallel the three views of
information—but with a reverse twist.

Our characterization is reminiscent of Kenneth Boulding’s analysis of
the triune nature of power, which he classified respectively into its
destructive, productive and integrative dimensions.29  The three
views we discern, respectively, treat power as being material, organi-
zational (or systemic), and finally immaterial in nature.  Our charac-
terization applies whatever strategic realm one is analyzing:  political,
economic, or military, all of which have material, organizational, and
immaterial ideational bases.

Power As Resources

The most basic view regards power in terms of the possession of re-
sources and capabilities that can be used to coerce or otherwise con-
trol or influence a nation or some other actor.  These are typically
tangible material resources and capabilities like petroleum,
weaponry, industrial capacity, or manpower.  But they may also be
less tangible, as in the possession of liquid financial assets, or of an
office or instrument endowed with legitimate authority.  In many re-
spects, this is a natural, even instinctive, view of power and may be
the most ancient of the three views.

This view undergirds most geopolitical analyses.  As Inis Claude ob-
served, the power of the nation-state consists of “essentially military
capability—the elements which contribute directly or indirectly to
the capacity to coerce, kill, and destroy.”30  In more formal academic
terms, this view has found expression in the widely used “composite
capabilities index,” which consists of military, industrial and
demographic factors grouped around the size of armed forces and
military budgets, steel production and industrial fuel consumption,
and total population, particularly the urban portion.31

Power As Organization

A second view looks at power in terms of how it is “mediated”—how
a people, a nation, or other actor or system is organized to use the re-
sources and capabilities at its disposal.  This view emphasizes that
power is a function or a reflection of the design and performance of a
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social system, whatever its resource base.  Thus even a nation that
lacks many physical resources, like Japan, may still become very
powerful, as proved by its rise to the first rank of nations in the early
20th century.

This view has classical roots,32 but its proponents are mainly con-
temporary.  The pathbreaking studies of administrative behavior in
the 1950s illuminated the fact that power depends on organization.33

(Some of these studies led the way in showing how organizational
designs are basically about how communications channels and
information flows are structured.)  More recent theorists have
repeatedly observed that power does not exist in the absence of rela-
tionships; “power is a relation among people, not an attribute or pos-
session.”34  Resources matter in this view, but just how depends on
the identity, reputation, location, and other relational attributes of
the actor or system that has (or lacks) those resources.

The importance of organization for  power is noticeable throughout
history.  Consider the evolution centuries ago from tribes to states—
i.e., from kinship to hierarchy as the dominant form of societal or-
ganization.  States, molded around centralized institutions like
monarchies and armies, emerged far more powerful than tribes
which, in their classic form, could barely conduct collective agricul-
ture, much less administer conquered tribes.35  By the 18th century,
state institutions proved less capable than competitive market actors
for processing complex commercial transactions and energizing in-
dustrial development.  Today, a fourth major form of organization is
on the rise:  information-age multi-organizational networks.  They
are proving “powerful”—more so than the tribal, hierarchical, and
market forms—for dispersed civil-society actors, like human-rights
groups, who want to share information, coordinate strategies, and
act jointly.36

In addition, consider whether democratic or authoritarian (or totali-
tarian) systems are better designed for asserting power.  The debates
about this question are increasingly resolved in favor of democratic
systems over the long run.37

Overall, this view implies that power, much like information, is me-
diated; power’s significance (i.e., its meaning) is affected by the
medium of expression, by the system of generation and transmis-
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sion.  Moreover, this view implies that power, again like information,
is the antithesis of entropy, but potentially subject to it.

Power As Immaterial

The third view moves even farther from the resources view.  It looks
at power as depending on deep psychological, cultural, and
ideational structures; it makes “the power of power” virtually meta-
physical.  Power becomes more like a message embedded in the air
than a raw material raised from the ground.  Exactly what power em-
braces under this third view is often unclear, especially in the more
abstract, speculative versions.  But in the more grounded versions, it
is not entirely separable from the first and second views.

In some respects, this too is a classical view of power.  It is well rec-
ognized that nationalism and ideology may be sources of power.
More to the point, aerial bombing campaigns—a maximalist asser-
tion of material power—have often failed (e.g., in Britain, Germany,
Vietnam) to break a resolute people’s willpower.  Among scholarly
theorists and strategists, Hans Morgenthau’s expansive definition of
national capabilities included ideological and morale factors.38  For
Joseph Nye, the current era is one of the “reduced tangibility” of
power, and the rise in importance of its “softer” side.39

This view of power receives some of its deepest articulations in mod-
ernist philosophizing.  From a Marxist perspective, Antonio Gram-
sci’s views regarding “hegemonic” ideologies and media fall into this
category.40  From a different perspective, Friedrich Nietzsche built
the body of his philosophy on the notion that power was created as
an act of will, and that this “will to power” lay at the root of prevailing
ethical-legal systems.41  Michel Foucault, as noted earlier, was a
major exponent of the notion that ideas convey power, making him
in some ways a direct heir of Hegel’s notions to similar effect.42

The appeal of the immaterialist view of power appears to be spread-
ing among speculative thinkers of the information age.  Indeed, in
many respects, it is a view attuned to the information age.43
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A Summing Up

These three views of power, rotated against the three views of infor-
mation, lead to a matrix of possible combinations, as depicted in
Figure 6.2.  Three cells are notable for this essay.  The one where
power and information are viewed in their most traditional senses—
where power depends on material capabilities, and information is
but a useful adjunct—pertains to Mars, the Roman god of war.  We
identify Athena, the Greek goddess of warrior wisdom, with the far
cell where power and information are viewed in post-modern, in-
formation-age senses—where information becomes physical and
power immaterial, and the two dynamics merge.  In between, on the
diagonal, is a cell where sociosystemic views of both information and
power coincide; this may well be where many people stand today

Figure 6.2—Views of Information and Power Combined
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who are trying to think about information and power together—and
who may not be aware yet of the Athena cell.

A military force whose doctrine is built around an Athenan view
should be able to defeat one built around a systems concept; and it in
turn should be able to defeat one built around a Mars view.  While we
have not discussed each cell in the matrix, in general, a cell should
represent a stronger approach than any cell beneath and/or to the
left of it.  This is roughly indicated by the shading—the darker the
shading, the more potent the cell.  This depiction parallels Martin
Van Creveld’s view of military history, wherein he traces the evolu-
tion of war in terms of its being based first on the tools and materials
of war, second on systems of warfare, and thirdly on information-
based technologies like the computer.44

Which views or blends of information and power one prefers affects
how one proceeds to think about the implications for warfare.  In the
remainder of this essay, we presume that thinking about information
and power is moving in the “Athenan” direction, where Fredkin’s
views may meet with Foucault’s.  Our intent is to tease out the impli-
cations for doctrine and strategy.

IMPLICATIONS FOR MILITARY DOCTRINE AND STRATEGY

The U.S. military is in the early decades of its own “information revo-
lution,” and “information warfare” has become the cutting edge of a
“revolution in military affairs” (RMA).  Yet, what “information”
means for military theory and practice is much in debate.  The evo-
lution in thinking about information and power discussed above
matches the evolution that is under way in military circles:

• From a traditional Mars-like view that says information has al-
ways been important for particular aspects of warfare—e.g., sig-
nals, intelligence, C3I, psychological warfare—and sees that
those aspects are becoming more salient;

• Toward a new Athena-like view that says information is a bigger,
deeper concept than traditionally presumed, and should be
treated as a basic, underlying and overarching dynamic of all
theory and practice about warfare in the information-age.
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This is a dramatic, contentious shift.  The quest for new concepts has
created new analytical problems and new bureaucratic and bud-
getary tangles—and opportunities.  Many leading intellectuals
grappling with information-age issues affecting the military—e.g.,
C. Kenneth Allard, Carl Builder, Jeffrey Cooper, Martin Libicki,
Thomas Rona, George Stein, Col. Richard Szafranski, Alvin and Heidi
Toffler—have one or both feet planted in the newer, broad view.
They are all in Athena’s camp.45  But many operators and prac-
titioners remain  firmly rooted in the older, narrow view.

Which view prevails may make a difference bureaucratically as well
as militarily.  In some versions of the narrow view, there is a tendency
to make “information warfare” (IW) mean little more than computer
warfare, and to treat it as more an intelligence than a military activ-
ity.  This in turn reduces the scope of issues to little more than secu-
rity and safety in cyberspace.  This is an important topic, to be sure,
but an overemphasis on it could engage the notion that one should
improve the U.S. government’s ability to control society at large,
even if this means making society more closed than open under
some scenarios.  We share a concern raised by John Rothrock that
some interpretations of information warfare could

require fundamental changes in how we understand conflict and
the appropriate responses of our society to it . . . .  Does our society
want to be the sort that is adept at the degree and types of control of
information that some of the more enthusiastic advocates of Infor-
mation Warfare seem to presume?46

The Athenan view of information and power implies that it is advis-
able to develop a broad vision of “information warfare.”  This is so
partly because this kind of warfare is inherently multidimensional.
Additionally, a broad vision should prove less susceptible to authori-
tarian tendencies.

A Force-Reformer As Well As Force-Multiplier

It was said that the new information technology provided a “force-
multiplier” for U.S. forces in the Gulf War.47  Armed with more and
better information, the American-led coalition swiftly defeated a
large enemy field army in a very short time, and at astonishingly low
cost in terms of casualties.  Yet putting the emphasis on a quantita-
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tive point—the multiplier effect—overlooks a deeper qualitative
point:  Information is also a force-modifier, a force-reformer.

Making full use of today’s information revolution implies not only
adopting new technologies but also rethinking the very bases of mili-
tary organization, doctrine, and strategy.  All this requires reformula-
tion in order to fulfill Clausewitz’s exhortation that “knowledge must
become capability”48 in the information age.  The information revo-
lution is not simply technological in nature; it has powerful concep-
tual and organizational dimensions as well.  The new meanings of
power and information discussed earlier favor the argument that
wars and other conflicts in the information age will revolve as much
around organizational as technological factors.49

There are both entropy and complexity issues here.  A doctrinal im-
plication of the Athenan view is that “entropy” replaces Clausewitz’s
“friction” as a concern in warfare.  The latter concept was attuned to
the pre- and early industrial ages, when forces, however well orga-
nized,  faced inevitable shocks and delays that caused action in war
to resemble Clausewitz’s notion of “moving in a resistant element.”50

Presently, a post-machine age is dawning where friction will no
longer be quite the right concept.  A key goal will be to minimize
one’s own vulnerability to disruption and disorganization—i.e., to
entropy—while fostering it in an enemy’s systems.  The strength of a
system will be a function of not only how much mass, energy and
information it embodies, but also how vulnerable, or resistant, it is to
“entropizing.”

The U.S. military is thinking about this.  One example is Horizon, an
effort to ensure compatibility among all information systems in the
U.S. military.  According to Lt. General Carl O’Berry,

[Horizon] brings order out of something that until now has been an
atmosphere of entropy.  For the first time we have taken interoper-
ability to the domain of science instead of emotion.  I’m taking the
guesswork out of C4I [command, control, communications, com-
puters and intelligence] systems architecture.51

As the information revolution develops further, the notion of how
complex, or ecologically diverse, a system is in terms of not depend-
ing too much on any single form or principle of organization seems
likely to grow in importance.  A key question is whether hierarchical
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or networked systems are more robust in the face of disruptive cam-
paigns.  Hierarchy is the traditional form of military organization,
and a hierarchical core remains de rigeur.  Yet a body of evidence
from the wars of the 20th century suggests that hierarchies, once
compromised, often collapse swiftly.  The fall of France in 1940 and
the defeat of Iraq in 1991 offer perhaps the best examples of this
phenomenon.  In contrast, the networked organizational style of
guerrilla fighters during the same half-century suggests the tremen-
dous robustness of these fighters in the face of even the sternest
countermeasures.  The Vietnam War provides the best example of a
networked insurgency withstanding everything the American hierar-
chy threw at it.52

The interplay between having complexity but not displaying it harks
back to the sage doctrinal dispensations of Sun Tzu, who likens an
army to flowing water, and advises that

The ultimate in disposing one’s troops is to be without ascertain-
able shape.  Then the most penetrating spies cannot pry in nor can
the wise lay plans against you.53

New Definitions of Weapons and Targets

Information-age warfare implies various shifts in the nature of
weapons systems and their targets.  One is a shift from using lethal
material weaponry (e.g., tanks, planes, ships) to attack material tar-
gets, toward also using such weaponry to attack cyberspace-related
targets like C3I and RISTA systems and communications networks
that have no firepower but represent an enemy’s electronic sensory
organs, nervous system, or brain.  Another aspect of the shift is the
use of nonlethal electronic techniques (weapons?) to disable an en-
emy’s lethal systems, or its cyberspace systems that store, process,
and transmit information.  This use of nonlethal weapons to disable
lethal systems may constitute something of an historical watershed,
as it allows the possibility of effectively disarming without having to
kill an adversary.  Previously, nonlethals have been tightly coupled
with one’s own lethal systems, with the former paving the way for the
more efficient use of the latter.
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The elucidation of these shifts is sensible but draws only lightly on
the previous discussion of power and information.  That discussion
raises a number of speculative, challenging implications, especially if
the increasing materiality of information is adopted as a framework.

This third view of information—that it is a physical property—would
treat all military systems as being based on, if not composed of, in-
formation.  This curiously implies that information may be viewed as
something that, like mass and energy, can be literally hurled at an
enemy.  Warfare has long revolved around who can hurl the most
mass—as in the aptly named levée en masse of the Napoleonic era, or
the human wave assaults on the western front in World War I and the
eastern front in World War II.  In the nuclear age, the emphasis
shifted to hurling energy, as exemplified by the shock waves and ra-
diation released by the splitting or fusing of atoms in bombs.  Victory
depended not only on directing mass or energy to deplete an ene-
my’s warfighting stocks, but also on keeping that enemy from hurling
mass and energy at oneself, and on being able to absorb and recover
from whatever mass and energy it did hurl.

If information is a veritable physical property, then in the informa-
tion age winning wars may depend on being able to hurl the most in-
formation at the enemy, while safeguarding against retaliation.  This
notion would affect how we think about all manner of weapons sys-
tems.  Compare, for example, round shot fired from an 18th century
smooth-bore cannon, to a shell fired from a modern rifled artillery
barrel, to a new wire-guided anti-tank missile.  How do they rate,
relatively, in terms of mass, energy, and information?  The mass of
each may be about the same, but the energy each represents differs
greatly.  More to the point, each consists of different materials orga-
nized in dissimilar ways.  Each sums up a very different set of sci-
ences and technologies.  Thus each represents a radically different
embodiment of not only mass and energy but also information to
hurl at an enemy.  And the one that represents the most informa-
tion—the missile—is the most effective.  In other words, as these sys-
tems exemplify, an historical progression has occurred in the
amount of information that can be hurled by weapons.

More to the point, the Athenan view of information and power im-
plies targeting whatever represents or embodies the most informa-
tion on an enemy’s side.  In a war, this means ascertaining and at-
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tacking the most information-rich components of an adversary’s or-
der of battle; to do otherwise may be to court defeat.  An example
appears in the Falklands War, where the Argentine air force (FAA)
chose to attack the British warships that were most capable of hurl-
ing mass in shore bombardments, seriously neglecting the transports
that moved mass, energy and information supplies.  Some observers
hold that this targeting mistake cost Argentina the war.54

This point also applies to operations-other-than-war (OOTW).  For
example, an implication for counternarcotics operations is to attack
traffickers’ electronic funds transfers and other financial transac-
tions, rather than trying to chase smugglers or eradicate drug crops
that represent lower information content.55

Three decades ago Marshall McLuhan concluded, in his own way,
that hurling “information” at an enemy made sense:

Since our new electric technology is not an extension of our bodies
but of our central nervous systems, we now see all technology, in-
cluding language, as a means of processing experience, a means of
storing and speeding information.  And in such a situation all tech-
nology can plausibly be regarded as weapons.  Previous wars can
now be regarded as the processing of difficult and resistant materi-
als by the latest technology, the speedy dumping of industrial prod-
ucts on an enemy market to the point of social saturation.56

Rising Importance of Social and Human Capital

The Athenan view implies an increased importance and capability
for hurling messages and “memes” at an adversary’s society through
propaganda, psychological operations,57 “public diplomacy,”58

“knowledge strategies,”59 and even “neo-cortical warfare.”60  As the
information age advances, many if not all dimensions of interna-
tional interaction may be subject to information-influence strategies.
An information offensive aimed at an enemy might seek to deter and
dissuade a belligerent society without having to destroy its armed
forces.  In this, strategic information warfare would resemble prior
systems, from strategic bombing to countervalue nuclear targeting.

The oft-voiced notion that war is moving toward a largely automated
and robotic future is overstated.61  From the Athenan viewpoint, the
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information age will raise the value of social and human capital, as
man remains the purest, richest information-hurling system.  In the
words of pulp cinema icon, John Rambo, “the mind is the greatest
weapon.”  The rising importance of human capital clearly applies to
the skillful training and deployment of our own and our allies’ in-
formation-age warriors.  At the same time, this view of capital implies
that the armed forces of adversaries among less developed countries
may find new ways to remain militarily viable in the information age,
as the development of human capital lies well within their grasp.

The importance of human capital may be seen not only in the tech-
nical skills of warriors, but also in the continued surfacing of “true
believers” ready to act indiscriminately and murderously in the
name of some blind faith.  To take a term from Dawkins, such fanat-
ics and martyrs amount to “memoids”—people who are so possessed
by a meme that they can justify any deed, while feeling that neither
their own nor their opponents’ survival matters as long as the meme
goes forward.62  In a sense, a memoid’s power as capital for his or her
cause, and for hurling information at an enemy, stems from total
possession by a belief system and accompanying attitudes.

New Assessment Methodologies Needed

If these speculations are worth pursuing, a generation of new as-
sessment methodologies is needed.  The challenges for development
may include new methods for analyzing the “information quotient”63

of weapons and other military systems, for describing an
“information order of battle,” and for analyzing an enemy’s inten-
tions, capabilities, and vulnerabilities—in short, for doing a net as-
sessment.  It may turn out that a new language must be devised, lest
we overburden that already overused term “information.”  If the
concept of information continues to gain significance, a new aca-
demic discipline may be advisable.64  New centers and schools are
already being established for the U.S. military that will help address
such challenges.  The question might also be addressed as to what an
“information war room” would look like.

As we in the United States grapple to define our own concepts, we
should keep an eye on how information may be defined in other so-
cieties and cultures that are trying to gain advantages from the in-
formation revolution.  To some extent, our nation should aim to
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identify concepts to which others can relate, and which may thus
serve as bases for future alliances and other forms of cooperation,
where relevant.  But we should also seek knowledge of others in or-
der to develop early warning signs of potential adversaries, including
non-state adversaries, who may invent concepts that are unusually
difficult for us to counter.  This may be particularly the case with
“neo-cortical”65 or psychological and cultural aspects of warfare.66

Game Analogies:  Chess/Kriegsspiel and Go

As in the past, war and other modes of conflict in the information age
will continue to bear resemblances to the game of chess.  But such
conflicts will increasingly take on characteristics of the “double-
blind” chess variant kriegsspiel, and of the oriental game Go.  A re-
finement of chess and kriegsspiel, so that one’s own side has sight of
both his and his opponent’s pieces, but the opponent can only see
his own pieces, offers an analogy for military “cyberwar.”  A similar
refinement of Go so that, again, one’s own side sees all pieces but the
opponent sees only his own pieces, is an analogy for social and other
types of “netwar.”67

In chess, each side has a king and five other types of specialized
pieces.  Each piece, including the king, has a different “value” and a
different ability to move.  Each side lines up its pieces in assigned
positions on opposite sides of the game board.  Thus the two sides
face off across a front line.  Then, each side maneuvers in ways that
are generally designed to fight for control of the board’s center, to
shield one’s valuable pieces from being taken, to use combinations
of pieces selectively to threaten and capture the opponent’s pieces,
and ultimately to achieve checkmate (decapitation) of the one-and-
only king.  Warfare before World War II was often like this and, in-
deed, frequently continued to retain this linear flavor up through the
Persian Gulf War.

For the age of cyberwar, a modified kriegsspiel analogy is more apt.
Kriegsspiel is based on chess—the board, the pieces, and the rules are
similar—but the game is operationally distinct.  Each side has his
own board and arrays his pieces as in chess.  A screen to block vision
stands between the two boards, manned by a monitor (referee).
Thus, once the game starts, each side knows where he has moved his
pieces, but cannot see where the other side moves.  The monitor sig-
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nals when contact has been made.  Then, whoever’s turn is next gets
to choose whether to take the contacted piece or make another
move.  He does not see what piece he may take until he has taken it,
and it is handed to him by the monitor.  Throughout the game, each
side speculates but rarely knows which of the opponent’s pieces are
where.  The game revolves around information vacuums and uncer-
tainties.  A premium is placed on deception.  Indeed, a player who
opens with classic chess moves and strategies—e.g., controlling the
center—is likely to lose.  The edges of the board may become more
important for maneuver than the center.

The aim of cyberwar is for our side (the United States) to play chess—
i.e., to have full sight of our own and the opponent’s pieces—while
blinding him so that he has to play kriegsspiel, at best knowing the
location only of his own pieces, and maybe not even that.  In this
analogy, both sides start with similar mass and energy—the same set
of pieces—at their disposal.  But we have an enormous informational
advantage—what David Gelernter calls “topsight”68—and because of
this, each of our pieces is well informed.  This advantage means we
should not require as many pieces to win; we might even be able to
achieve checkmate without taking many of the opponent’s pieces.
The Gulf War was, in some respects, rather like this and marks a
watershed in the transition from traditional attritional warfare to a
new generation of information-age warfare.

The game of Go provides a better analogy for netwar, i.e., for net-
worked types of conflict and crime at the opposite end of the spec-
trum from high-intensity conventional warfare.  Whereas chess starts
with all pieces on the  board, this game starts with an empty board.  It
looks like a vast, grid-like chess board with lots of tiny squares.  Each
side takes turns placing pieces called “stones” anywhere on the
board, one by one.  But the stones are placed not in the squares as in
chess, but on the points where the grid lines intersect.  All stones are
alike—there is no king to decapitate, and no queen or other special-
ization.  Once placed, a piece cannot move; it can only be removed, if
surrounded and captured according to the rules.  But in this game,
taking pieces has secondary importance.  The goal is to surround and
hold more territory than one’s opponent.  Once emplaced, a piece
exerts a presence in that part of the board, making it easier for the
player to place additional pieces on nearby points in the process of
surrounding territory.  As a result, there is almost never a front line,
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and the major battles are less for control of the center than for the
corners and sides (since they are easier to box off).  And whereas in
chess no piece is ever totally secure, in Go a piece of territory can be
made totally secure if it is surrounded in a particular way (in Go par-
lance, given two “eyes”).

Thus Go, in contrast to chess, is more about distributing one’s pieces
than about massing them.  It is more about proactive insertion and
presence than about maneuver.  It is more about deciding where to
stand than whether to advance or retreat.  It is more about develop-
ing web-like links among nearby stationary pieces than about mov-
ing specialized pieces in combined operations.69  It is more about
creating networks of pieces than about protecting hierarchies of
pieces.  It is more about fighting to create secure territories than
about fighting to the death of one’s pieces.  It is also less linear than
chess.  Thus Go is more like social, criminal, and revolutionary forms
of low-intensity conflict than like full-scale military war.  It might
even be said that the forces of North Vietnam and the Viet Cong
played Go while U.S. forces tried to play chess.70  Finally, in line with
this notion of Go’s tie with irregular warfare, the game’s tactics are
very unforgiving of efforts either to build fortifications or to seize
unclaimed territory.  Bastions or redoubts are subject to implosive
attacks that bring them down from within, while “ground taking
Go”71 is entirely predictable, allowing a smart adversary to ambush
these strung-out forces, defeating them in detail.

The metaphoric possibilities for netwar deepen if one imagines
combining Go with the key characteristic of kriegsspiel:  the screen
that obstructs sight.  Again, presume that one side has full knowledge
of his own and the opponent’s array, but the opponent can see only
his own pieces until contact is made with an opposing piece.  The
dynamics of Go differ from those of chess/kriegsspiel, but the point
still stands:  Both sides start play with virtually equivalent mass and
energy at their disposal.  But the side with topsight has far more in-
formation.  Thus, it should win handily over a blinded player and re-
quire (or need to risk) far fewer pieces to do so.

It might be illuminating to run experiments about this point, not
only to test its validity, but also to see whether a minimum essential
force size can be defined that invariably wins at chess/kriegsspiel or
Go so long as its side has topsight and the other side is blinded.  The
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experiment could vary the amount of information available to either
side, in order to see what types and thresholds of information may
make the most difference.  To refer back to the “information pyra-
mid,” it might be found that a game will turn in favor of whoever has
better knowledge and wisdom, so long as both sides have full view of
the board.  But the more one side is blinded, the more the game may
turn simply on who has the most data and information in the narrow
senses.

In addition, it might be illuminating to identify for study a series of
cases where apparently small, weak military forces effectively de-
feated or defended against what appeared to be much larger,
stronger forces.  The offensive skill of the Mongol “hordes” of
Genghis Khan (which were anything but hordes) comes to mind, as
do the strategically defensive campaigns waged by the Royal Air
Force and related elements in the Battle of Britain, and by hard-
pressed U.S. Navy forces up through the Battle of Midway during the
Pacific War.    There are always many explanations why a smaller,
weaker force wins—but a crucial constant may be superior intelli-
gence and communications, be that because of fast scouts on horse-
back (the Mongol case), breakthroughs in radar and cryptography
(the British and American cases), or other technological and organi-
zational innovations.  Indeed, an historical study could help illumi-
nate not only the importance of the information factor, but also the
extent to which it depends on correctly combining the technological
and organizational dimensions of innovation.  Such a study, along
with the gaming experiment proposed above, might offer lessons for
whether and how the United States could move to develop military
forces that may seem lighter and leaner yet are more effective than
those of any potential rival in the information age.
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