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THE 11 SEPTEMBER 2001 attack on Amer- ,
ica radically changed the way nations and inter- _ CONCEIM OVer easy access to imagery
national organizations think about terrorism. For . for target planning was demonstrated
example, President George W. Bush stated that thénmediately after 11 September several
United States would begin a long war against terwebsites removed photos and data that suddenly
rorism, and Secretary of Defense Donald H. appeared too sensitive. On C&tober, the
Rumsfeld received extra budget concessions for th€entagon purchased all rights to pictures of
counterterrorism fight. For the first time in history  Afghanistan taken by Space Imaging
NATO implemented Article 5 of the 1949 Wash- Incorporated’s IKONOS satellite, which can
ington Treaty, which recognizes that an attack discern space objects as small as 1 square
against one NATO member should be considered meter on the ground.
an attack against all members. This lifted the poOlitin— ——
cal constraints normally associated with using the
military to fight terrorism. As the investigation un- ables the weak to confront and combat the strong.
folded, the power of information-age tools, such as A terrorist lives in the opposite world, one of near
the Internet, as a terrorist planning and executiotal secrecy. Usually only sketchy information is
asset was exposed. available about a terrorist's operating principles and
The information revolution’s promise of global- infrastructure, if they are known at all, and the ter-
ization and its implicit lower communication costsrorist has no constraints on collecting intelligence
and integrated economies has other, more siniste, conducting illegal activities. Terrorists are crimi-
uses when placed in terrorists’ hands. This articleals who can use indiscriminate force against popu-
defines terrorism in the information age and examlations. They realize that police or military responses
ines how information enables terrorists to furthemay be limited because of civil liberty and security
their goals. Recommendations are also offered asancerns. Terrorists have access to everything the
“de-terror-ence” policy to fight this new thréat.  average citizen does and thus are leeches who live
. ! off others to support their anger. Their methods may
Information Terrorism be deemed asymmetric because their system of op-
Traditionally, terrorism focuses on using vio-eration and that of the civilized world are not com-
lence—threats or outright acts—to cause fear grarable. Destroying the World Trade Center with a
alarm, usually for some political goal. Terroristsflying fuel cell, terrorizing America with anthrax-
exploit the formal structure of the civilized world laced mail, planning to exploit the trucking indus-
to accomplish these goals. Among other things thisy and crop dusters to transport or spread biologi-
exploitation includes a nation-states’ legal and ineal or chemical agents, and killing the leader of
telligence constraints to act; its objectivity in newshe Northern Alliance in Afghanistan with an explo-
telecasts; and its infrastructure and operating prirsive device hidden in a camera during an interview
ciples. Nearly everything in the nation-state isare good examples of asymmetric tools available to
open for its citizens to examine and use, antérrorists.
hence the terrorist as well. The terrorist can live The Federal Bureau of Investigation (FBI) defines
in almost total anonymity until an act of violenceterrorism as “the unlawful use of force or violence
or crime is perpetrated. He usually trains on thagainst persons or property to intimidate or coerce
very systems he will use in an attack. This ena government, the civilian population, or any seg-
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ments thereof, in furtherance of political or social Financial support. The Internet can be used to
objectives.? In the information age, terrorism hasgather money to support a cause and to manipulate
expanded its scope and has found a ready ally stock options that benefit terrorists through a ter-
instruments such as the Internet to facilitate theserist attack. One of the websites dedicated to the
efforts. Some have even coined the process of echechen Republic’'s cause in its breakaway fight
ploiting the Internet for terrorist purposes as “infor-against Russia, directs readers to a bank and pro-
mation terrorism,” defining it as the nexus betweewides the account number in which to send money
criminal information system fraud or abuse and

the physical violence of terrorism; and iNte N0 N - ——

ally abusing a digital information system, net- __Ihe Internet can be used to initiate

work, or component toward an end that supportsPSychological terrorism. The psychological

or facilitates a terrorist campaign or action. aspect of the Internet is often overlooked.
Computer attacks are the most often cited exampiot only can it cause panic due to its seeming
of “the use of force or violence” in the information credibility, but it also can be used for deception
age because everyone is familiar with these attacks. or disruption. . . . Unwitting accomplices,

FBI special agent Mark Pollitt defines cyberter- such as hackers, can be used as surrogates
rorism as “the premeditated, politically motivated without ever understanding the end

attack against information, computer systems, result of their actions.

computer programs, and data which results |- ————————
violence against noncombatant targets by sub-

national groups or clandestine agertt€Yyber- to support the Chechen effort. An investigation is
terrorism uses soft violence, which is as much psyinderway to see if there were stock deals made
chological as it is actual, to achieve its goals. Othdry the al-Qaeda network in the days preceding 11
methods of altering data can also be considered &eptember.

information terrorism, such as interfering with Disparate group connectionsThe Internet can
onboard global positioning systems and causinge used to connect disparate groups. A religious sect

two airliners to collide from any country or region, or people backing a
y , particular cause can now stay in touch. These
TheIntemetand “Netwar’ websites provide instructions on when and where

Perhaps a more appropriate rendering for terrote meet or on types of protests or issues to study.
ism today is simply “terrorism in the information That is, the Internet has a synergistic effect on such
age” instead of information terrorism. For examplegroups’ activities.
with regard to the Internet, a terrorist attempts to Extortion . The Internet can be used to attack in-
succeed by using the Internet’s open promise of afividuals, groups, or companies, such as financial
integrated and cooperative world to discredit govinstitutions, or to directly lobby decisionmakers.
ernments, degrade user confidence, and corrupt Bktortionists use the Internet to extort money from
disrupt key systems by inserting data errors or bfinancial institutions in exchange for freedom from
causing intermittent shutdowns. In many cases, thig/berattacks and loss of credibility.
produces fear or alarm and thus is a modern-day Publicity . The Internet has huge publicity poten-
supplement to traditional terrorism. There are ningial, and it is often used for publicity. It can instantly
likely ways in which a terrorist group can use theaddress a worldwide audience or individuals. Osama
Internet: bin Laden’s use of television and the Internet to

Sensitive target data The Internet can be used spread his message to kill all Americans after the
to gather detailed information on targets. If a terstart of the coalition bombing on Afghanistan is a
rorist can capture sensitive data on a target as irgeod example. The United States immediately re-
portant as a pipeline or electric power grid, he caguested that bin Laden receive no further publicity.
then manipulate or blackmail businesses or goverfi-errorist groups place media access at the top of
ments. Concern over easy access to imagery for taheir strategic priority lists when addressing their
get planning was demonstrated immediately after 1dauses.

September as several websites removed photos andslobal freedom. Thanks to the Internet, no
data that suddenly appeared too sensitive. On 18nger is terrorism contained to the state in which
October, the Pentagon purchased all rights to pione hides. Electrons do not have to show passports.
tures of Afghanistan taken by Space Imagindgnstead, the base for terrorist operations is usually
Incorporated’s IKONOS satellite, which can discermot even located in the target country anymore.
space objects as small as 1 square meter on thd’sychological effectsThe Internet can be used
ground® to initiate psychological terrorism. The psychological
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aspect of the Internet is often overlooked. Not onlgraphic bulletin boards, and other websites. This
can it cause panic due to its seeming credibility, bugractice is known as steganography, embedding se-
it also can be used for deception or disruption.  cret messages in other messages to prevent observ-
Deception The Internet has changed the terers from suspecting anything unusual. Messages can
rorist communications network from one with be hidden in audio, video, or still image files, with
strong central control to one with no clear center ahformation stored in the least significant bits of a
control because of its networked nature. Unwittingligitized file.
The FBI and terrorism authorities in the United
ﬁ States believe that bin Laden’s network has used
__\etwar- appears o be an upaated steganography in the past. So far, authorities have
version of the ol&communist cellorganization,  ot'said whether the terrorists who planned and car-
a complex network in and of itself, which used fieq out the events of 11 September used the tech-
dead drops and cutouts to deliver messages anﬁﬁlique. A few days before the attack, a team at the
conduct operations. . . . “Swarming” [is defined] university of Michigan used a series of computers
as a structured, coordinated, strategic way to to search for images that might contain terrorist
strike from all directions at a particular pointor plans but found none. Instead, some FBI inves-
points by means with sustainable pulsing of tigators have traced hundreds of e-mail communi-
force or fire. In reality,swarming is not much  cations associated with the World Trade Center
different from the old concept of massing.  bombers that were sent from libraries or personal
e ComputerSThey were written in EngllSh or Ara-
bic and did not use encryption; they could sim-
accomplices, such as hackers, can be used as sui be read openl}f. Perhaps bin Laden’s group
rogates without ever understanding the end resultasonto the fact that the FBI was watching for such
of their actions. hidden messages, so they used open lines to send
Covert operations The Internet can be used messages, hoping these lines would not be so closely
to send messages surreptitiously, much like thexamined.
invisible inks that al-Qaeda promotes as a low- Encryption, on the other hand, relies on ciphers
tech alternative to communications in cyberspacend codes to scramble messages. In a réteat
For example, reports indicate that Egyptian comToday article, the author cites an unnamed U.S.
puter experts working in Afghanistan devised afficial’'s claim that encryption has become “the
communications network to enable extremists t@veryday tool of Muslim extremists in Afghanistan,
exchange information via the World Wide WebAlbania, Britain, Kashmir, Kosovo, and other
without fear of being caught posting messages oplaces, and that bin Laden and other Muslim ex-
e-mail and electronic bulletin boartl$.is to this tremists are teaching it in their camps in Afghani-
latter category that attention is now focused irstan and Sudani®In his testimony before Congress,
light of the purported use of steganography antbrmer FBI director William Freeh complained
encryption on the Internet by bin Laden’s al-about encryption but not steganography. Former
Qaeda terrorist group. Attorney General Janet Reno reportedly told a presi-
Short message service (SMS) text is a cryptic textlential panel on terrorism in 2000 that extremist
An example would be STR AT 8 . . . TD, which groups are encrypting both e-mail and voice mes-
could mean “strike at 8 today.” The message isages. An Israeli, Reuven Paz of the Institute for
cryptic form can be sent from one cellphone to anCounter-Terrorism, believes all terrorist groups are
other via an SMS center. Indid*industan Times using the Internet to spread their messages. Most
reported in November on credible reports linking thgroblematic for law enforcement authorities is that
use of SMS technigues to al-Qaeda and other teihe Internet has 28 billion images and 2 billion
rorists group$.SMS works by transmitting signals websites.
from a cellphone to the cellular operator's automatic Networks in general have received as much at-
SMS center. The center dials the SMS’s destinatiotention as the Internet in the past few years. Authors
number and puts the message in the queue. THiavid Ronfeldt and John Arquilla introduced the
technique may force governments to monitor SM$erm “netwar” several years ago. It refers to “an
centers. emerging mode of conflict at societal levels, short
One author notes that, “if there is one thing thef traditional military warfare, in which the protago-
FBI hates more than Osama bin Laden, it is whenists use network forms of organization and related
bin Laden starts using the Interndtié accuses bin doctrines, strategies, and technologies attuned to the
Laden of hiding maps and photos of targets and dfiformation age** Netwar, then, appears to be an
posting instructions on sports chat rooms, pornadpdated version of the old communist cell organi-
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Al-Qaeda [is accused] of hiding maps and photos of targets and of posting instructions
on sports chat rooms, pornographic bulletin boards, and other websites. This practice is known as
steganography, embedding secret messages in other messages to prevent observers from
suspecting anything unusual. Messages can be hidden in audio, video, or still image files, with
information stored in the least significant bits of a digitized file.

zation, a complex network in and of itself, whichless and thus makes it harder to find those respon-
used dead drops and cutouts to deliver messages aitile. This is why the FBI has had such a difficult
conduct operations. In general, it was the more cetime tracking the killers and affixing blame on those
tralized predecessor of the netwar that Ronfeldt anésponsible.
Arquilla described. These networks offer not only Ronfeldt and Arquilla appear overly reliant, how-
the benefits of integration but also several risks anelver, on their description of “swarming” to explain
dangers including threats to freedom and privacywhat must be done to counteract terrorist netwar
new methods of surveillance, and several vulneiactivities. In fact, they ignore their own advice. The
abilities to our national security infrastructure. Moreauthors define swarming as a structured, coordi-
important, netwar empowers nonstate actors to onated, strategic way to strike from all directions at
ganize into multiorganizational networks, offeringa particular point or points by means with sustain-
the have nots a chance to work on a similar plar&ble pulsing of force or firé.In reality, swarming
with the have&? is not much different from the old concept of
Another excellent point Ronfeldt and Arquilla massing. In fact, in one of their examples, the au-
make is that a network’s strength depends on fivehors cite critical mass strategies employed by a
levels of functioning: organizational (design), nar-group of protestors. Even more important, the au-
rative (story telling), doctrinal (strategies and meththors’ reliance on swarming ignores their doctrinal
ods), technological (information systems), and scfunctional level that recommends strategies and
cial (personal tiesY. It appears that the al-Qaedamethods. Swarming is the only one offered when a
network functioned on all of these levels while planimyriad of other options should be considered. Theo-
ning and executing the attacks on 11 Septembates such as China’s 36 stratagems of war, and U.S.
The network also makes the group appear leadesnd Russian principles of war are only a few of
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In addition to high-tech means of se-
cret communication, al-Qaeda also pro-
motes low-tech methods such as using
secret inks. Lesson 13 in the al-Qaeda
manualMilitary Studies in the Jihad
Against the Tyrant®pens with a brief
history and goes on to discuss types,
methods of production and exposure,
application techniques, and additional
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to detect secret inks on this 1943 envelope mailed from liberated Morocco to the Inter-  gjple to dissolve an aspirin tablet (except
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The Internet can be used to send messages surreptitiously, much like the invisible inks
that al-Qaeda promotes as a low-tech alternative to communications in cyberspace. For example,
reports indicate that Egyptian computer experts working in Afghanistan devised a communications
network to enable extremists to exchange information via the World Wide Web without fear of
being caught posting messages on e-mail and electronic bulletin boards.

those available. The latter would offer much morer face the consequences, such as the Taliban is
food for thought, such as blockade, deception, anelkperiencing now.

reconnaissance, than simple swarming. Networks Commercial sanctions could be imposed on
are not defeated by “keeping them on the run,” asuch states that “sup with the devil.”

the authors conclude, but by conducting precision  The fight against terrorism must be combined
strikes on functioning nodes. The Chinese, for exwith non- and counter-proliferation strategic cam-
ample, would recommend using acupuncture wapaigns, to keep sensitive weapons out of the hands
that is, strikes against selected nodes to paralyze ahsuch groups. This will immediately bring to the
enemy. If effective enough, a massed blow magable the debate over the role of export controls and
never be needed. direct action instead of arms control instruments, as

. some prefer.
De-femor-ence Suggestions Major terrorist groups must be targeted, not just

What can be done to thwart terrorists’ use ofpcal groups.
Internet and Netwar teChanueS? Dr. John Chlpman Creative approaches to information Sharing

notes that “let us hope it [referring to yesterday'snust be developed, paying particular attention to
sense of emotional solidarity and today’s sharegountries outside of the Group of Eight—the United
political burden in the fight against terrorism] is states, the United Kingdom, France, Italy, Japan,
handlt_ad with economic finesse, polltl_cal savvy, mili-ryssia, Canada, and Germany—NATO, and the
tary firmness and moral resolve in careful balEyropean Union. This includes sharing intelligence
ance.?® Chipman makes several excellent pointgor the protection of critical infrastructure.

that offer an initial look at a de-terror-ence plan: Challenges to civil liberties should be expected

A diplomatic effort is needed to convince statessince heretofore restricted investigative tools asso-
supporting terrorism to desist from such activitiegijated with the Internet are required.
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Homeland defense commands will assert ne
authority over the de-terror-ence quest. The Internet can be used to gather

Regional groups, such as NATO, must con-Money to support a cause and to manipulate
sider eliminating out-of-area distinctions sinceStock options that benefit terrorists through
cyberattacks can come from anywhere. a terrorist attack. . . . An investigation is

The world’s leading banks must maintain co-underway to see if there westock deals made
ordinated action to shore up confidence and stabi- by the al-Qaeda network in the days
lize nervous markets. One cannot fight terrorism if preceding 11 September.
one’s house is crumbling. L]

Muslim elements must help organize the cur-
rent coalition’s political elements, while the Unitedogy in the form of steganography and encryption.
States and Europe must expect to provide unprethis has made terrorist attacks more efficient and
edented economic, physical, and technical assitimely, and more difficult for law enforcement of-
tance. More parts of the developing world must bécials to recognize and expose.
brought into the modern and post modern wbrld.  These issues have motivated governments in only

All nations at the international level need to co-a few months to redirect attention and money to

operate with mutual legal assistance treaties, extraeunter terrorism. The recent creation of a home-
dition, intelligence sharing, and uniform computedand defense czar in the United States, and recent
crime laws so investigation and prosecution categislation to allow law enforcement officials to
cross international borders. The UN General Assenmore quickly move against and seize suspected ter-
bly adopted resolution 53/70 in December 1998orists are but two of the most apparent manifesta-
which invites members to exchange views on infortions of this process. On the international arena,
mation security issues and ways to fight informapartnerships formed very quickly to fight the new
tion terrorism and crim&.Such de-terror-ence stepsthreat, with Russian-U.S. cooperation to resolve
must continue to be explored at a much greater padmsing issues in Central Asia being the best example.
Terrorists exploit the civilized world’s objectivity ~ While terrorism in the information age is far from
and openness to support their causes. In the pasging resolved, it is encouraging to witness the rapid
terrorist actions were more difficult to organize anddevelopment of methods and procedures to counter
execute because of issues such as distance and itoFhis effort must be further developed and refined
ordination. Today, those issues and a host of otheoser the coming months as many de-terror-ence
have been eased, if not eradicated by informatioreptions need to be discussed. On the other hand, it
age tools such as the Internet. The result is the em&-important to watch the pulse of public opinion in
gence of a new, networked terrorist who can coothe coming months. Cooperation and compromise
dinate doctrine, narrative, organization, and loyaltypamong all leaders may hold the key to whether the
often in plain view through the benefit of technol-fight against terrorism is successiuk
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