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Jihadi Forums Tune into History Channel for Counter-Terrorism Intelligence

By Abdul Hameed Bakier, Jamestown Foundation, 7 Nov 06

Recent chatter on jihadi websites has focused on monitoring the counter-terrorism strategies of the United States and its allies in the global war on terrorism. Jihadi websites and forums are studying and translating the texts of Western analysts who assess current counter-terrorism efforts. The jihadis use these self-critiques by Western analysts to find areas of weakness and tension in U.S.-led counter-terrorism strategy; through this information, they are better able to devise physical and psychological operations to exploit these weaknesses. Additionally, their monitoring of U.S.-led counter-terrorism efforts is an attempt to lift the morale of jihadis by: showing that vulnerable points in the U.S.-led terrorism coalition exist; disseminating false analysis on the plans and intentions of those states allied against the mujahideen; and publicizing artificial casualty accounts of these states, especially those of the U.S. military.

By translating and posting reports about casualties from the United States and its allies in Iraq and Afghanistan, for example, jihadi websites are enhancing the mujahideen’s arguments of their righteousness; this encourages more fighters to take up the jihad. These individuals are monitoring U.S. military casualty reports on the internet and reposting them in Arabic for their forum participants. One casualty report about an attack by Iraq’s Islamic Army on the U.S. military’s Falcon Base in Iraq on October 10 listed the names and ranks of 300 American soldiers who were allegedly killed in the attack (http://www.tajdeed.org.uk/forums, October 26). The U.S. casualty report, posted by a user nicknamed Fata al-Jazeera, was received victoriously by the internet jihadis, who expressed their joy with victory phrases such as “Allah Akbar.” Another forum translated and posted the U.S. president’s skeptical comments about Washington’s performance in Iraq published in the National Review Online on October 27. The forum considered Bush’s comments a confession of the U.S. defeat in Iraq (http://202.75.35.74/vb/index.php). In the same context, another jihadi website posted an article entitled “America Loses Control in Afghanistan and European Forces Refuse to Fight.” The article highlighted the U.S. Ambassador to Afghanistan Ronald Neumann’s frustration over British forces’ uncoordinated withdrawal from Qala district in southern Afghanistan and the warning released by the supreme commander of NATO over the intention of Taliban fighters to use booby-trapped vehicles against coalition troops (http://www.muslm.net, October 27).

On the jihadi website al-Tajdeed, a translator by the nickname of “Morsi” translated an article entitled “How al-Qaeda Views a Long War in Iraq” by Dan Murphy, a journalist for the Christian Science Monitor. Murphy’s article analyzed al-Qaeda’s plans for a long war against the United States in Iraq. The analysis is based on a letter, confiscated by U.S. forces in Iraq, presumably sent to Abu Musab al-Zarqawi from al-Qaeda in Afghanistan and signed by the alias name “Atiyah.” In the same context, some jihadi forum participants are cooperating by translating videotapes released by the History television channel in the United States and by the Canadian Broadcasting Corporation. To demonstrate their intentions, they provided a video for download that included a program from the History Channel that outlined the capabilities of the U.S. Navy. Information included in the video could be used by al-Qaeda and like-minded militants to improve their capabilities against naval forces. Additionally, the jihadis are always interested in Western articles and television shows that analyze al-Qaeda; by using the West’s free press, they are able to find out what the “enemy” knows about their capabilities.

Commenting on a Washington Post article entitled “Letter Gives Glimpse of al-Qaeda’s Leadership” from October 2, jihadis accused the “Zionist media” of disseminating false propaganda insinuating that al-Qaeda’s leaders are in Pakistan’s tribal Waziristan agencies. They argued that this “faulty” information about al-Qaeda’s whereabouts is a pretext for “crusader aggression” on the Pakistani people to punish them for their support of the mujahideen. The jihadis argue that it is illogical for any al-Qaeda leader to reveal the whereabouts of al-Qaeda and that al-Zarqawi would never leave such an important letter behind. A forum participant nicknamed the “Hamburg Cell” warns that this press campaign against al-Qaeda’s leaders is very suspicious and that “vicious” plans might be underway against those leaders. 

Although irregular and non-systematic, the monitoring of Western media analysis helps jihadis learn from the enemy and to better prepare defensive counter-measures. The question, however, can be asked: what makes these forum comments significant, and are these participants actually operational? It is likely that many participants have been in contact with jihadi ideologues and field commanders since these leaders use the forums to communicate with each other and to post training manuals and other jihadi documents—such as in the recent cases of Muhammed al-Hakaima and his controversial book, the “Myth of Delusion”; Abu Yahia al-Libi, a leading member in al-Qaeda; and Yusuf al-Uyayri, ex-leader of al-Qaeda in Saudi Arabia and a renown ideologue of Salafi-Jihadis. Forum participants are constantly interested in subjects related to military tactics and terrorism, a fascination that non-violent individuals do not dwell on each time they log onto the internet.
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Put the News Here, and the Propaganda There

The complementary roles of U.S. international broadcasting and U.S. public diplomacy

By Kim Andrew Elliott, USC Center for Public Diplomacy, Nov 13, 2006

American journalists, writers, scholars, decision makers, and other experts tend to be confused about the relationship between international broadcasting and public diplomacy. For example, in article about President Bush’s nomination of Karen Hughes to be under secretary of state for public diplomacy, Fred Kaplan wrote:

In the Soviet Union of the 1950s and ‘60s, there was Pravda on the one hand, Voice of America on the other. The former dished out the dreary boilerplate of the ruling Communist Party. The latter offered exciting rhythms from the forbidden outside world.... Today, an official American image, even a well-crafted one, would have to compete with a vast array of newspapers, magazines, radio broadcasts and, most crucially, satellite TV networks—some state-sponsored, some independent that have a much better idea of what appeals to their viewers than we do. (Slate, March 15, 2005.)

This is an uncommonly astute observation about international broadcasting, but it has little to do with Karen Hughes. True, Ms. Hughes attends meetings of the Broadcasting Board of Governors, sitting on behalf of the Secretary of State, who is an ex officio member of the Board. But the real authority is in the eight appointed members of the Board, a bipartisan panel whose members serve fixed and staggered terms. The State Department representatives can voice concerns, but I assume and hope—though don’t know, as Board meetings are rarely open—that the Board members do not take these as directives.

International Broadcasting versus Public Diplomacy

The BBG itself has offered different explanations about .the relationship between international broadcasting and public diplomacy. Its 2002 annual report begins with a statement that its chairman Kenneth Tomlinson made at a hearing of the Senate Foreign Relations Committee, in which he places public diplomacy and international broadcasting in “two different spheres”: 

We need to understand the importance of maintaining the strength of public diplomacy and the traditions of international broadcasting. I am convinced that we will not be successful in our overall mission of delivering our message to the world if we fail to grasp that these are two different spheres and that they operate according to two different sets of rules.

It is very important that government spokesmen take America’s message to the world—passionately and relentlessly. We should not be ashamed of public advocacy on behalf of freedom and democracy and the United States of America.

International broadcasting on the other hand is called upon to reflect the highest standards of independent journalism as the best means of convincing international audiences that truth is on the side of democratic values.

But the statement concluded by describing international broadcasting as one of the “arms of public diplomacy”:

These arms of public diplomacy should be parallel pursuits because the effectiveness of either is adversely affected when one attempts to impose its approach on the other.

And the 2003 BBG annual report has international broadcasting in the “realm” of public diplomacy: 

“Within the public diplomacy realm, the BBG performed its journalistic mission on behalf of the American taxpayers.” (Italics added.)

Even the Voice of America described itself as subordinate to public diplomacy, in its March 14 news report about the Hughes nomination.

Ms. Hughes will undertake a broad review and restructuring of U.S. public diplomacy, which includes cultural outreach, educational exchanges, information programs and international broadcasting, including Voice of America. 

For her part, Secretary of State Condoleezza Rice does acknowledge the separation of the State Department and BBG. At her Senate Foreign Relations Committee confirmation hearing on January 18, she responded to a question about public diplomacy and international broadcasting by Virginia Senator George Allen. She placed international broadcasting “as a part of a broad public diplomacy effort.” But she added: 

Radio Free Europe and Voice of America and Radio Mart are about telling the truth, not about propagandizing. We have to make certain that people who otherwise don’t have access to the truth receive it.... there is perhaps nothing more important in this war of ideas than getting out the truth. And so I look forward to working with the Broadcasting Board of Governors, respecting the line that is there, that has been observed between the State Department and the Board. 

But in an interview with the Washington Post, reported on March 25, 2005, Secretary Rice added, perhaps significantly, the words “unified” and “coherent” to her vision of U.S. international broadcasting.

The way that we were most effective with Radio Free Europe and Voice of America was it was a reliable source of the truth in places where the truth was suppressed. And so obviously we’d like our message to be positively received. But you have to be able to communicate a message, and it has to be a unified message and a coherent message....

Some of the recent commentaries about the Hughes nomination are more explicit in their desire to see less of a line between U.S. international broadcasting and public diplomacy. In a Heritage Foundation commentary on March 15, 2005, Stephen Johnson and Helle Dale wrote:

The BBG is supposed to broadcast balanced news and cultural programs through the Voice of America network and surrogate outlets such as Radio Free Asia. Since the Reagan Administration, these entities have gone on to operate in separate universes... Establish a public diplomacy coordinator position at the National Security Council to put other agencies with missions like information warfare, media development, and foreign broadcasting in sync.

They were perhaps inspired by a recommendation in the widely cited report of Ambassador Edward Djerejian’s Advisory Group on Public Diplomacy for the Arab and Muslim World:

Broadcasting represents nearly half the spending on public diplomacy, and it must be part of the public diplomacy process, not marching to its own drummer with its own goals and strategy, sources of funding, and board. Congress needs to reexamine the legislation that created the BBG to ensure that broadcast operations support the strategic mission of U.S. public diplomacy. The BBG should also safeguard the professional integrity of the effort, but all broadcasting must fit into the overall public diplomacy strategy of the United States. It is critical, however, that news and opinion programs be accepted as credible and reliable. The truth is our ally.

But how does one maintain a newsroom that is objective, balanced, and reliable, and capable of earning the credibility that is key to success in international broadcasting, if the content is “unified,” “coherent,” “in sync,” and “supports the strategic mission of public diplomacy”? If U.S. international broadcasting is coordinated,” the audience, even illiterate nomads in the most isolated corner of the world, will spot its agenda within half a week. They have heard it all on their shortwave radios and will not be taken in by the strategizing of Washington decision makers and think tank fellows. 

The Djerejian Commission was not satisfied that U.S. international broadcasting merely keeps foreign audiences well informed with the news. The broadcasts must make people’s attitudes more favorable to the United States. They must “move the needle.”

The view of the Advisory Group is that [Radio] Sawa needs a clearer objective than building a large audience. To earn continued financial support, it must show, through continuous research, that it can change attitudes of Arab listeners toward the United States, that is, “move the needle” toward what the State Department, in its mission statement on public diplomacy and public affairs, calls “influence,” which comprises “understanding,” “constructive disagreement,” and “active support.”

Confusion about whether the Voice of America is broadcasting news, or a news-like product with a particular spin, is exacerbated by some recent news coverage about VOA. The New York Times, no less, in its March 13, 2005 story about the U.S. government distribution of videos to news organizations, included this passage:

The 1948 Smith-Mundt Act ... allows Voice of America to broadcast pro-government news to foreign audiences, but not at home. (Italics added.)

The VOA Charter requirement that its reporting be “accurate, objective, and comprehensive” would not allow its news to be pro-, or anti-, anything. Indeed, a few days later, the Times published a letter of clarification from VOA spokesman Joe O’Connell. 

But since the Times story, the “pro-government” label has spread. On March 19, 2005, the Miami Herald used it in an editorial about the government videos that was printed in other papers via the Knight-Ridder news service.

The Voice of America is prohibited by law from broadcasting pro-government news to American audiences, out of concern that citizens shouldn’t pay to aim propaganda at themselves.

With these mixed signals about what VOA and U.S. international broadcasting should do, it is not surprising that notions of propaganda persist. The Washington Post reported that Representative Jose Serrano said of Alhurra during an Appropriation Committee hearing in April 2004, “Do not tell us it’s not propaganda, because if it’s not propaganda, then I think... we will have to look at what it is we are doing.”

The Communication Process of International Broadcasting

Many American journalists and decision makers seem to think of international broadcasting in terms of the radio propaganda pioneered by Germany and Italy in the 1930s, and continued by Radio Moscow from the 1950s. To them, the concept is send message (A), to audience (B) -- with the assumption that the audience is huddled around their radios to hear message A—to bring about outcome (C), e.g. a more favorable attitude towards the United States, rejection of terrorism, etc. 

But the German, Italian, and Soviet international radio efforts were not successful. This is because the actual process of international broadcasting is more complex than that described in the previous paragraph. It starts not with what message a national government wants to send, but with what content the audience wants to hear. Audience (A) desires certain content (B) that is lacking from their domestic media (C), and so they seek it from foreign broadcasting outlets (D), with a preference towards the broadcaster that provides the best content, with the clearest signal, through the optimum mix of media, with the most convenient schedule.

But what about (E) -- the all-important impact, or effect, of these international broadcasts? Why would the United States government want to fund an international broadcasting effort if it has no control over its content? 

1) Because people will listen. The international broadcasting audience makes the effort to tune in to get news that is more reliable than the news they get from their state controlled domestic media. 

2) Well informed audiences are bolstered against the misinformation, disinformation, and intentional omissions of media controlled by dictators, terrorists, and other international miscreants. The audience is now equipped to form their own opinion about current affairs. 

3) The VOA Charter states, “The long-range interests of the United States are served by communicating directly with the peoples of the world by radio.” In VOA’s first broadcast on February 24, 1942, announcer William Harlan Hale said, “The news may be good. The news may be bad. We shall tell you the truth.” If the policies of the United States are wise and virtuous, then through reporting about U.S. policies and actions and about the policies and actions of its adversaries, the good and the bad, we can reasonably expect that in the long range well-informed audiences will tend to agree with U.S. policies. 

4) Even if the United States government decides to pursue policies that are not popular elsewhere in the world, uses of propagandistic techniques would only exacerbate the unpopularity of those policies and of the United States itself. The best the United States can do is to describe those policies as objectively as possible, and to report on the debate on these policies. If the audience does not agree, at least they will have a better understanding why the administration has adopted these policies. And they will know that the United States has a pluralistic system in which policy-making remains under constant debate, including by people whose views may not be far from their own. 

5) The audience will witness democracy in action, with all the inherent disorder therein. They may want some of that disorder in their own countries.

6) Even if the audience does not come to agree with American policies, the fact that the United States provides an honest and objective news service speaks well for the United States. 

7) Personality and entertainment programs transmit goodwill and convey the humanness of the American people.

All told, the process is long term and subtle and probably cannot be measured by any convenient “needle.”

The Complementary Role of Public Diplomacy

While international broadcasting exists as an independent entity, there is, as a separate and parallel effort, public diplomacy. Every country has a right to engage in public diplomacy, and the United States has a special need to. 

Public diplomacy would continue to use its usual methods, including the exchanges of writers, artists, and experts. 

Web sites are increasingly being used for public diplomacy and are ideal for this purpose. Journalists, government officials, researchers, interested individuals use the websites to get a country’s policy statements, transcripts of speeches, contact information, etc.

The U.S. website for this purpose has the rather ungainly URL of http://usinfo.state.gov. It is now available in seven languages. This number of languages should expand. Instead of U.S. international broadcasting competing with itself in 22 languages (VOA versus Radio Free Europe/Radio Liberty in Russian, Ukrainian, Albanian, etc. and VOA versus Radio Free Asia in Mandarin, Burmese, Tibetan, etc), it would be better and certainly more efficient for international broadcasting and public diplomacy to complement each other in at least those 22 languages. 

And to make this complementation work, and to maintain credibility all around, the content of the public diplomacy website and other public diplomacy products should not be disguised as news. Users should know that they can go to the U.S. international broadcasting website for an independent journalistic treatment of U.S. affairs, and to the public diplomacy website for official views presented by representatives of the U.S. government. 

As a general rule, public diplomacy cannot on its own attract a mass audience because its output does not cater to any popular demand for information or entertainment. To reach large numbers of people, public diplomacy will have to find ways to attach itself to successful media outlets in the target countries. This is increasingly important as domestic media in the target countries improve.

One way to do this is to line up interviews with foreign television stations - including the controversial Al Jazeera—and other media with large audiences. As an unnamed U.S. official told the London Telegraph (reported March 25), “What would have a real impact is a cast of American diplomats who were capable of putting their case over on Middle Eastern news and talk shows.”

Another method is to purchase advertisements on media in the target countries. The use of television advertisements by former Under Secretary for Public Diplomacy Charlotte Beers to inform audiences about the life of Muslims in the United States probably served no useful purpose. But she was on the right track by using ads to tap into large audiences already gathered by these domestic media, rather than try to reinvent the wheel with external U.S. radio or television services built from scratch. These advertisements, if straightforward, economical, plainly identified, and employed only when needed, can help correct the record if U.S. policies and actions are not accurately reported by media in the target country.

Whatever the target country, public diplomacy has a perpetual role, whereas international broadcasting has a finite shelf life. When the domestic media of the country become sufficiently free and diverse, or at least entertaining, people will no longer tune to foreign radio and television channels. Eventually, the domestic radio and television stations will not use programs and reports from foreign broadcasters, preferring to do the reporting on their own. When this point is reached, international broadcasting no longer has significant potential in the target country. However, even in countries with rich and diverse domestic media, journalists must turn to the public diplomacy operation of the transmitting country to obtain policy statements, press releases, and to arrange interviews and media events. 

The British Model: Spend Less, Get More

Since September 2001, the multitude of commentaries that have called for improvements, expansions and, above all, budget increases for U.S. public international broadcasting have ignored the elephant in the living room: From the Cold war years through to the present, BBC World Service has had the largest audience, most impact, and greatest prestige of any international broadcaster, even though Britain spends less money on international broadcasting. 

I discussed this fifteen years ago in “Too Many Voices of America,” Foreign Policy, Winter 1989/90. One of the reasons is that, in Britain, there is less confusion about the distinct roles of international broadcasting and public diplomacy. Members of Parliament by and large understand the need for the independence of BBC World Service. World Service officials bristle when their station is categorized as public diplomacy. They point out that their role is to provide news, and providing that “speaks well for Britain.”

John Tusa, managing director of BBC World from 1986 to 1992, articulated this stance in his book Conversations With the World (1990):

Short-wave broadcasting is, in essence, anarchic—it leaps boundaries, defies regulations, scatters forbidden thoughts, and challenges otherwise unchallengeable authorities. It is essentially humanistic, allowing the individual to make his or her own decisions about their view of the world; it opens minds; defies collective regimentation and, out of the darkling confusion of the ether, offers a dialogue of ideas between broadcaster and listener. (pp. 12-13)

So, while many international radio stations have transmitted propaganda, successful international broadcasting provides an antidote to propaganda.

Success in the international communications efforts of the United States requires that international broadcasting and public diplomacy should be conducted by separate agencies, from separate buildings, located, ideally, in separate cities.

Improving U.S. international communications to meet the challenges of the twenty first century requires thinking outside of the proverbial box. Specifically, the thinking should move into two boxes, one box for international broadcasting, another box for public diplomacy, with sufficient distance between the two.
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US Air Force Hopes To Revive Modest Jammer Program

From Reuters, Nov 9, 2006

WASHINGTON, Nov 9 (Reuters) - The U.S. Air Force hopes to revive a competition to add modest electronic warfare capabilities to the B-52 bomber, a program canceled during the fiscal 2006 budget process, a top general said on Thursday.

Before it was canceled, Northrop Grumman Corp. had been competing with a team comprised of Boeing Co. and Britain’s BAE Systems Plc for the contract, which had been valued at up to $3 billion.

Gen. Ronald Keys, commander of Air Combat Command, said the Air Force would be looking for basic radar jamming capabilities for the B-52s and would try to avoid “boutique” requirements that could drive up the cost of the program again.

“If the price starts to get away from us again, we’ll kill it again,” Keys said.

“My intent is we build a ‘meat and potatoes’ core component jammer that ... fills that low end gap (and) we fill in the rest of the stuff with the other systems of systems that we have,” Keys said, noting that other Air Force weapons systems could provide additional electronic jamming capability.

The program was initially aimed at fitting 16 Air Force B-52 long-range bombers, which date back to the 1960s, with two outboard wing pods with powerful radar-jamming gear that could disrupt enemy defenses from far-off distances.

The Air Force had hoped to put the updated B-52s into operation by 2014, when the Navy is due to retire its EA-6B Prowlers, which have the main responsibility for radar-jamming for the U.S. military now.

Keys did not elaborate on any timetable for resuming the competition, or details about how it would be structured.

Industry officials had no immediate comment.

Defense analyst Loren Thompson of the Virginia-based Lexington Institute said the emerging new plan would cap the program’s cost at around $2 billion.

He said the Air Force could not do without the program entirely, because in the frequencies where long range surveillance radars operate, even some stealthy U.S. aircraft could potentially be tracked.

Table of Contents


Buchanan Sees Iraq War’s Positive Side

By Brian Mosely, Shelbyville Times-Gazette, November 11, 2006

Second Lieutenant Anthony Buchanan’s job in Iraq may have not involved facing terrorists, but he had a job and did it with commitment. 

Buchanan’s job is public relations and he said that putting a positive face to the ongoing conflict with a pessimistic mainstream media constantly showing the negative side of the story is a daunting challenge. 

Now home on leave in Shelbyville and reunited with his wife Remedios after a year in Iraq, he will leave soon for Indiana to train replacements. 

Buchanan is assigned to the Army’s 133rd Mobile Public Affairs Detachment, whose job is to function as journalists for the military, providing video footage, photographs and stories about what has been going on in Iraq. 

A large part of Buchanan’s job is editing video and preparing everyone from generals to privates who are doing a live interview with the media. He also trains soldiers how to talk to reporters, making sure that a private will speak from his rank’s point of view and not from the perspective of a general. 

In Iraq, he escorted media representatives to different areas in the country, making sure they had everything they need. Video and stories produced by his unit are available at www.divdshub.net, and Buchanan said that just about all their work has been featured on every news network around the world. 

He also provided some of his personal experiences in Iraq to the Times-Gazette over the past year. 

Buchanan was stationed mainly in Tikrit, the home town of Saddam Hussein, but he was also moving around Iraq on two week rotations, working with units that include the 101st Airborne Division, the 3rd and 4th Infantry Division and others. 

He also got to work with the Iraqis a lot as well, showing them how to use their video equipment and how to engage their community and market their content to different media organizations. He has also had two live interviews with the Al Jazzera network. 

Dealing with the major media outlets was part of his job, and while he said he understands the practice of “if it bleeds, it leads,” Buchanan admitted to some frustration at the constant negative coverage coming out of the country. 

“I’ve sat and watched CNN since I’ve been back, and I look at some of their footage and it’s the same thing over and over again. It seems there’s no effort to go out and acquire new footage ...” He said CNN reporter Arwa Damon’s reports have been “pretty fair” and that she makes an effort to leave the safety of Baghdad’s “Green Zone” and get stories. 

He said he feels that the recent attacks in the Baghdad area were designed to impact the recent Congressional elections that took place this past week. 

“The attacks stepped up in the information operations war. The insurgents are smart. They are going to do whatever they can ... like CNN showed a sniper video. They know how to manipulate us and they’re using our information technology system against us. 

“I didn’t think it was appropriate to run that video,” Buchanan said, referring to CNN’s airing of the sniper footage. “But they did it anyway.” 

Buchanan said he was lucky that in his travels into the country he saw no combat action. He said the main threat to him were incoming mortar rounds and traveling in convoys. He acknowledged that in his role as an officer, he wasn’t as exposed to danger as some of his soldiers that worked under him were. 

His main job was to set up the interviews with officers of different units before the videographers and reporters arrived. He also wrote numerous personality pieces that ran in newspapers across the United States about soldiers and the jobs they were doing. 

While Tikrit is Saddam’s home town, there are more Kurds living there and there’s not as much danger. However, farther south and closer to Baghdad is where the action has been taking place. 

In parts of the northern Kurdish area, a solider can walk around with no body armor and even shop in the open, he said, while others closer to the Iraqi capital require “wearing everything.” 

For Buchanan, living conditions would change every two weeks. Normally, he slept on a bed or a cot in a trailer-like building with air conditioning. Out in the field, he had to deal with the 110 degree heat. 

It gets cold in the desert as well, he said. One ride in a Chinook, which has its doors open for the gunner, was very uncomfortable due to the frigid weather. 

“I got lucky,” said Buchanan. “I didn’t have to live in a tent.” 

Since his return, he has volunteered to do training at Camp Atterbury in Indiana to prepare troops for public relation work not only in Iraq, but also Afghanistan and parts of Africa. There’s also the possibility he could be called back for another tour of Iraq. But he’ll be home for seven more days and then will visit home on weekend passes. 

For the most part, said Buchanan, morale is pretty good with the troops. The weather creates some grumbling, especially when pulling guard duty in the blazing heat. But the troops have advantages soldiers in past conflicts never dreamt of, such as contacting their families by e-mail and talking to them on the phone. 

“We’re a volunteer army and the guys realize that they’re there to protect America and do their job,” surmised Buchanan. “They’re exhausted and frustrated at times, and that’s expected.”
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Engineers Coordinate Construction of Clinic in Kenya 

By Maj. Gregory A. Tzucanow, CJTF-HOA, 11 November 2006

Down rutted roads of red clay and sand, winding through rolling green farm land a US Army Civil Affairs team journeys out to a remote medical clinic tucked away off a dead end road in a shallow, narrow valley in the Kilifi district of Kenya. 

In support of the Combine Joint Task Force Horn of Africa and the US Navy Seabees, the team has come to conduct a meeting with the Clinics medical director, Dr. Kamwaji. The team leader discusses the clinic’s construction progress, number of patients that will be served, types of illnesses to be found in the area, (malaria, respiratory, and lower intestinal tract) medications required, how many people will be served (20,000 of a mixed Muslim and Christian population).

The engineer speaks with the local contractors while the other team members talk with local villagers that have come by for a visit. The children are eager to show the tall, American men their books and toys. In no time the Civil Affairs soldiers have shown the kids how to make paper airplanes and are having a contest on how far each creation will fly.

Team Sergeant Dimitri Emilien, a veteran of many civil affairs missions, explains the selection and the process of how the projects are chosen. The villagers, through the local government had submitted a proposal to the National government who requested help from USAID. The project was accepted and partnered with Combined Joint Task Force Horn of Africa engineers. Contractors were selected based on a open bid process and the ability to produce acceptable, working blueprints, the bids were awarded and the project started.

There are dozens of projects like this around the country, he explains. The CA teams assist USAID and the US Embassy by conducting visits and writing reports to let them know how things are going, identify future issues, and answer questions from the locals.

“This clinic will be a huge success”, says Dr Kamwaji, The existing clinic was built in 1934 and had outlived it’s usefulness. Now, thanks to our friends we will be able to provide much better medical service. Without the clinic renovation people would have had to travel up to 35KM to get adequate treatment for serious problems.

After two hours the men make their farewells assuring the doctor that they will be back in a month, and begin driving back to Malindi to inspect another project.
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Army to Create Electronic Warfare Career Field by Fall 2007 

From Inside the Pentagon, 16 Nov 06

Acknowledging the importance of electronic warfare to the future of its operations, the Army is creating a career field in that specialty, reports Inside the Army. “Our assumption is now that the enemy has use of the [electromagnetic] spectrum and . . . will continue to use it and continue to expand on that use,” Col. Laurie Buckhout, the service’s electronic warfare division chief, said Nov. 7. “And we’re going to do something about that, so that we can ensure our own freedom of movement on the spectrum.” Even though Army Vice Chief of Staff Gen. Richard Cody has decided that the number of service career fields should be reduced, he also has determined that electronic warfare is an important enough specialty to be designated as both an enlisted and officer-track career field, she said.  However, establishing such tracks will require shifting soldiers from other specialties into electronic warfare. “In a zerogrowth Army, creating a new [military operational specialty] means bringing in people from other fields,” Buckhout said.
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Ideology is Al Qaeda’s Achilles’ Heel - US Study

By David Morgan, Reuters, 16 Nov 2006

WASHINGTON, Nov 16 (Reuters) - The United States could discredit al Qaeda in the Muslim world by challenging its violent Islamist ideology and muzzling its leading proponents, an independent report released on Thursday said.

The 364-page study, published by the RAND Corp. think tank, described al Qaeda’s Islamist ideology of violent resistance as a “global revolutionary creed” akin to the Marxism-Leninism philosophy that the West defeated with “a robust political warfare” campaign during the Cold War.

“If the ideology is countered and discredited, al Qaeda and its universe will wither and die,” concluded the two-part study, entitled “Beyond al Qaeda” and funded by the Air Force.

“It follows that a comprehensive U.S. strategy needs to move beyond the boundaries of conventional counterterrorism theory and practice, and address these ideological and political factors,” it said.

The study’s authors recommended the Bush administration expand “decapitation strategies” to include ideologues, holding up as examples decisions by British and Indonesian authorities to either jail or deport hard-line Muslim clerics.

“Preventing al Qaeda’s ideological mentors from continuing to provide theological justification for terrorism could expedite the movement’s ideological deterioration,” they concluded.

Much of the research in the RAND study was completed in 2004 but has never been released. The authors updated the data to reflect developments in Iraq, the Middle East, Chechnya, Southeast Asia and Somalia.

“The importance of ideology has become even more evident. The passage of time has only reaffirmed and reinforced it,” said lead author Angel Rabasa, RAND senior policy analyst.

Intelligence officials have said that targeting of Islamic clerics could create more problems than it solves in a Muslim world that harbors deep suspicions about U.S. intentions.

Washington has sought to support efforts by Muslim countries to challenge religious arguments that advocate suicide bombings and the killing of innocents, two of the debate’s most heated subjects.

COUNTERING ARGUMENTS

A separate study released this week by the U.S. Army’s West Point military academy said the most effective counter arguments could come from Saudi clerics who subscribe to the Salafist theology from which al Qaeda draws its legitimacy.

CIA Director Michael Hayden told a Senate panel on Wednesday: “As a Western nation, we have limited tools to counteract that kind of propaganda. We need to make sure our own message is clear, but we also need to work with our Muslim allies.”

The spread of violent Islamist ideology, especially via the Internet, has drawn the increasing attention of intelligence officials and independent analysts who believe its ability to justify terrorism could propel militancy into the next generation.

U.S. intelligence officials and other experts believe the popularity of e-books such as “39 Ways to Serve and Participate in Jihad” could be instrumental in inspiring home-grown militant cells in Western countries.

The RAND study said the ever-expanding library of Islamist tracts could be vulnerable to ideological challenges.

It recommended both overt and covert information operations to make clear the gaps between al Qaeda’s global vision and the local priorities of Islamist guerrilla groups in places such as Southeast Asia, South Asia and North Africa.

Such operations could also exploit ethnic differences by emphasizing al Qaeda’s Arab core in non-Arab Muslim countries, and highlight the elevated socioeconomic status of al Qaeda leader Osama bin Laden, scion of a wealthy Saudi family, and his second-in-command Ayman al-Zawahri, an Egyptian physician.

{Editor – links to the study – Part 1 http://www.rand.org/pubs/monographs/MG429/; Part 2 http://www.rand.org/pubs/monographs/MG430/} 
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Al Jazeera Launches Global Broadcast Operation 

By Peter Fedynsky, VOA News, 15 November 2006

The Arab broadcaster Al Jazeera frequently makes news when it reports news.  The station has not only aired controversial interviews with terrorists such as Osama Bin Laden, but also top U.S. officials.  On Wednesday, Al Jazeera expanded its operation with a new international English language channel.  The organization declined a Voice of America request for a pre-launch interview, but provided some of the video for our story about Al Jazeera’s involvement in free speech controversies.  

With the launch of its new channel, Al Jazeera hopes to expand the reach of its network from an Arabic and Middle Eastern audience to a global, English-speaking one.  Al Jazeera International is broadcasting from Doha, Qatar with 20 overseas bureaus, including one in Washington, DC just three blocks from the White House.  The organization, funded by the Qatar government, is promising impartial and balanced information from the world’s hot spots.

Among those hot spots is Iraq, whose government has banned Al Jazeera.  Outgoing U.S. Defense Secretary Donald Rumsfeld had accused the network of conspiring with terrorists. “They’ve called Al Jazeera to come and watch them do it. And al-Arabiya. ‘Come and see us. Come and watch us. This is what we’re going to do.’  The information operations, the psy-op part of what they’re doing has always been a part of their behavior pattern.”

At the same time, the U.S. State Department says Al Jazeera is considered the most free and unfettered broadcast source in the Arab world.  And the White House website continues to provide transcripts of interviews that Secretary of State Condoleezza Rice gave the network in her previous capacity as National Security Advisor.

Cliff Kincaid, an editor with the Washington-based watchdog group Accuracy in Media, says U.S. officials make a big mistake by appearing on Al Jazeera. “This is simply national suicide!  This is feeding and accommodating and appeasing the enemy that wants to kill us all.  And that’s why, in our opinion, the war in Iraq has been so difficult.  Not that our soldiers can’t win on the battlefield, but that we are losing the war in terms of information, and propaganda, and ideas.”

Many Americans associate Al Jazeera with appearances by terrorist hostage-takers in Iraq, by Osama Bin Laden and other al Qaida leaders involved in the September 11, 2001 terrorist attacks against the United States.  Accuracy in Media points to statements by alleged terrorists who say Al Jazeera inspired them to kill Americans in Iraq. “I began watching the news, and following the invasion of Iraq.  I would watch Al Jazeera and other TV channels all the time.  I saw clerics on TV, on Al Jazeera, declaring Jihad in Iraq.”

America, however, is fighting for democratic rule in Iraq. George Washington University media professor Mark Feldstein says free media are an integral part of any democracy.  “The thing to remember about the United States and the genius of our system is that the Framers of our Constitution believed in a marketplace of free ideas.  They believed that if all voices were there to compete, truth would ultimately out.  And to try to clamp down on an Al Jazeera, to try to not allow it to have its voice, really flies in the face of what the framers of our own Constitution would have wanted.”  

Feldstein says Al Jazeera should have the right to compete in the commercial marketplace.  While no U.S. network currently has plans to distribute its new English programs, Feldstein says the information will find an audience. “The problem is, in the world of the Internet, is that you can get this online anyway.  It’s very difficult to control information now.”

Both sides of the Al Jazeera controversy understand the power of information.  One side says it can be used to misinform and incite violence.  The other side says information should be shared to prevent misinformation.
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Information Operations and Cyberwar: Capabilities and Related Policy Issues

By Clay Wilson, CRS Report for Congress, Updated September 14, 2006

Summary

This report describes the emerging areas of information operations in the context of U.S. national security. It assesses known U.S. capabilities and plans, and suggests related policy issues of potential interest to Congress. This report will be updated to accommodate significant changes.

For military planners, the control of information is critical to military success, and communications networks and computers are of vital operational importance.  The use of technology to both control and disrupt the flow of information has been referred to by several names: information warfare, electronic warfare, cyberwar, netwar, and Information Operations (IO). The U.S. Department of Defense has grouped IO activities into five core capabilities: Psychological Operations, Military Deception, Operational Security, Computer Network Operations, and Electronic Warfare.

Doctrine for U.S. IO now places new emphasis on Psychological Operations to influence the decisionmaking of possible adversaries, and on Electronic Warfare to dominate the entire electromagnetic spectrum. Some weapons used for IO are also referred to as “non-kinetic,” and include high power microwave (HPM) or other directed electromagnetic energy weapons that rely on short powerful electromagnetic pulses (EMP), that can overpower and permanently degrade computer circuitry.  Several public policy issues that Congress may choose to consider include whether the United States should:

· Encourage or discourage international arms control for cyberweapons, as other nations increase their cyber capabilities;

· Modify U.S. cyber-crime legislation to conform to international agreements that make it easier to track and find cyber attackers;

· Engage in covert psychological operations potentially affecting domestic audiences; or, 

· Create new regulation to hasten improvements to computer security for the nation’s privately-owned critical infrastructure.

Introduction

  Background

Control of information has always been part of military operations. However, the U.S. Strategic Command (USSTRATCOM) reportedly now views information operations as a core military competency, with new emphasis on (1) use of electromagnetic energy or cyberattack to control or disable an adversary’s computers, and (2) use of psychological operations to manipulate an adversary’s perceptions.1 The Department of Defense (DOD) view is that information itself is now a realm, a weapon, and a target of warfare. With current digital technology, the U.S.  military now has the capability to act directly upon and alter the stored bits of computer code that comprise information inside the computers or on the networks of adversaries. In addition, DOD asserts that Psychological Operations, including the ability to rapidly disseminate persuasive information to diverse audiences in order to directly influence their decisionmaking, is an increasingly powerful means of deterring aggression, and an important method for undermining the leadership and popular support for terrorist organizations.2 However, new technologies for military information operations also create new national security vulnerabilities and new policy issues, including (1) possible international arms control policy for cyberweapons; (2) a need for international cooperation for pursuit of cyber terrorists and other cyber attackers; (3) consideration of psychological operations used to affect friendly nations; (4) a need to raise the computer security awareness of the civilian community; and (5) possible accusations of war crimes if offensive military cyberweapons severely disrupt critical civilian computer systems, or the systems of other non-combatant nations.  This report describes Department of Defense capabilities for conducting military information operations, and gives an overview of related policy issues.

Definitions

Information

Information is a resource created from two things: phenomena (data) that are observed, plus the instructions (systems) required to analyze and interpret the data to give it meaning. The value of information is enhanced by technology, such as networks and computer databases, which enables the military to (1) create a higher level of shared awareness, (2) better synchronize command, control, and intelligence, and (3) translate information superiority into combat power.

DOD Information Operations

The DOD term for military information warfare is Information Operations (IO).  DOD information operations are actions taken during time of crisis or conflict to affect adversary information, while defending one’s own information systems, to achieve or promote specific objectives.3 The focus of IO is on disrupting or influencing an adversary’s decision-making processes.

An IO attack may take many forms, for example: (1) to slow adversary computers, the software may be disrupted by transmitting a virus or other cyberweapon (see section on cyberweapons below); (2) to disable sophisticated adversary weapons, the computer circuitry may be overheated with directed high energy pulses; and (3) to misdirect enemy radar, powerful signals may be broadcast to create false images. Other methods for IO attack may include initiating TV and radio broadcasts to influence the opinions and actions of a target audience, or seizing control of network communications to disrupt an adversary’s unity of command. Computer Network Defense (CND) is the term used to describe IO procedures that are designed to protect U.S. forces against IO attack from adversaries.

Information Assurance (IA), which is part of CND, requires close attention to procedures for computer and information security (see Computer Network Operations below).

DOD states that IO must become a core military competency on a par with air, ground, maritime, and special operations. Accordingly, new emphasis is now placed on the importance of dominating the entire electromagnetic spectrum with new attack capabilities, including methods for computer network attack and electronic warfare. DOD also emphasizes that because networks are increasingly the operational center of gravity for warfighting, the U.S. military must be prepared to “fight the net”.4 Because the recently declassified source document containing this phrase has some lines blacked out, it is not clear if “...net” includes the Internet. If so, then this phrase may be a recognition by DOD that Psychological Operations, including public affairs work and public diplomacy, must be employed in new ways to counter the skillful use of the Internet and the global news media by adversaries.

DOD Information Operations Core Capabilities

DOD identifies five core capabilities for conduct of information operations: (1) Psychological Operations, (2) Military Deception, (3) Operations Security, (4) Computer Network Operations, and (5) Electronic Warfare. These capabilities are interdependent, and increasingly need to be integrated to achieve desired effects, such as undermining the adversary’s confidence in his own capabilities.

Psychological Operations (PSYOP)

DOD defines PSYOP as planned operations to convey selected information to targeted foreign audiences to influence their emotions, motives, objective reasoning, and ultimately the behavior of foreign governments, organizations, groups, and individuals.5 For example, during Operation Iraqi Freedom (OIF), broadcast messages were sent from Air Force EC-130E aircraft, and from Navy ships operating in the Persian Gulf, along with a barrage of e-mail, faxes, and cell phone calls to numerous Iraqi leaders encouraging them to abandon support for Saddam Hussein.

At the same time, the civilian Al Jazeera news network, based in Qatar, beams its messages to well over 35 million viewers in the Middle East, and is considered by many to be a “market competitor” for U.S. PSYOP. Terrorist groups can also use the Internet to quickly place their own messages before an international audience. Some observers have stated that the U.S. will continue to lose ground in the global media wars until it develops a coordinated strategic communications strategy to counter competitive civilian news media, such as Al Jazeera.6
Partly in response to this observation, DOD now emphasizes that PSYOP must be improved and focused against potential adversary decisionmaking, sometimes well in advance of times of conflict. Products created for PSYOP must be based on in-depth knowledge of the audience’s decision-making processes. Using this knowledge, the PSYOP products then must be produced rapidly, and disseminated directly to targeted audiences throughout the area of operations.7
DOD policy restricts the use of PSYOP for targeting American audiences.  However, while military PSYOP products are intended for foreign targeted audiences, DOD also acknowledges that the global media may pick up some of these targeted messages, and replay them back to the U.S. domestic audience. Therefore, the distinction between foreign and domestic audiences cannot be maintained.8
Military Deception (MILDEC)

Deception guides an enemy into making mistakes by presenting false information, images, or statements. MILDEC is defined as actions executed to deliberately mislead adversary military decision makers with regard to friendly military capabilities, thereby causing the adversary to take specific actions (or fail to take) that will contribute to the success of the friendly military operation. As an example of deception during OIF, the U.S. Navy deployed the Tactical Air Launched Decoy system to divert fire from Iraqi air defenses away from other real combat aircraft.

Operational Security (OPSEC)

OPSEC is defined as a process of identifying information that is critical to friendly operations and which could enable adversaries to attack operational vulnerabilities. For example, during OIF, U.S. forces were warned to remove certain information from DOD public websites, so that Iraqi forces could not exploit sensitive but unclassified information.

Computer Network Operations (CNO)

CNO includes the capability to: (1) attack and disrupt enemy computer networks; (2) defend our own military information systems; and (3) exploit enemy computer networks through intelligence collection.9 Reportedly, a new U.S. military organization, called the Joint Functional Component Command for Network Warfare (JFCCNW), is responsible for the evolving mission of Computer Network Attack. The capabilities of the JFCCNW are highly classified, and DOD officials have reportedly never admitted to launching a cyber attack against an enemy, however many computer security officials believe the organization can destroy networks and penetrate enemy computers to steal or manipulate data, and take down enemy command-and-control systems. They also believe that the organization consists of personnel from the CIA, National Security Agency, FBI, the four military branches, and civilians and military representatives from allied nations.10
Computer Network Defense (CND). CND is defined as defensive measures to protect information, computers, and networks from disruption or destruction. CND includes actions taken to monitor, detect, and respond to unauthorized computer activity. Responses to IO attack against U.S. forces may include use of passive information assurance tools, such as firewalls or data encryption, or may include actions such as monitoring adversary computers to determine their capabilities before they attempt an IO attack against U.S. forces.

DOD believes that CND may lack sufficient policy and legal analysis for guiding appropriate responses to intrusions or attacks on DOD networks. Therefore, DOD has recommended that a legal review be conducted to determine what level of data manipulation constitutes an attack. The distinction is necessary in order to clarify whether an action should be called an attack or an intelligence collection operation, and which aggressive actions can be appropriately taken in self-defense. This legal review should also determine if appropriate authorities permit U.S. forces to retaliate through unwitting computer hosts. And finally, DOD has recommended structuring a legal regime that applies separately to domestic and to foreign sources of CNA against DOD or the U.S. infrastructure.11
Computer Network Exploitation (CNE). CNE is an area of Information Operations that is not yet clearly defined within DOD. Before a crisis develops, DOD seeks to prepare the IO battlespace through intelligence, surveillance, and reconnaissance, and through extensive planning activities. This involves espionage, that in the case of IO, is usually performed through network tools that penetrate adversary systems to return information about system vulnerabilities, or that make unauthorized copies of important files. Tools used for CNE are similar to those used for CNA, but configured for intelligence collection rather than system disruption.

Computer Network Attack (CNA). CNA is defined as operations to disrupt or destroy information resident in computers and computer networks. As a distinguishing feature, CNA relies on a data stream used as a weapon to execute an attack. For example, sending a digital signal stream through a network to instruct a controller to shut off the power flow is CNA, while sending a high voltage surge through the electrical power cable to short out the power supply is Electronic Warfare.

During Operation Iraqi Freedom, U.S. and coalition forces reportedly did not carry out computer network attacks against Iraqi systems. Even though comprehensive IO plans were prepared in advance, several DOD officials reportedly stated that top-level approval for several computer attack missions was not granted until it was too late to carry them out to achieve war objectives.12 U.S. officials reportedly may have rejected launching a planned cyber attack against Iraqi financial computers because Iraq’s banking network is connected to a financial communications network located in Europe. According to Pentagon sources, an IO attack directed at Iraq might also have brought down banks and ATM machines located in parts of Europe as well. Such global network interconnections, plus close network links between Iraqi military computer systems and the civilian infrastructure, reportedly frustrated attempts by U.S. forces to design a cyber attack that would be limited to military targets only in Iraq.13
Cyberweapons. Cyberweapons are computer programs capable of disrupting the data storage or processing logic of enemy computers. Cyberweapons include (1) offensive attack tools, such as viruses, Trojan horses, denial-of-service attack tools; (2) “dual use” tools, such as port vulnerability scanners, and network monitoring tools; and, (3) defensive tools, such as encryption and firewalls.

Cyberweapons are becoming easier to obtain, easier to use, and more powerful. In a 1999 study, the National Institute of Standards and Technology (NIST) found that many newer attack tools, available on the Internet, can now easily penetrate most networks, and many others are effective in penetrating firewalls and attacking Internet routers. Other tools allow attacks to be launched by simply typing the Internet address of a designated target directly into the attack-enabling website.14
In a meeting held in January 2003, at the Massachusetts Institute of Technology, White House officials sought input from experts outside government on guidelines for use of cyberweapons. Officials have stated they are proceeding cautiously, since a cyberattack could have serious cascading effects, perhaps causing major disruption to networked civilian systems.15
In February 2003, the Bush Administration announced developed national-level guidance for determining when and how the United States would launch computer network attacks against foreign adversary computer systems. The classified guidance, known as National Security Presidential Directive 16 (classified), is intended to clarify circumstances under which an attack would be justified, and who has authority to launch a computer attack.

Electronic Warfare (EW)

EW is defined as any military action involving the direction or control of electromagnetic spectrum energy to deceive or attack the enemy. High power electromagnetic energy can be used as a tool to overload or disrupt the circuitry of electronic equipment, such as computers, radios, telephones, and almost anything that uses transistors, circuits, and wiring.16
Domination of the Electromagnetic Spectrum. Electronic Warfare tools include weapons for jamming or overpowering enemy communications and telemetry, and weapons that overheat circuitry. DOD now emphasizes maximum control of the entire electromagnetic spectrum, including disrupting the full spectrum of emerging communication systems, sensors, and weapons systems. This may include (1) navigation warfare, including offensive space operations where global positioning satellites may be disrupted; or, (2) methods to control adversary radio systems that help them identify friend and foe; and, (3) methods to disrupt radar systems, directed energy weapons, unmanned aerial vehicles (UAVs), or robots operated by adversaries.17
Recent military IO testing examined the capability to secretly enter an enemy computer network and monitor what their radar systems could detect. Further experiments tested the capability to take over enemy computers and manipulate their radar to show false images.18
Non-Kinetic Weapons. “Non-kinetic” is a term that is sometimes used to describe non-explosive weapons with capabilities for disabling enemy computer systems. These weapons emit directed electromagnetic energy that, in short pulses, may disable computer circuitry, or in other applications. For example, a non-kinetic weapon might disable an approaching enemy missile by directing a High Power Microwave (HPM) beam that burns out the circuitry, or by sending a false telemetry signal that misdirects the targeting computer.19
During OIF, many Iraqi command bunkers were deeply buried underground and proved difficult to attack using conventional explosives. However, new HPM weapons were reportedly considered for possible use in attacks against these targets because the numerous communications and power lines leading into the underground bunkers offered pathways for conducting powerful surges of electromagnetic energy that could destroy the computer equipment inside.20
Current DOD Command Structure for Information Operations

The U.S. Strategic Command (USSTRATCOM), a unified combatant command for U.S. strategic forces, controls military space operations, information operations, strategic warning and intelligence assessments, global strategic operations planning, and also has overall responsibility for Computer Network Operations (CNO).21 Much information about CNO, which includes defense against cyber attack and security breaches, as well as the related area of offensive computer network attack, is classified.

The USSTRATCOM exercises command authority over several Joint Functional Component Commands (JFCCs): (1) space and global strike; (2) intelligence, surveillance and reconnaissance; (3) network warfare; integrated missile defense; and (4) combating weapons of mass destruction.22 The JFCCs with responsibility for DOD cyber security are the JFCC-Network Warfare (JFCC-NW), and the JFCCSpace & Global Strike (JFCC-SGS) which also houses the Joint information Operations Warfare Center (JIOWC). A third organization called the Joint Task Force-Global Network Operations (JTF-GNO), also has responsibility for DOD cyber security. The DOD organizations with major responsibility for defense against cyber attack are the JIOWC and the JTF-GNO.23
The JTF-GNO is the organization responsible for operating and defending the DOD information infrastructure (the infrastructure is called the Global Information Grid). The JFCC-NW is responsible for deliberate planning of network warfare, which includes coordinated planning of offensive network attack. The JIOWC is responsible for assisting combatant commands with an integrated approach to information operations. These include operations security, psychological operations, military deception, and electronic warfare. It coordinates network operations and network warfare with the JTF-GNO and with JFCC-NW.

Policy Issues

Potential oversight issues for Congress may include the following:

· Effects of international arms control for cyberweapons;

· Need for international cooperation for pursuit of cyber terrorists and other cyber attackers;

· Use of psychological operations that may affect domestic audiences, and;

· Need to raise the computer security awareness of the U.S. private sector and civilian population to better protect national security.

International Arms Control for Cyberweapons

Should the United States adopt a position to encourage or discourage international controls for weapons in cyberspace, especially as other nations, such as Iran, China, and Russia increase their cyber capabilities? Attacks against information systems using computer viruses could be considered an act of war within the scope of the laws of armed conflict, and some international organizations are now attempting to classify and control malicious computer code In 1998 and 1999, Russia proposed that the First Committee of the United Nations explore an international agreement on the need for arms controls for information warfare weapons. The G-8 Government-Industry Conference on High Tech Crime in 2002 also sought international agreement on ways to classify and control malicious computer code.24
DOD has not yet developed a policy regarding international controls for cyberweapons, however, the United States remains concerned about future capabilities for foreign nations to develop their own effective capabilities for computer espionage and computer network attack.25 For example, the Chinese military is enhancing its information operations capabilities, according to the Defense Department’s annual report to Congress on China’s military prowess.26 The report finds that China is placing specific emphasis on the ability to perform information operations designed to weaken an enemy force’s command and control systems.27
Council of Europe Convention on Cybercrime

Military officials have reportedly stated that other nations, rather than terrorist groups, pose the biggest threat to U.S. computer networks.28 However, the intent of a cyberattack directed against U.S. computer systems, as well as the identity of the attacker, may be hard to determine. To pursue their IO objectives, some countries could rely on individual hackers who cannot be easily linked to a government. Also, what are the diplomatic and foreign policy implications that could result from the United States remotely, and with no advance notice, conducting computer surveillance that may intrude into the sovereignty of another nation?

An emerging issue is the degree to which the United States should pursue international agreements to harmonize cyber-crime legislation, and also deter cybercrime through tougher criminal penalties. Pursuit to identify the source of a cyber attack often involves a trace back through networks that may require the cooperation of Internet service providers in different nations. The technical problems of pursuit and detection are more difficult if one or more of the nations involved has a legal policy that conflicts with that of the United States.29
The U.S. Senate voted on August 3, 2006 to ratify the Council of Europe Convention on Cybercrime.30 The United States, acting as an observer at the Council of Europe, participated actively in the development of the Convention, which is the only multilateral treaty to address the problems of computer-related crime and electronic evidence gathering. The Administration has stated that the treaty will help deny a safe haven to criminals and terrorists who can cause damage to U.S. interests from abroad using computer systems.31
The treaty requires participating nations to update their laws to reflect computer crimes such as unauthorized intrusions into networks, the release of worms and viruses, and copyright infringement, however, the United States will comply with the Convention based on existing U.S. federal law; and no new implementing legislation will be required.32 Among several reservations included in the U.S. Senate resolution of ratification, the United States reserves the right not to apply Article 6 of the treaty (this section discusses “Misuse of Devices”) to devices that are designed for the purpose of committing offenses such as “Data interference” and “System interference”.33
The treaty reportedly expands police search powers in some areas without corresponding privacy or due process protections, and requires police in participating nations to cooperate with police in other countries, including arrangements for mutual assistance and extradition among participating nations.34 While some observers say that international cooperation is important for defending against cyber attacks and improving global cybersecurity, others point out that the treaty also contains a questionable Additional Protocol35 that would require nations to imprison anyone guilty of “insulting publicly, through a computer system” certain groups of people based on characteristics such as race or ethnic origin. The U.S. delegation to the Council of Europe has reportedly argued that such an addition would violate of the First Amendment’s guarantee of freedom of expression.36 The Electronic Privacy Information Center has also objected to the additional protocol, saying that it would “would create invasive investigative techniques while failing to provide meaningful privacy and civil liberties safeguards.”37
The Convention on Cybercrime became effective initially for the first five ratifying nations on July 1, 2004. The Additional Protocol, which has not been signed by the United States, became effective for the first five ratifying nations on March 1, 2006.38
Psychological Operations Affecting Domestic Audiences

Some observers have stated that success in future conflicts will depend less on the will of governments, and more on the perceptions of populations, and that perception control will be achieved and opinions shaped by the warring group that best exploits the global media.39
Executive Order 13283, signed by President George W. Bush on January 21, 2003, established within the White house the Office of Global Communications (OGC).40 That office is currently studying ways to reach Muslim audiences directly through radio and TV, to counter anti-American sentiments.41
However, an emerging issue may be whether the Department of Defense is legislatively authorized to engage in PSYOP that may also affect domestic audiences.42 DOD Joint Publication 3-13, released February 2006, provides current doctrine for U.S. military Information Operations. However, the DOD Information Operations Roadmap, published October 2003, states that PSYOP messages intended for foreign audiences increasingly are consumed by the U.S. domestic audience, usually because they can be rebroadcast through the global media. The DOD document states that, “...the distinction between foreign and domestic audiences becomes more a question of USG (U.S. Government) intent rather than information dissemination practices (by DOD).”43 This may be interpreted to mean that DOD has no control over who consumes PSYOP messages once they are retransmitted by commercial media.

In addition, observers have stated that terrorists, through use of the Internet, are now challenging the monopoly over mass communications that both state-owned and commercial media have long exercised. A strategy of the terrorists is to propagate their messages quickly and repeat them until they have saturated cyberspace. Internet messages by terrorist groups have become increasingly sophisticated through use of a cadre of Internet specialists who operate computer servers worldwide. Other observers have also stated that al-Qaeda now relies on a Global Islamic Media Unit to assist with its public outreach efforts.44
As a result of the increasingly sophisticated use of networks by terrorist groups and the potentially strong influence of messages carried by the global media, does DOD now view the Internet and the mainstream media as posing a vital threat to its mission? Will PSYOP be used to manipulate public opinion, including domestic audiences, to reduce opposition to unpopular decisions in the future?

Role of the U.S. Private Sector in Protecting Computer Security

The National Strategy to Secure Cyberspace,45 published February 2003, states that the private sector now has a crucial role in protecting national security because it largely runs the nation’s critical infrastructure.46 Richard Clarke, former chairman of the Critical Infrastructure Protection Board (CIPB), has also stated that the United States critical infrastructure is particularly vulnerable to IO attack because cyber attackers could possibly use the millions of home and business PCs, that are poorly protected against malicious code, to launch and support a series of debilitating assaults. The National Strategy urges home and small business computer users to install firewalls and antivirus software, and calls for a public-private dialogue to devise ways that the government can reduce the burden of security on home users and businesses.

To help raise awareness about national security vulnerabilities to possible cyber attack by hackers, or IO attack by adversaries, DOD has prepared a series of DVD and web-based training products that provide information about internal and external threats to information systems. Several are designed specifically for users of federal computer systems, and some are intended for users who are not information technology professionals, but who need to understand the DOD and civilian communications infrastructure.47
However, some observers in the private sector feel the plan described in the National Strategy to Secure Cyberspace does not do enough to ensure that companies will adopt sound security practices, and suggest regulation is needed to supplement, or replace market forces.48 For example, the congressionally appointed Advisory Panel to Assess Domestic Response Capabilities for Terrorism Involving Weapons of Mass Destruction, chaired by former Virginia Governor James S. Gilmore III, has strongly criticized a draft of the plan. In its fourth volume, the Gilmore Report indicates that public/private partnerships and market forces are not working to protect national security in cyberspace. The Gilmore Report faults the National Strategy Plan for relying too heavily on persuasion to get the private sector to act, and for not holding managers accountable for improving cybersecurity for the systems they own and operate.49
Should the National Strategy to Secure Cyberspace contain language that compels the private sector to adopt stronger cybersecurity measures to protect national security in cyberspace?

Current Legislation

H.R. 1869, the Strategic Communication Act of 2005, was introduced in the House on April 27, 2005, and was referred on the same day to the Committee on International Relations. The bill is intended to improve the conduct of strategic communication by the Federal Government. Section 3 of the Bill requires the Secretary of State to report to Congress a description of efforts taken to coordinate the components of strategic communication, including components related to public diplomacy, public affairs, international broadcasting, and military information operations.
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Chinese Media Claims USG Policies Are Aimed at Containing China

From Center for International Issues, 15 November 2006

China’s media outlets are portraying October 2006 reports of the establishment of a unit to improve the Pentagon’s communication of its message via the media and possible plans to set up a U.S. Air Force network war command as efforts to counter Chinese capabilities.  The Chinese media in general also recently featured similar assertions regarding USG policies and practices, particularly in reference to the new National Space Policy signed by President Bush on 31 August 2006; as well as the work of the CIA’s Open Source Center.  These claims are part of a recent trend in the Chinese media that may be intended to persuade Chinese speaking audiences to be wary of the USG because of its supposed perception of a “China Threat” and its presumed ambition to dominate the world.  To a nation which views itself as a rising power and the U.S. as the world’s lone superpower, messages suggesting that the USG wishes to suppress China will likely resonate with the target audience.

Since the Pentagon’s February release of the 2006 Quadrennial Defense Review, the Chinese media, reflecting the Chinese government’s official and unofficial positions, has reported widely regarding supposed USG fear of China’s increasing economic, political, and military power.
  On 30 October 2006, Globe Biweekly, a publication of China’s official news agency, Xinhua, cited under the title “U.S. Seeks to Seize the World’s Power to Control the Network,” a report by British journal Jane’s Defence Weekly regarding an upcoming meeting of senior defense officers to discuss the establishment of a U.S. Air Force network war command.  The Chinese article suggested that this move is the latest in a series of steps taken by the USG to strengthen its network warfare capabilities, ensuring the military’s information advantage in future wars.
  

Globe Biweekly also ran an article titled “How Should China Respond to Network Warfare” in the same issue, and reported that many experts believe network war will be the new sphere in which the USG makes claims of a China threat.  The article cites Peter Brookes of the Heritage Foundation, a research and policy think tank, as stating, “China is one of the United States’ primary rivals in network war.”
  It goes on to say, “Actually, Iraq is not the only place in which the United States has tried its hand at network war.  In April 2004, after the collision between a Chinese and an American aircraft [EP-3 incident], American hackers also started a network war with China.”  The article also points out that China still lags behind in technology and security capabilities, implying that China is vulnerable to a network or Internet attack, but states that “preventing network war, winning network war, and protecting the nation’s information frontier, is still the sacred mission entrusted to the army by the times.”

On 31 October 2006, these two articles were republished on the China Finance Net, a mainstream website dedicated to financial news, as a single report with a similar title as the second piece, but adding the word “U.S.” to have it read, “How Should China Respond to U.S. Network Warfare.”
  One day later, the website of China’s state-run television station, China Central Television (CCTV), carried an article combining a BBC report about the Pentagon’s recent creation of a new media unit to counter “inaccurate” news and the Jane’s Defence Weekly article to argue that America’s network war is aimed at China:
 

Although network warfare still belongs to the future, the Americans, with an extremely guarded mentality, have set their sights on their perceived ‘potential adversary’ — China.
 
Similarly, the Chinese press has treated the USG’s roll out of the new National Space Policy as a move targeted at China.  An article on Singtaonet.com, a Hong Kong site serving Chinese readers worldwide, stated, “In the United States’ new space policy, the threat of China takes [the] primary seat.”
  In the report, a professor of China’s People’s Liberation Army (PLA) Defense University declares, “Undoubtedly, China has not only become the excuse for America’s research of space weapons, but also its major target.”  The article references a January 2001 U.S. Air Force exercise scenario in which China and the USG use space weapons and spacecrafts in a war involving Taiwan, and the reported suggestion by a policy expert at the Heritage Foundation that the Pentagon should deploy 10,000 “interception devices” and 12 sets of laser systems to intercept Chinese missiles as evidence that the USG is attempting to contain China.  

More recently, China.com, a major information portal, featured a story from PLA publication China National Defense on the work performed by the Open Source Center on 6 November 2006.  Entitled “U.S. Secretly Monitors Worldwide Media,” the article claims that the primary mission of the Center is to collect military information available through the Internet, enabling the USG to track the military developments of other nations.
  The report points out that many of China’s military sites are key surveillance targets.     

These reports in the Chinese media attempt to portray USG policy and practices in a negative light by portraying individual actions by the USG as part of a plan to dominate the world and to contain China.  At a time when China is growing in political stature, economic status, and military strength, messages intended to persuade the Chinese populace that the USG sees China as a threat will likely resonate.  Furthermore, the allegations noted indicate the Chinese media’s high level of sensitivity and paranoia towards USG actions.  
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