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Insurgents Target U.S. Will

By Pamela Hess, UPI (via Monsters and Critics.com), Oct 23, 2006

WASHINGTON, DC, United States (UPI) -- Senior U.S. government officials and military officers have suggested that Iraqi insurgents are trying to influence the U.S. midterm elections

A U.S. military spokesman in Iraq last week attributed the increase in violence at least partly to terrorists who want to influence the American vote.

His comments Thursday echoed those made by U.S. Vice President Dick Cheney two days earlier on conservative pundit Rush Limbaugh‘s radio show, which is carried on the Armed Force Radio network in Iraq.

Brig. Gen. William Caldwell, a U.S. military spokesman in Baghdad and head of the U.S. forces information operations branch as well as its public affairs unit, Thursday described several reasons why violence in Iraq is up despite a four-month offensive called Operation Together Forward meant to bring Baghdad under control. One of those, he said, was the American political calendar.

‘We also realize that there is a midterm election that‘s taking place in the United States and that the extremist elements understand the power of the media; that if they can in fact produce additional casualties, that in fact is recognized and discussed in the press because everybody would like not to see anybody get killed in these operations, but that does occur,’ Caldwell said.

On Oct. 17, Cheney told Limbaugh: ‘I was reading something today that a writer—I don‘t remember who—was speculating on increased terrorist attacks in Iraq attempting to demoralize the American people as we get up to the election. And when I read that, it made sense to me. And I interpreted this as that the terrorists are actually involved and want to involve themselves in our electoral process, which must mean they want a change.’ 

In tight races across the country, the Republican Party faces the possible loss of a majority in both houses of Congress. 

A spokesman for Caldwell, Maj. Douglas Powell, told United Press International Thursday the comment was not based on intelligence, but rather what Caldwell knows in general about the enemy in Iraq. 

‘We have a thinking enemy who is aware of how American politics works and how the American public reacts to events,’ Powell said Thursday. 

By Friday, the story had changed. According to Pentagon spokesman Lt. Col. Todd Vician, Multi-National Forces Iraq reported that Caldwell based his comments on insurgent Web sites which say they need to attack ‘during this period.’

That period may be interpreted as the run up to U.S. elections, but now is also Ramadan, Islam‘s holy month—a time when violence has increased in Iraq in each of the last three years.

Michael O‘Hanlon, a senior fellow at the Brookings Institution in Washington, D.C., told UPI he doubts there is a correlation between the U.S. election and the increase in violence in Iraq, particularly in Baghdad.

‘I hope they are right, but I see no basis for it in the previous three-and-a-half years of experience in Iraq,’ O‘Hanlon said. ‘We did not see a spike before the November 2004 (presidential) election. We have not seen big spikes before other major political milestones. Sure, you can see slight increases in violence due to such things, but the big increases are generally due to changed American and Iraqi army tactics. Increased engagements with the enemy lead to greater casualties on all sides.

‘Political events do not in my experience appear to be big drivers. I‘d love to be proven wrong this time, because that would imply a reduced level of violence after Nov. 7, but I‘d be very surprised if that happened on a major scale,’ O‘Hanlon said.

In a new report published by the Johns Hopkins University and Brookings, researcher Victor Tanner and his Iraqi colleague—who uses a pen name to protect his identity—analyze the complex nature of the sectarian violence that now grips Baghdad. More than 5,000 Iraqi civilians have been killed in the city since May, most of them execution style. 

The report describes factions motivated as much or more by their own quest for power, the evening of scores on a neighborhood level, and sheer thuggery, than it does a central strategy driven by geopolitics or the American election cycle.

That said, Tanner told UPI not to ‘underestimate the political acumen of the radical armed groups on both sides.’

That Caldwell commented on the American election raised eyebrows as well. Military personnel are prohibited by both law and policy from using their ‘official authority or influence to affect the course of outcome of an election.’ 

Caldwell stopped short of advocating for Republican retention of power, but the implication of his comment—that terrorists in Iraq want to affect the outcome of the U.S. election—makes that suggestion.

‘In my opinion, Gen. Caldwell‘s statement crosses over the line into political partisanship,’ said Diane H. Mazur, a former Air Force officer and University of Florida law professor.

Caldwell‘s office did not respond to UPI‘s inquiry about the potential political implications of his statement.

Limbaugh‘s show was not the first time Cheney has suggested terrorists have picked favorites in the upcoming election. 

In August, Cheney told wire service reporters that ‘al-Qaida types’ were looking to break the will of the American people to stay and fight in Iraq and Afghanistan. He linked that al-Qaida effort to the Connecticut Democratic primary rejection of Iraq war supporter Sen. Joe Lieberman.

Senate Minority Leader Sen. Harry Reid, D-Nev., dismissed Cheney‘s logic.

‘This situation isn‘t going well (in Iraq), and anyone that suggests that the people of Connecticut are somehow supporting terrorists, I don‘t think that‘s credible and that‘s what Cheney suggested,’ Reid said at the time.
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Insurgents’ New Tools

Network invasion, communications exploitation now part of atypical warriors’ arsenal

By David A. Fulghum, Aviation Week and Space Technology, 23 Oct 06

Governments that want to harass the U.S. or its allies—without becoming entangled in actual conflict—have begun equipping non-state groups with technology that goes far beyond sophisticated weaponry. During the latest fighting in Lebanon and Israel, Iran provided Hezbollah with unmanned aircraft and, it is now being admitted, the intelligence products gathered by an electronic intercept facility it operated in Syria.

Slowly, U.S. defense and aerospace industry officials are verifying that Israeli Defense Forces’ signals and communications were collected and sifted for information. They say that U.S. networks also are imperiled. The intelligence data provided Hezbollah fighters with critical tactical information about the intentions, status and whereabouts of Israeli ground forces. The story was reported by the London Sunday Times after the cessation of the latest round of fighting, but U.S. officials have refused to confirm the story directly.

However, they admit to similar American vulnerabilities. Central Command chief Gen. John Abizaid has told Aviation Week & Space Technology that U.S. networks have become a target and that the longer the U.S. fights in the Middle East, the more adversaries learn about how to attack its network-centric capabilities successfully.

“They understand how we fight, what we do, where our linkages are,” Abizaid says.

While some of the information collected by the Iranian facility was from personal cell and satellite communications devices carried by Israeli soldiers, the Iranians were also sometimes able to crack the encryption of waveforms produced by older, tactical radios. The Israelis and the U.S. military use similar types of equipment.

A senior Pentagon official from the Clinton administration says that defense technologists had been worried for a long time about the vulnerability of the “algorithms used by existing U.S. field radios” to enemy interception and exploitation. These experts anticipated that with the speed at which intercept and code-cracking capabilities were improving, many of the U.S. Army’s radios might soon be compromised by sophisticated signals intelligence equipment, particularly that which was sold on the world market by the “Russians and probably the Chinese,” the official says. That concern focused senior Pentagon civilians on ensuring that the next-generation Joint Tactical Radio System (JTRS) would not be as vulnerable.

“There was the belief that we needed better security,” says the Clinton-era official. “Given the leaps and bounds in technology, we thought [that breaking the encryption] could happen. We were concerned about most of the existing radios.”

However, James Bowden, project leader for the U.S. Army’s single-channel ground and airborne radio system used by U.S. troops, says Sincgars was not involved. “The Israelis do not have Sincgars radios. They have another frequency-hopping radio that does not have the U.S. frequency-hopping algorithm, does not use the U.S. communications security devices and does not use the U.S. transmission security devices.”

Mario Mancuso, the deputy assistant secretary of Defense for special operations and combatting terrorism, won’t discuss “what the Iranians did or didn’t do during the recent conflict.” But he points out that a reason why difficulties of irregular warfare are so profound is because of the largely unchecked spread of technology.

“We are clearly ahead of our adversaries when it comes to technological know-how,” Mancuso says. “We’re still in an overwhelming overmatch situation. But the diffusion of this technology makes it clear that our adversaries will be able to develop systems that will make it harder for us, from a technical intelligence standpoint, to penetrate them. We need to continue to invest in that capability. But it also underscores the need to develop less technical abilities [referring to networks of humans] to collect intelligence that is not bound by the limitations . . . inherent in technology.”

He dodged direct comment about possible shortfalls in development of the U.S. military’s next-generation of electronic attack systems that carry the signals/communications intelligence battle to the insurgents. For the last two years, at least some U.S. military officials have pointed to encrypted, wireless communications devices and the networks they form as the number-one threat to U.S. forces.

“We are making investments in our ability to penetrate their [wireless communications] networks,” Mancuso says. “I would be reluctant to say our work is satisfactory so far. I think we’ve made progress, but the reality is that we are still in a war. We have an adaptive, resilient, intelligent enemy. We’ve learned a lot about how they use technology, particularly wireless technology, but we don’t have the puzzle solved.”

Last week Navy officials expressed concern that a possible new Air Force program to add a long-range, standoff jamming capability (Common Core Jammer, or CCJ) to the B-52 did not include the associated capability to find, identify, map and exploit enemy communications and computer networks.

That is a capability carried by the Navy’s most recently upgraded EA-6B Prowler units. It was added as a part of the new ICAP III electronic attack system. The capability was to have been part of the B-52 Stand-Off Jammer program that was canceled because cost had been projected to reach $7 billion. Contractors protested that new technologies and manufacturing would have kept the cost to $3-4 billion, but it was canceled nonetheless. A cap of about $2 billion has been set on the CCJ project. Part of the cost savings resulted from loss of capability and the number of B-52s that would be equipped with CCJ.

Air Force officials say CCJ will be a multiphase program that adds capability according to what the budget will allow. Navy officials say the Air Force is not likely to go beyond the first iteration of the CCJ, which would concentrate on protecting the fleet of stealthy bombers and fighters that need to penetrate enemy airspace that is well-defended.

When the Navy’s EA-6Bs withdraw from the expeditionary force, the Air Force will no longer be able to conduct unconventional missions that support ground-force operations in the war against terrorism, say officials associated with the program.

Mancuso, a former special forces officer, says all the focus on technology may be overrated. He says that the military needs to concentrate, instead, on building a global network of human sensors.

“We need to be able to see more broadly—widening the aperture on the world—wherever that threat might reside,” he says. “And, at the same time, cue down on where the threat happens to be. [We need] more details in areas where sources haven’t had access. We’re talking hardware, software, a dedicated Socom [Special Operations Command] UAV squadron and more ISR [intelligence, surveillance and reconnaissance]. But hardware by itself is not sufficient. We’re talking about developing humint capability in SOF [special operations forces].”

Special Operations Command’s planners have recognized that in the war on terrorism, the solution to irregular warfare “is not really about direct [combat] action, or about the military as an expression of national power,” Mancuso says. It is, rather, about developing SOF’s ability to engage with other societies and thereby create passive intelligence collection.

“That’s how we [intend to] engage the world,” Mancuso says. “That’s how we [could be] in a position to have a global sensor network that has nothing to do with satellites.”
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Security Researcher, Professor Influences Students for Life 

By Marcia Savage, Information Security Magazine, 24 Oct 2006

Fresh out of college and working in computer security in the late ‘80s, Paul Proctor was toying with some ideas about an emerging technology called intrusion detection. But it wasn’t until he read Dorothy Denning’s groundbreaking 1987 paper, “An Intrusion Detection Model,” that he knew he was on the right track. 

“That was like a spark that made me go very heavily into intrusion detection. She provided that spark with her ideas,” recalls Proctor, who went on to write a book on the subject and is now a research vice president with Gartner. 

He also remembers how much time Denning spent talking with him—when Proctor was 22--at a series of IDS workshops held by research institute SRI International. “Here’s this Ph.D. who has done all this seminal work, and she was giving me not only the time of day, but engaging me in real conversations.” 

Proctor is one among scores in information security who have been influenced by Denning, who pioneered the field as a writer, researcher and professor. In the infosecurity world, Denning is like actor Kevin Bacon and has six degrees of separation from anyone, says Amit Yoran, former cybersecurity chief at the Department of Homeland Security. 

“You’d probably find that many people in the field, at one point or other, were students or colleagues of hers,” says Yoran, a student of Denning’s in the early 1990s when she taught at Georgetown University. 

Today, a professor of defense analysis at the Naval Postgraduate School in Monterey, Calif., Denning has penned more than 120 articles and four books, including Cryptography and Data Security and Information Warfare and Security. She’s won numerous awards, and was named a Time magazine innovator in 2001. She’s also held many leadership and advisory roles, including serving on the boards of companies formerly headed by Yoran and Proctor. 

Her work, she says, has been mostly driven by intellectual curiosity rather than a sky-is-falling complex: “I can honestly say I’m not motivated by some sense of doom—that I’ve got to do this or the Internet is going to fall apart,” Denning says. 

Growing up in Grand Rapids, Mich., Denning excelled at math and spent summers working at her father’s wholesale building supply business. When she headed to the University of Michigan, she figured on becoming a high school math teacher. 

But as a computer science doctoral student at Purdue University in 1972, she took a class on operating systems that proved life-changing. Security was one of the topics the class studied, and Denning was hooked. She chose it for her thesis topic, and produced what became the influential lattice model for secure information flow. The class changed her life in more ways than one—she later married the man who taught it. 

Denning has been a visionary, says Peter Neumann, principal scientist at SRI’s computer science laboratory. In addition to her pioneering work in cryptography and intrusion detection, Denning broke ground in database security. At SRI, she and Neumann worked on SeaView, a project to develop a model for a multilevel secure database system. 

“She’s been keenly aware of emerging problems early on,” Neumann says. 

Denning also doesn’t shy away from controversial positions. “She’s not afraid to stand up to anyone and justify her position,” Yoran says. In the ‘90s, her support of the ill-fated Clipper chip, which would have allowed U.S. officials to decipher coded messages, brought her heavy criticism. “Clipper Chick” was one of the monikers bestowed on her. 

“I don’t regret anything I did,” Denning says. “But I think the right decisions were made by the government to liberalize [encryption] export controls. That period led to a lot of innovation in cryptography.” 

More recently, she’s known for inventing geo-encryption, a technology for scrambling data until it reaches a certain location. 

A major focus for Denning these days is cyberterrorism. After much study, she’s concluded that terrorists aren’t close to posing a major threat on the Web. “You won’t see the power grid shut down by terrorists anytime soon, at least not from the indicators I’ve found,” she says.
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Producing Victory: Rethinking Conventional Forces in COIN Operations

By Lieutenant Colonel Douglas A. Ollivant, U.S. Army, and First Lieutenant Eric D. Chewning, U.S. Army Reserve, Military Review, July-August 2006

Sunrise over Baghdad finds a maneuver battalion executing several missions. Two platoons are on patrol, one sweeping a main supply route for improvised explosive devices (IEDs), the other escorting “Team Trash”-a dump truck and bucket loader-through a poor Shi’a neighborhood. A third platoon is still at the brigade detention facility in-processing several insurgents captured the previous night, while a fourth escorts the battalion medical platoon for a medical outreach in one of the battalion’s assigned neighborhoods. Meanwhile, the battalion commander and a company commander prepare to attend a neighborhood council meeting; the executive officer updates the agenda for the weekly fusion-cell meeting; and the operations officer meets with the district police chief and an Iraqi Army representative to discuss security for an upcoming holiday. Shift change is taking place for both the American platoons and the Iraqi Security Forces guarding the U.S. forward operating base (FOB), and the American military liaison officer-an assistant operations officer-accompanies a squad-sized Iraqi patrol to clear the FOB’s perimeter. The headquarters company commander and the battalion logistician are negotiating a local contract for a crane to help reposition barrier materials in the neighborhood to respond to an emerging threat. The battalion intelligence officer (S2) reads the previous night’s patrol reports before meeting his Iraqi counterpart for tea at the FOB’s civil-military operations center (CMOC). Later in the day, the civil affairs team leader and a company executive officer will join the assistant S2 and a local sheik at the CMOC to discuss the merits of a proposed reconstruction project. Finally, yet another platoon prepares to conduct a precision raid against an insurgent cell after dark, based on intelligence gathered from a walk-in informant and confirmed by a local cleric’s security chief. So begins another day in Baghdad.

Our thesis is simple: The combined arms maneuver battalion, partnering with indigenous security forces and living among the population it secures, should be the basic tactical unit of counterinsurgency (COIN) warfare. Only such a battalion-a blending of infantry, armor, engineers, and other branches, each retrained and employed as needed-can integrate all arms into full-spectrum operations at the tactical level.1 Smaller conventional forces might develop excellent community relations, but they lack the robust staff and sufficient mass to fully exploit local relationships. Conversely, while brigades and divisions boast expanded analysis and control capabilities, they cannot develop the street-level rapport so critical for an effective COIN campaign. Unconventional forces are likewise no panacea because the expansion of Special Operations Command assets or the creation of stability and reconstruction or system-administration forces will not result in sustainable COIN strategies.2 Recent experience in Iraq affirms previously forgotten lessons: “Winning the Peace” requires simultaneous execution along the full spectrum of kinetic and non-kinetic operations.3 While political developments in Iraq and the United States might have moved past the point at which our suggested COIN solution would be optimal, we argue that the maneuver battalion should be the centerpiece of the Army’s future COIN campaigns. This paper examines why the maneuver battalion is the premier organization around which to build COIN doctrine, and it identifies current obstacles and future improvements to such a battalion-centric strategy. 

Back to the Future 

Upon returning from Operation Iraqi Freedom (OIF), we began to search older works on COIN, hoping to find hints of a larger framework in which to ground our observations. The work we both (independently) found indispensable was Counterinsurgency Warfare: Theory and Practice, a 1964 book by David Galula. Based on his firsthand knowledge of insurgencies in China, Greece, Southeast Asia, and Algeria, Galula derives numerous lessons, several of which reflected our own experiences. 

The first lesson is that successful COIN operations require assistance from the community. To earn such support, the counterinsurgent must sell the host-nation population on an idea. As Galula writes, “[O]n the eve of embarking on a major effort, the counterinsurgent faces what is probably the most difficult problem of the war: He has to arm himself with a competing cause.”4 

To realize the cause-in Iraq’s case, liberal democracy and free-market capitalism-the counterinsurgent must develop the institutions responsible for its materialization. While the counterinsurgent must create, the insurgent need only destroy. Galula argues, “[T]he insurgent has really no cause at all; he is exploiting the counterinsurgent’s weakness and mistakes.”5 

Herein lies a vexing problem: The Army fights and wins America’s battles through land dominance, not by establishing civic, security, and economic institutions in failed states. Such nation building requires the strategic and operational application of national power (a subject well beyond the scope of this paper), but at the tactical level, COIN and nation-building tasks are the same: Both call for grassroots support and require Soldiers to win popular approval by solving practical problems: turning on electricity, keeping the streets safe, getting fathers and mothers to work and sons and daughters to school.6 

Galula’s second lesson is that a static unit with responsibility for a specific area of responsibility (AOR) is preferable to a mobile unit moving from area to area. While military planners like to task organize and shift boundaries, these behaviors are antithetical to effective COIN. As Galula writes, “The static units are obviously those that know best the local situation, the population, the local problems; if a mistake is made, they are the ones who will bear the consequences. It follows that when a mobile unit is sent to operate temporarily in an area, it must come under the territorial command, even if the military commander of the area is the junior officer. In the same way as the U.S. ambassador is the boss of every U.S. organization operating in the country to which he is accredited, the territorial military commander must be the boss of all military forces operating in his area.”7 

Galula’s third lesson is that no one approach can defeat an insurgency. To surrender any single line of operation, be it military, security, political, information, or economic, is to concede the overall fight: “[T]he expected result-final defeat of the insurgents-is not an addition but a multiplication of these various operations; they all are essential and if one is nil, the product will be zero.”8 Collectively, these operations impact each demographic in the AOR differently. Some groups require significant kinetic coercion, while others benefit from less. It is the counterinsurgent, living among the population and working with local security forces and opinion-makers, who must integrate the operations to achieve the desired effect. 

The fourth lesson is that the principle of unity of command is even more important in COIN than it is in conventional warfare. To haphazardly approach an insurgency guarantees defeat. One single headquarters must, within an area, synchronize security, physical and institutional reconstruction, and the information environment. Again, quoting Galula, “[M]ore than any other kind of warfare, counterinsurgency must respect the principle of a single direction. A single boss must direct the operations from beginning until the end.”9 Finally, we saw in Galula’s work our own hardlearned experience that effective COIN requires a grid of embedded units, which we believe should be maneuver battalions. These battalions must be interlocked, must coordinate with each other-often across the boundaries of their parent brigades and divisions-and must see themselves as the ultimate authority in their respective AORs. The grid must encompass the entire nation to prevent the development of insurgent safe areas and to give the counterinsurgent a 10:1 or 20:1 ratio over the insurgent in every locality.10 

Again we found ourselves relearning what Galula had discerned 40 years earlier: “The area will be divided into sectors and sub-sectors, each with its own static unit. The subdivision should be carried out down to the level of the basic unit of counterinsurgency warfare: the largest unit whose leader is in direct and continuous contact with the population. This is the most important unit in counterinsurgency operations, the level where most of the practical problems arise, and in each case where the war is won or lost.”11 

With our own experiences reinforced by this COIN classic, we began to examine just what it was about the maneuver battalion that had made it, in our observation, the key headquarters for a successful COIN campaign. 

Maneuver Battalion Primacy 

The current manifestation of COIN warfighting is a chimera of military, intelligence, and government agencies. In Iraq, Afghanistan, and elsewhere, maneuver units, Special Operations Forces, civil affairs specialists, psychological operations detachments, international development agencies, and intelligence and advisory elements all operate simultaneously along the same lines of operation without synchronizing effects among parallel units or commands. In violation of a basic COIN principle, this independence leaves no one person or unit completely responsible for COIN operations in a given community. At the local level, only the maneuver battalion can execute across the full spectrum of COIN tasks, harmonizing disparate units toward a common effect and capturing synergies that larger commands are unable to duplicate. 

Combat and security operations. The maneuver battalion alone is capable of providing sustained security operations within a given community. Active security patrolling provides presence that deters or reduces violence by increasing the possible costs to criminals and insurgents. 

The kinetic COIN fight mostly plays out at the squad and platoon levels. But COIN does not guarantee low intensity. As combat operations in Najaf and Fallujah in 2004 (inter alia) showed, counterinsurgent forces need to be able to transition to high-intensity conflict.12 This show of force is the fundamental key in the information operation that sets the baseline for the maneuver battalion’s success. By being the provider of security or, conversely, the implementer of targeted violence, and by being able to surge or reduce presence in various neighborhoods or around various structures, the maneuver commander begins with a certain core of political power in his AOR that no other force can duplicate.13 

As Galula suggests, “[U]nits must be deployed where the population actually lives and not on positions deemed to possess a military value.”14 For the local people to feel secure and provide intelligence, they must have 24-hour access to the counterinsurgent force. Units with control over an AOR should live in that neighborhood; indeed, every part of an insurgent-plagued country needs to fall under a battalion’s control. Having a fortress mentality simply isolates the counterinsurgent from the fight. 

Ideally, the maneuver battalion operates from a self-sustaining battalion-sized patrol base colocated with a local security-force headquarters. Such forward basing creates several positive outcomes. First, the counterinsurgent force projects power through its proximity to the community. Integration with the community creates obvious benefits for intelligence collection, information operations, reconstruction, and community outreach. Second, spreading units out creates fewer troop concentrations, thereby reducing the “Mega-FOB” rocket or mortar magnet. Third, several smaller, integrated battalion-sized bases reduce the outside-force footprint and enhance community relations. And lastly, a maneuver battalion joined to a local police station or an indigenous army post not only visually and physically reinforces the counterinsurgent’s intent to assist the local government, but also aids his ability to shape new security organs and coordinate actions. 

Training local forces. Traditionally, the training of indigenous security forces is a Special Forces mission. But when the operational scale jumps from providing support to a host country to rebuilding a host nation’s entire military, the conventional Army must get involved. Our security commitment to Iraq, for example, requires the creation of 10 light infantry divisions of some 160,000 Soldiers. Only the “big Army” has the resources to accomplish such an undertaking. As a result, maneuver battalions are tasked to conduct training. Involving more than just putting an Iraqi face on task-force missions, the animation of new security institutions is critical to the Iraqi Government’s success and a U.S. exit strategy. 

As seen in Iraq and Vietnam, new local security forces fight better when accompanied by their U.S. counterparts.15 Knowing they have the resources and experience of the U.S. Army right behind them, in a battalion they share space with, instills better morale, confidence, and discipline in newly organized forces. It also allows U.S. maneuver leaders to be better mentors and to identify local leaders willing to get the job done. Ultimately, local security forces make real and irreplaceable contributions.16 Indigenous troops act as de facto covert information collectors and subject-matter experts on local culture. They also are able to undertake sensitive site exploitation, like mosque raids, and act as a bridge between the counterinsurgent force and the community even as they set the conditions for an eventual exit strategy. 

Economy and reconstruction. The United Nations Office of Project Services and International Labor Organization recommends the implementation of a local economic development (LED) approach for economic stimulation in conflict areas. This bottom-up method is preferred to centralized, top-down strategies because “the best knowledge regarding local problems, local needs, local resources, local development potential, as well as local motivation for promoting change, exists on the local level [and] it is of fundamental importance that the local community sees its place in the future.”17 

Also stressing the importance of local economic actors, a World Bank report notes that “support for micro and small businesses is an appropriate early step in a post-conflict situation because these businesses are resilient and nimble, adapting quickly to new circumstances.”18 

The maneuver battalion plays a central role in LED strategy during COIN operations. Optimally, not only does the battalion have its own reconstruction monies, but it also facilitates international development agency access to small businesses, trade unions, local governments, and entrepreneurs. The counterinsurgent, the community, and aid agencies all benefit from local coordination of the economic, political, and security dimensions of reconstruction. 

Even with the support of Army combat engineers and outside construction firms, reconstruction work must still leverage the support of local contractors. Through daily interaction with the population, the battalion is able to gauge the real impact of ongoing reconstruction and better allocate resources. If the campaign has yet to reach this level of sophistication, the battalion remains the only element able to provide sustained security for reconstruction projects. Such development should focus on employing military-age males, enfranchising repressed minorities, stimulating the local economy, and co-opting local leaders. All of these are critical parts of a successful COIN strategy. 

Fostering political institutions. For Galula, “the counterinsurgent reaches a position of strength when his power is embodied in a political organization issuing from, and firmly supported by, the population.”19 Political decapitation, as the initial stages of Operation Enduring Freedom and OIF proved, is a relatively simple matter for a superpower such as the United States. But a regime is far more than just a few high-ranking officials; rather, a regime consists of all who benefit from the current political arrangement. Even those not in formal offices profit from the distribution of political power and must therefore be considered, at least peripherally, as part of the regime. Additionally, any consideration of the regime must account for the existing “modes and orders”-family ties, religious commitments, financial interests, and the like-that will set the stage for the installation or reshaping of the new government. 

The ultimate goal of COIN warfare is to “build (or rebuild) a political machine from the population upward.”20 Initially, the counterinsurgent must empower, through elections or appointment, local provisional leaders.21 The battalion provides security, trains local security forces, and drives economic development, so a certain measure of paternalism is unavoidable. Nonetheless, the legitimacy of local leaders rests on their ability to solve their constituents’ problems. The counterinsurgent is a political operative, offering responsibility and resources to those leaders who prove capable, allowing them to build a base of popular support. As the work proceeds, tested leaders will emerge in each locality. These proven leaders become the nucleus of national and regional parties. The formation of national-level parties can only progress after their development at the local level.22 As representatives of the emerging government, the local leaders, with the critical assistance of the maneuver battalion and indigenous security forces, must exert hegemony over hostile tribes, militias, religious movements, and the remnants of the preexisting regime in order to pave the way for a new political order. 

Tactical Synergies 

The scale and scope of the maneuver battalion can generate tactical synergies that no other unit can duplicate during COIN operations.23 Underlying this observation are two key points. First, as an organization’s modified table of organization and equipment expands, it can undertake a wider range of missions over a larger battlespace, but this increase in size makes it harder for decision makers to understand the population intimately, and it makes the organization less adaptive. Generally, the larger a military echelon, the less often (if ever) its commander is in direct contact with the average man on the street. While recent transformation empowers the brigade as the Army’s primary unit of action, COIN operations require an even greater powering down of assets. As Galula recommends, the basic unit of COIN warfare is the largest unit whose leader is in direct and continuous contact with the population.24 This basic unit is the maneuver battalion. Brigades, divisions, and other higher headquarters must establish objectives, coordinate actions, apportion terrain, and allocate national resources among subordinate units. These higher commands are responsible for establishing the channels and means that allow locally embedded maneuver battalions to engage in decisive, practical problem-solving. 

The other point is that COIN operations require leaders to be pentathletes. Staffs and troop commanders must be able to juggle the simultaneous outcomes of small-unit actions, humanitarian assistance missions, and intelligence collection. Successful COIN campaigns are the product of multiple lines of operations. As such, synergies develop when a unit is able to execute along several of these lines. These synergies benefit both the counterinsurgent force and the community. 

For the counterinsurgent, a Soldier who trains local security forces will understand the culture better, which should aid him when he conducts combat patrols. A commander who attends city council meetings to promote reconstruction projects shapes the battlefield for security operations. For the community, the local counterinsurgent force responsible for combat operations is also the unit able to compensate for property damage and provide information about detained individuals. The unit responsible for coordinating with the local security forces also manages their recruiting and training. Conducting security operations, promoting economic development, training indigenous security forces, and fostering political institutions work together collectively to deny the insurgent access to the population. 

The counterinsurgent force must be large enough to conduct an array of focused activities simultaneously, thereby capturing the synergies from their collective employment. At the same time, however, it must be small enough and flexible enough to bond with the local population and adapt to changing circumstances. The maneuver battalion meets both these criteria. 

Other Implications 

A battalion-focused COIN strategy offers many benefits, but perhaps the two greatest have to do with civil-military operations (CMO) and intelligence collection. 

CMO. Civil-military operations are green-tab issues. Reconstruction, economic development, and community relations are not phases in war planning; they are principles of COIN. As such, the commander responsible for the security of a specific area must also be able to determine reconstruction priorities and control assets responsible for their implementation. An increased Army-level emphasis on CMO does not necessarily mean (and, in our opinion, should not mean) more civil affairs Soldiers or the creation of special reconstruction and security forces. Instead, we must acknowledge that money is the power behind CMO. Many vital non-kinetic actions-reconstruction, community outreach, information operations, and intelligence collection-are not possible without putting targeted cash into the local economy. 

Higher headquarters must resource maneuver commanders with dedicated reconstruction budgets and operational funds.25 A process through which requests are sent up for laborious and uncertain review inhibits the commander by not allowing him to quickly or confidently commit resources to a fight.26 Reconstruction funds are combat power. It would be foolish for a commander to enter a conventional fight not knowing how many tanks or infantrymen he could commit, and it is just as unwise to send him into a negotiation with a local leader not knowing what money he has been budgeted to allocate within his AOR. The successful maneuver commander uses civic reconstruction or initial construction to contour his area of operations. He can use money to reinforce his presence in the area or to mitigate risk in areas where he is practicing economy of force in terms of security patrols. The commander employs projects to co-opt community leaders or to create new opinion-makers by funneling money through them. 

Civil affairs units assist maneuver commanders by working with civil authorities and civilian populations in the commander’s AOR to lessen the impact of military operations. In certain smallscale or domestic operations, civil affairs Soldiers should retain their independence. But the objective of COIN operations is for the maneuver commander to shape the conditions under which a civilian population lives. As a result, civil affairs Soldiers should be attached to the maneuver commander, acting more as staff proponents and subject-matter experts than as primary actors. 

In this environment, separate reporting channels and rating schemes that dilute and confuse the chain of command are also counterproductive. As the institutional Army gradually recognizes the importance of full-spectrum operations, maneuver commanders will realize the need to integrate kinetic and non-kinetic targeting. Community relations are the main effort of the entire counterinsurgent force, not just a specialized unit. 

Tactical intelligence collection. Other than the tactical Raven unmanned aerial vehicle (UAV) and a scout platoon, the maneuver battalion does not own dedicated intelligence, surveillance, and reconnaissance assets. Experience from Iraq and Afghanistan demonstrates that human intelligence (HUMINT) is by far the most valuable intelligence source for commanders engaged in COIN warfare.27 While the Military Intelligence School has belatedly tried to implement an “every Soldier a collector” mindset, internal policies stand in the way of effective HUMINT collection. For example, suppose a local national comes to a checkpoint and tells Soldiers that his neighbor conducts attacks against U.S. forces. None of the Soldiers in the battalion, the S2 included, are allowed to task the informant to provide additional information that would make the target actionable (for example, a ten-digit grid and/or a guide to a house, a means to positively identify the target, and sufficient legal evidence to detain the target if captured). To ask the informant to return with this information would cross a legal line and subject the well-intentioned troopers to possible action under the Uniform Code of Military Justice. The Soldiers must instead defer to a tactical HUMINT team (THT) to run the source. THTs, however, seldom operate under battalion control (unlike Marine human exploitation teams), leaving maneuver commanders in the undesirable position of outsourcing their most valuable collection platform. 

Tactical HUMINT collection would benefit from a closer relationship between THTs and maneuver units. THTs are in short supply and on their own can be ineffective, because the information they gather loses value unless it is acted on quickly by the maneuver unit owning the ground. Additionally, because the maneuver commander maintains order and controls funding in his AOR, significant personalities will want to speak to him. The THT can be useful for interrogating detainees, but it is folly to believe that a prominent sheik, imam, or businessman would want to speak with a sergeant E-5. Indigenous populations understand our rank structure and have definite ideas about who their social peers are. Any potential source with truly significant influence will likely want to be handled by someone who can provide incentives, both tangible and intangible. To prevent information fratricide and to leverage local leaders’ spheres of influence, the maneuver commander should be the one who manages all the key relationships in the battalion AOR. This again reflects Galula’s call for a “single direction.” 

Acknowledging that source operations require specialized training, these missions should be managed by the battalion S2 and executed by one of the battalion’s intelligence officers or by a THT under the S2’s direct control. Such an arrangement would also facilitate field interrogations and on-site document exploitation. The interrogators would benefit from participating in the targeting process from the onset. Understanding the battalion’s reasons for targeting a suspect and how the suspect fits into the S2’s view of the enemy situation would assist the interrogator in gleaning actionable information. 

In a HUMINT-rich environment, battalions need an organic collection capability. Most information requirements will never be satisfied by driving a tactical vehicle past a suspect’s house or by flying a UAV overhead. Such overt collection often warns the target and may compromise a promising lead. Recent experience in Iraq and Afghanistan bears out what Galula saw in previous COIN campaigns. Everyone, not just the specialists, must participate in HUMINT collection. Therefore, the bureaucracy surrounding intelligence collection must be constructed with moderation and restraint.28 

Final Thoughts 

Our Army must plan for the COIN fight. Not only are we currently engaged in such a battle on strategic terrain, but our difficulties have surely not gone unnoticed by potential adversaries. We must expect this kind of fight again. 

We have argued that the combined arms maneuver battalion should be the basic unit in COIN operations. Not only do we believe in the battalion’s inherent abilities to conduct tactical full-spectrum operations, but we believe that other alternatives are impractical or carry a significant downside. The creation of pure nation-building, stability and reconstruction units, or system-administration forces, would divert Department of Defense dollars to forces that could not fight when (not if) we are again called on to engage in mid- to high-intensity conflict. Beyond this inefficiency, it is difficult to see these forces ever coming into existence. For all the talk of joint interagency task forces, it would be a monumental victory were we even able to embed representatives from the Departments of State, Commerce, and Justice in each divisional headquarters. Were we serious about truly implementing such interagency task forces in 2015, we would have seen platoons of diplomatic, economic, and legal trainees entering the system last year. We did not-and therefore the Department of Defense must plan to have its personnel continue to be the primary implementers of all aspects of reconstruction for the foreseeable future. 

This responsibility will require a quantum shift in mindset for Army leaders. While Brigadier Nigel Aylwin-Foster may have overstated the problem in a recent critique of U.S. Phase IV operations in Military Review, the problems regarding organizational culture that he brings to light certainly ring true to these authors.29 The stateside and garrison Army, in particular, has been especially reluctant to transform, because transformation implies that many of the systems and modes of proceeding that the Army used to redefine itself as it recovered from the “hollow Army” of the 1970s may have outlived their usefulness. It will be difficult to abandon mental models, systems, and institutions that have become central to the Army’s self-conception. 

And in a final caveat, proposing the maneuver battalion as the decisive headquarters is handicapped by a stubborn fact. Due to the Army’s generational cohort system, much of the current senior leadership of these battalions-commanders, executive officers, and operations officers-have never before served at the tactical level in a counterinsurgency. It will require an exceptional level of flexibility-and even humility-for these leaders to rely on, and perhaps defer to, their more expert company-grade officers, many of whom have had two or three tours in Southwest Asia. However, if these leaders embrace Lieutenant General David Petraeus’s key observation that “a leader’s most important task is to set the right tone” and embrace the themes of COIN even if they do not fully understand them, then their lower-level leaders can drive the fight.30 

These ifs notwithstanding, we maintain that the battalion ought to be the primary unit in COIN. While we cannot transform our hierarchical Army into a fully networked organization overnight, powering down to the lowest practical level will enable the most adaptive commanders to implement a Galula-like solution. The war in Iraq may now have moved beyond this possible solution; with the ceding of battlespace control to Iraqi Security Forces, U.S. units will be required to take a subtler, more indirect approach. But when we fight the next counterinsurgency-by engaging along all lines of operations through a nationwide grid of locally embedded maneuver battalions-we can bring American strengths into play against the insurgents and demonstrate that we have learned and recovered from our stumbling start in Iraq. 
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Hackers Break into Water System Network

By Robert McMillan, Computerworld, 31 Oct 06

October 31, 2006 (IDG News Service) -- An infected laptop gave hackers access to computer systems at a Harrisburg, Pa., water treatment plant earlier this month. 

The plant’s systems were accessed in early October after an employee’s laptop computer was compromised via the Internet, and then used as an entry point to install a computer virus and spyware on the plant’s computer system, according to a report by ABC News.

The incident is under investigation by the Federal Bureau of Investigation, but no arrests have been made in the matter, said Special Agent Jerri Williams of the FBI’s Philadelphia office. The attackers are believed to have been operating outside of the U.S.

Williams said that the hackers do not appear to have targeted the plant. “We did not believe that they were doing it to compromise the actual water system, but just to use the computer as a resource for distributing e-mails or whatever electronic information they had planned,” she said.

Still, the FBI is concerned that even without targeting the system itself, this malicious software could have interfered with the plant’s operations, Williams said.

Had the breach targeted the water plant, it could have had grave consequences, according to Mike Snyder, security coordinator for the Pennsylvania section of the American Water Works Association. “It’s a serious situation because they could possibly raise the level of chlorine being injected into the water... which would make the water dangerous to drink.”

After the terrorist attacks of Sept. 11, 2001, computer security at U.S. water systems was beefed up, but water systems may still be tied to administrative networks that are connected to the Internet, Snyder said. “Sometimes if a hacker is pretty good, he can get into the computer via the administrative network,” he said.

In the Harrisburg case, a laptop computer was apparently the source of the intrusion. Synder said that laptops are used in the industry because water systems often have many different locations that need to be monitored. “Because of the way the water systems work, it is convenient to be able to use a laptop to check tank levels.”

The U.S. Environmental Protection Agency knows of no other similar incidents occurring in the region, said Rick Rogers, the chief of the agency’s drinking water branch for the mid-Atlantic region.

Rogers was not able to comment directly on the matter, since the breach is under investigation. “We are looking into it and working with the state and the water utility industry,” he said. “But it is a concern that somebody was able to get into a system like this.”
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Virus Writers Target Web Videos 

By Mark Ward, BBC News, 31 Oct 06 

The growing popularity of online video has caught the attention of malicious hackers and hi-tech criminals. 

Security firms are reporting more and more instances of booby-trapped Windows codecs - file compressors - required to play some video formats. 

Some of the codecs let users play types of net-based video, but also have spyware and adware wrapped inside. 

Others, say experts, are outright fakes that just want to infect victims with data-stealing programs. 

Audience ratings 

“Everyone is watching movies on their PC,” said David Robinson, UK head of security firm Norman Sandbox, “they are downloading the latest, greatest clips.” 

While sites such as YouTube and Revver try to make it easy to watch video online, many of the downloadable clips posted on the web require extra software, called a codec, to play them. 
Mr Robinson said many security firms were now logging instances in which spyware and adware firms are turning out software bundles that claim to roll together many popular codecs or just have the one needed to play a particular clip. 

Some of the codecs do help to play clips, but others are disguised as a variety of nuisance or malicious programs. 

Some rogue codecs plague users with pop-up adverts, while others invisibly install keyloggers that try to grab confidential data. 

Anti-spyware firm Sunbelt Software discovered one codec that became a program that found fictitious security problems on a PC and demanded payment to repair them. 

Many downloads look benign when scanned with an anti-virus program, but, once installed, download updates from other websites that contain the malicious payload. 

Mr Robinson said the growth of booby-trapped video codecs was just another example of how hi-tech criminals have moved on from the old days in which a virus only travelled by e-mail. 

Now, he said, they maintain a diverse portfolio of attack methods and will tailor these to whatever is proving popular online. 

Mr Robinson said his company Norman Sandbox, which analyses captured samples of malicious code, gets hundreds of new variants of malicious programs submitted to it every day. 

David Emm, senior technology consultant at anti-virus firm Kaspersky Labs, said it was only a matter of time before virus writers turned to sites such as YouTube and booby-trapped popular clips with bugs. 

“YouTube is almost by definition unregulated,” he said, and was ripe for exploitation by malicious hackers. “It gives an almost endless stream of stuff to tap into.” 

Already spyware firms are known to be using the popularity of some clips on YouTube and social networking site MySpace to install their wares on the PCs of more victims. 

Increasing numbers of malicious attacks were pegged to news or other events, said Mr Emm, which helped to catch people out. 

The upcoming Halloween holiday is already being exploited by malicious hackers who are baiting websites with viruses and trojans.
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Counterpropaganda: An Important Capability for Joint Forces 

By Christian Cali and Marc Romanych, Major USA (Retired), IO Sphere, Fall 2005 

Editorial Abstract: The authors address a topic given little attention in current IO doctrine and planning, counterpropoganda. With the explosion of low cost, easily accessible media production and communication capabilities, any individual or group can access a wide target audience to spread a message. Countering propaganda must be given more attention by IO planners.

What role, if any, does IO actually have in countering propaganda? Current IO doctrine pays little attention to this increasingly important supporting IO capability. A review of doctrine reveals a lack of guidance and tactics, techniques, and procedures (TTP) for counterpropaganda. In fact, JP 3-13, Joint Doctrine for Information Operations, mentions counterpropaganda only five times and fails to include a discussion on how IO staffs implement propaganda countermeasures that involve IO capabilities other than psychological operations (PSYOP).

Furthermore, Joint doctrine casts counterpropaganda operations in a passive light, defining it as activities “that identify adversary propaganda, contribute to situational awareness, and serve to expose adversary attempts to influence friendly populations and military forces.”1 This perspective incorrectly implies that counterpropaganda commences upon discovery of opponent propaganda and therefore does not actively seek to mitigate propaganda’s effects before its onset. In reality, in today’s operating environment, propaganda and counterpropaganda are ongoing phenomena, and the most effective counterpropaganda measures are pro-active in nature.

This article presents a different view, arguing that Joint forces must expand the scope of counterpropaganda beyond the realm of PSYOP, to the employment of other IO capabilities that can actively counter hostile propaganda, and for that matter, to counteract any opposing information, to include misinformation and disinformation.2
What is Propaganda?

The DoD definition for propaganda is “Any form of communications in support of national objectives designed to influence the opinions, emotions, attitudes or behavior of any group in order to benefit the sponsor, either directly or indirectly.”3 However, the use of “national” is a misnomer. As the costs of spreading propaganda decline, many non-state actors are now capable of disseminating propaganda on a scale equal to the old state model.

Historically, the sources of mass propaganda were government-sponsored entities or well-funded groups. But now, with the advent of the Information Age, propaganda is becoming less centralized as non-state actors – political movements, insurgencies, and even social causes – can afford mass communications means. Furthermore, classical propaganda forms and media such as art, architecture, opinion-editorials, posters, and novelty items are being supplanted by new innovative electronic forms such as interactive web sites, quality videos, and podcasts. As these and other information technologies become cheaper, the use and localization of propaganda will increase among our adversaries and their target audiences. For these reasons, it may be more useful to think of propaganda as the manipulation of information to promote attitudes and behaviors that advance the ideology and objectives of its sponsor.

Analyzing Propaganda

Army FM 3-05.301, Psychological Operations Tactics, Techniques, and Procedures, is the doctrinal reference for counterpropaganda. It details how to embed counterpropaganda into the PSYOP planning and development processes. This article does not argue for the removal of primary responsibilities for propaganda analysis and counterpropaganda activities from PSYOP personnel, who are typically the most qualified and experienced personnel for those activities, but rather, is concerned with employing all Joint force IO capabilities by building upon established PSYOP processes. This position is in line with PSYOP doctrine which states, “All elements of IO can and will support the counterpropaganda plan, but the focal point for such operations should remain with the PSYOP forces.”4
To effectively counter opponent propaganda, the Joint force must first understand the environment in which the propaganda exists. Under the best of circumstances this is a difficult task, as effective “propaganda includes the reinforcement of societal myths that are so deeply imbedded in a culture that it is often difficult to recognize a message as propaganda.”5 Generally, propaganda will be effective when its lines of persuasion match the existing attitudes of the receivers.6 

For the purposes of IO, propaganda is the opponent’s argument that justifies its actions and bolsters its legitimacy. By communicating with the populace, and at times our forces, the opponent offers a window into its philosophy, goals, objectives, and operations. Therefore, propaganda may provide a useful insight into how to defeat the adversary in the information environment. One way to establish the context of propaganda is to determine the interrelationship between information indigenous to the operational area and the culture and history of the target audience. Much of this information is often available in the PSYOP appendix to the command’s operations plan. The IO staff can enhance this effort by expanding its intelligence preparation of the information environment to include PSYOP target audience analysis.

Next, the Joint force must have a way to identify opponent propaganda from other forms of information in the operating environment. Propaganda is likely to be subtle and nuanced, and in today’s operating environment, misinformation and disinformation may be intermixed with the propaganda. To separate out the propaganda, it is necessary to identify adversary capabilities to develop and spread propaganda, as well as the receptiveness of key target audiences to the adversary’s lines of persuasion. Under normal circumstances this is a PSYOP task, conducted using objective analysis, subjective analysis, or source-content-audience-media-effects (SCAME) analysis for individual pieces or instances of opponent propaganda and series analysis to grasp the operational impact of the opponent’s propaganda.7 The IO staff can facilitate these analyses by assisting intelligence and PSYOP personnel in the collection of suspected propaganda, as reflected in FM 3-05.301: “PSYOP forces do not have the organic ability to collect all available information. In addition, PSYOP personnel may be lured by the obvious propaganda appearing in the AO and miss collecting the more subtle and potentially effective propaganda being disseminated through the local media.”8
A possible staff solution is to assemble a working group consisting of a handful of personnel from the IO, PSYOP, public affairs (PA), and intelligence staffs who can use fuse two core analytical functions – propaganda analysis and media analysis – with the current intelligence estimate. Although the exact functions of the working group are variable by echelon and mission, in general it must acquire and document suspected opponent propaganda in each sub-sector of the operational area, preferably at regular, periodic intervals. 

Another task of the working group is to fuse the PA media and PSYOP propaganda analyses. Because propaganda is often carried by news media in opinion-editorials, news articles and broadcasts, and publicized as “newsworthy” events, it is useful to examine the media within the framework of propaganda analysis. Additionally, news clips and images may appear in propaganda products if the adversary attempts to exploit the credibility of news organizations in the eyes of the target.

Finally, a database should be constructed to catalog and share identified propaganda with higher and lower echelons of command in order to provide a common view of opposing information in the operating area. In sum, these efforts can establish propaganda trends and patterns and provide long-term outlooks that will carry over beyond the tour of duty of rotating personnel.

The culmination of the working group’s efforts is an understanding of how the opponent is affecting the content and flow of information in the operating environment, how its propaganda impacts the various target audiences, and perhaps most importantly, what needs of the target audiences are being preyed upon by the propagandists.

Countering Propaganda

Counterpropaganda is a difficult and complex challenge. To mitigate or nullify the effects of the propaganda, the IO staff must determine the appropriate countermeasures, as well as anticipate the effects of those countermeasures and the opponent’s response. This is more than a matter of merely coordinating the assets and competing requirements of the core, supporting, and related capabilities. Success rests with the IO staff’s ability to correctly direct the Joint forces’ capabilities at affecting specific information content and flow to the target audience. An effective counterpropaganda effort selects the appropriate assets, both IO and non-IO, and determines how these assets can be employed to match or overmatch the effects of opponent propaganda. 

Efforts to counter propaganda will most likely become a long-term operation. For this reason, counterpropaganda can easily take the form of an IO objective. When developing an objective for counterpropaganda, particular attention should be paid to the effects of the propaganda on the target audience. An essential component of this process is PSYOP pre-testing because it provides the opportunity to capture the social dimension of propaganda’s impact on the target audience.9 However, complete knowledge of the attitudinal or behavioral effects resulting from a particular set of countermeasures is unlikely. Therefore it may be necessary to identify a series of likely outcomes stemming from the countermeasures.10
Chances are slim that any one set of countermeasures will apply a silver bullet solution. The effects of the opponent propaganda and friendly countermeasures will likely develop in a non-linear fashion, hence a constant process of analysis and application is necessary. To do this, the IO staff must monitor any effects produced by the countermeasures, changes to the operating and information environments, adversary responses to the countermeasures, and then if applicable, reengage the target audiences with new countermeasures. Furthermore, because countering propaganda will unlikely be a simple matter of churning out more PSYOP posters and handbills, extensive coordination for operational or strategic assets, or even the use of civilian media may be necessary.

Conclusion

This paper provides little more than a starting place for the application of a supporting, albeit critical, IO capability. Unfortunately, the absence of a methodology to determine the effects of opponent propaganda and predict the effectiveness of friendly countermeasures remains a major gap in the IO staff’s TTP. Aside from the pre-testing techniques typically used by PSYOP forces, little is available for the IO staff to predict whether the selected countermeasures are appropriate. Therefore, three worthwhile future efforts are the development of procedures for identifying, dissecting, and cataloguing opponent propaganda; techniques for quantifying the effects of opponent lines of persuasion, and tactics to employ friendly countermeasures.

Endnotes:

1 The definition of counterpropaganda operations is from Joint Publication 1-02, DoD Dictionary of Military and Associated Terms. The authors of this article prefer the Army definition: “Programs of products and actions designed to nullify propaganda or mitigate its effects” (FM 3-05.301, Psychological Operations Tactics, Techniques, and Procedures).

2 Misinformation is unintentionally incorrect information emanating from virtually anyone for reasons unknown, or to solicit a response or interest that is not political or military in origin. Disinformation is information disseminated primarily by intelligence organizations or other covert agencies designed to distort information and deceive or influence U.S. decision makers, U.S. forces, coalition allies, and key actors or individuals via indirect or unconventional means (FM 3-05.301).

3 Joint Publication 1-02, DoD Dictionary of Military and Associated Terms.

4 FM 3-05.301, Psychological Operations Tactics, Techniques, and Procedures, p. 11-3.

5 Jowett, G. & V. O’Donnell. Propaganda and Persuasion. Sage Publication, London, United Kingdom, 1992, p. 212.

6 Jowett, G. & V. O’Donnell. Propaganda and Persuasion. Sage Publication, London, United Kingdom, 1992, p. 153.

7 For an in-depth depiction of the SCAME technique see pp. 11-10 to 11-16 of FM 3.05.301.

8 Ibid, p. 11-5.

9 In a sound summary of effects research, Jowett and O’Donnell argue: “It is also important to pay attention to the historical and cultural contexts in which propaganda and persuasion occur, and especially to recognize that people construct different meanings according to their social experiences.”

10 Smith, Edward E. Effects Based Operations. CCRP, November 2002, p. xvii.
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8th Air Force is Cyberspace Command Center

By John Andrew Prime, Shreveport Times, November 2, 2006

Back in July, the 8th Air Force at Barksdale Air Force Base was the birthplace of the new Air Force Network Operations Command, and the unit’s commander, Lt. Gen. Robert J. Elder Jr., got a new task pinned to his cap.

Today, Secretary of the Air Force Michael W. Wynne named 8th Air Force the service’s lead command for cyberspace, taking the next step to adding another Major Command to the Air Force.

“Cyberspace is a key mission for us – our nation’s dependence on the electromagnetic-spectrum continues to grow and we must ensure Cyberspace dominance well into the future,” Elder said today.

The 8th Air Force will develop the cyberspace force by reaching across all Air Force commands to draw the right people and capabilities, the unit said in a release. This will use command and control, electronic warfare, net warfare and surveillance and reconnaissance capabilities.

The “Mighty Eighth” acquired its fame in its first few years of existence at the start of World War II, in which it spearheaded precision daylight raids over Nazi-occupied Europe, a task 8th Air Force will still carry.

“The mission of bombers now within the 8th Air Force will remain,” Wynne said.

The move accompanies the service’s ever-increasing reliance on operations within the cyberspace domain, Wynne explained.

“The capital cost of entry to the cyberspace domain is low. The threat is, that a foe can mass forces to weaken the network that supports our operations,” he said.

Wynne cited the use of improvised explosive devices in Iraq, terrorist use of Global Positioning Satellites and satellite communications, Internet financial transactions by adversaries, radar and navigational jamming, and attacking American servers as just a few examples of operations that involve the cyberspace domain.

“This new way of war is data-dependent. We need to protect our data while detecting adversary data and then deny, disrupt, dissuade or destroy the source of that data or transmission as appropriate,” Wynne said.

At the July announcement, Elder noted that integrating cyber intelligence and command operations, particularly with improving the military’s ability to fight in a cyber realm and prevent incursions by sophisticated enemies, has been in progress here at least since 2001, and is already producing results.

“The Air Force is a global command, and it’s very important that we be able to talk with everyone in the command and that we have a seamless communications network,” he said at the time. He said then that the reorganization will better allow the service to “deliver sovereign options for the defense of the United States of America and its global interests — to fly and fight in Air, Space, and cyberspace.”

That change put all Air Force units charged with network operations under Elder’s command. These responsibilities had previously been spread among 10 major command Network Operations and Security Centers as well as the 8th Air Force, the Air Intelligence Agency, the Operations and Sustainment Systems Group and the Air Force Communications Agency.

Wynne said the 8th Air Force will be responsible for training, organizing and equipping the service for cyberspace operations and managing career planning to grow cyberspace professionals from among the active duty, guard, reserve, and civilian ranks.

“There will be careers and a strong future for the airmen whose work is in the cyberspace domain,” Wynne said. “Air Force military and civilian experts are working now forming the career and school paths that will ensure a full career with full opportunities for advancement to the highest ranks of the Air Force.”

In December 2005, the Air Force mission statement was amended to include cyberspace as an operational domain along with air and space. The service stood up the Cyberspace Task Force in January, led by military strategist Dr. Lani Kass. Made up of people from across the Air Force, it has spent the past ten months gathering data and exploring how the service will operate effectively in cyberspace.
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Air Force Set To Fight in Cyberspace 

From Reuters, Nov 2, 2006

WASHINGTON - The U.S. Air Force said Thursday it was setting up what could become a new four-star command to fight in cyberspace, where officials say the United States has already come under attack from China, among others.

“The aim is to develop a major command that stands alongside Air Force Space Command and Air Combat Command as the provider of forces that the president, combatant commanders and the American people can rely on for preserving the freedom of access and commerce, in air, space and now cyberspace,” Air Force Secretary Michael Wynne told an industry conference.

Barksdale Air Force Base in Louisiana — home to the 8th Air Force and about 25,000 military personnel involved in everything from electronic warfare to network defense — will house the fledgling Cyberspace Command, Wynne said.

“Cyberspace is a domain for projecting and protecting national power, for both strategic and tactical operations,” Wynne said.

Last month, the U.S. Joint Chiefs of Staff defined cyberspace as “characterized by the use of electronics and the electromagnetic spectrum to store, modify and exchange data via networked systems and associated physical infrastructures.”

Broad definition

The definition is broad enough to cover far more than merely defending or attacking computer networks. Wynne cited the use of remotely detonated roadside bombs in Iraq, “terrorist use of Global Positioning Satellites and satellite communications, Internet financial transactions by adversaries, radar and navigational jamming, and attacking American servers” as examples of operations involving cyberspace.

“This new way of war is data-dependent,” he said. “We need to protect our data while detecting adversary data and then deny, disrupt, dissuade or destroy the source of that data or transmission as appropriate.”

Heading the new command will be Lt. Gen. Robert Elder, commander of the 8th Air Force, who said its capabilities would include, for instance, taking down a financial network if ordered to do so by the president or defense secretary.

“We see that as certainly within our realm,” provided such action was consistent with laws of war such as proportionality and minimizing unintended harm to civilians, he told reporters at a briefing after Wynne’s announcement.

Although the focus of U.S. efforts until now has been on defense, “we’ve come to realize there are a lot of things that we can do in the cyberspace domain that would be good for national security,” Elder said.

He said the new drive would focus on standardization of operations, personnel training and making the case for more resources.

Lani Kass, who headed a cyber task force set up in January by U.S. Air Force Chief of Staff Gen. T. Michael Moseley, told the same briefing that the United States was already at war in cyberspace. She said U.S. foes were using it to attack “asymmetrically,” meaning going after vulnerabilities.

China is prime competitor

In addition, she said, China was a U.S. “peer competitor” in cyberspace and had been involved in efforts to “exfiltrate” information from U.S. networks for at least 10 years — an activity she said probably was on the “upswing.”

Elder, referring to any U.S. foe, added: “If they want to fight with us in cyberspace, we’re willing to take them on there, too.” 

Wynne, replying to a question, said the Air Force would seek funding for the cyber command in fiscal 2009, which begins Oct. 1, 2008.

In December 2005, the Air Force mission statement was amended to include cyberspace as an operational area, along with air and space.
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Inside the Hacker’s Profiling Project

By Federico Biancuzzi, NewsForge.com, November 03, 2006 

Imagine being able to preview an attacker’s next move based on the traces left on compromised machines. That’s the aim of the Hacker’s Profiling Project (HPP), an open methodology that hopes to enable analysts to work on the data (logs, rootkits, and any code) left by intruders from a different point of view, providing them with a profiling methodology that will identify the kind of attacker and therefore his modus operandi and potential targets. 

We discussed the project with co-founder Stefania Ducci, criminologist for United Nations Interregional Crime and Justice Research Institute (UNICRI). In mid-2004 Ducci began collaborating with Raoul Chiesa on what became the HPP. 

NewsForge: What is the Hackers Profiling Project?

Stefania Ducci: The HPP is an international research programme aimed at developing an open methodology that—when applied to log files or computer forensics dumps—will enable analysts to identify the kind of attacker that performed the attack(s). 

Most studies have been carried out by focusing on either the criminal analysis of the computer intrusion on one side and the technical analysis on the other side. In no cases we have seen a synergic approach. In this context, our research project aims to identify the actors’ behaviours, helping in better identifying the reasons for IT/ICT attacks, thus determining better countermeasures. 

Interdisciplinary is the new element of our research project. It puts together criminology and ICT security science with the aim of identifying the different categories of hackers considering: modus operandi (alone or in group), technical skills, motivations, purposes, targets, the adhesion or not to the so called “hacker ethics.” 

In a nutshell, the HPP is targeted at: 

Analysing the hacking phenomenon in its several aspects—technological, social, and economic—through both technical and criminological approaches; 

Understanding the different motivations and identifying the actors involved; 

Observing the criminal actions “in the field”; 

Applying the profiling methodology to the gathered data; 

Learning by the acquired knowledge and disseminating it. 

The HPP started in September 2004, and became an official ISECOM project in June 2006. ISECOM, the Institute for Security and Open Methodologies, is an open source vendor-neutral collaborative community. 

NF: Why do we need to study and create hacker profiles?

SD: In order to adopt countermeasures to make systems safer, and for identifying attackers more rapidly. If a potential target is aware of the type of attack it may be subject to and what kind of attacker may be at work, a sysadmin could adopt measures aimed at reducing the risk of a possible intrusion. 

NF: How would this project help the sysadmins defend their networks?

SD: If you don’t know your enemy, you can’t know how to defend yourself. When HPP will bring the actual profile of the attacker—based on logs and data, concrete and detailed, on the intrusion—this profile will help sysadmins use their resources in a more effective way, based on the attacker goals and potential targets. 

NF: What would the project concretely produce as final output?

SD: The final goal is a real and complete methodology for hacker profiling, released under GNU/FDL. This means that, at the end of our research project, if a company will send us its (as detailed as possible) logs related to an intrusion, we—exactly like in the TV show C.S.I. when evidence is found on the crime scene—will be able to provide a profile of the attacker. By “profile” we mean, for example, his technical skills, his probable geographic location, an analysis of his modus operandi, and of a lot of other, small and big, traces left on the crime scene. 

This will also permit us to observe and, wherever possible, preview new attack trends, show rapid and drastic behaviour changes, and, finally, provide a real picture of the world of hacking and its international scene. 

NF: Why should hackers collaborate with you?

SD: Because the purpose of this study is trying to describe objectively hackers’ everyday life, providing the people that have a poor knowledge of the hacking scene and the digital underground with a clear vision, uninfluenced by mass media or personal prejudices, putting an end to all the stereotypes surrounding this world. 

NF: How are you collecting the data for the profiling process?

SD: The data useful for outlining attackers’ profiles will be collected through different threefold project stages, partly overlapped: an analysis of the existing literature on the topic, the distribution of a questionnaire, and honeynets. 

The review of the literature has been carrying out since the beginning of the project and will continue until its end. Overlapped to this first phase it is the development and distribution of a questionnaire, currently ongoing. With the establishment of honeynets it will be possible to register and automatically collect information on the attacks and movements of hackers who are trying to penetrate the honeynets’ systems. The elaboration of the criminal profiles of different types of hackers is based on the analysis of the correlations among the data collected through the questionnaire, the inputs from the honeynets, and from publications that deal with the topic. 

NF: Could you tell us more about the questionnaires?

SD: The questionnaire is divided into three modules. Module A is about personal data (gender, age, social status, family context, study/work). Module B deals with relational data (relationship with authorities, teachers/employers, friends/colleagues, other hackers). Module C regards technical and criminological data (target, hacking techniques and tools, motivations, ethics, perception of the illegality of their own activity, crimes committed, deterrence). All the questions allow anonymous answers. 

Raoul Chiesa and I, with the helpful assistance of psychologist Elisa Bortolani, have developed two questionnaire typologies: a “complete” version where all the fields of modules A, B, and C are compulsory, and a “compact” version with only some fields of the three modules. The latter is available online. The complete version of the questionnaire will be distributed exclusively to the persons who we are sure belong to the hacker underground. This group will act as a control group toward those who have filled out the compact version. In order to avoid false answers, we will also compare the data from the questionnaires with the ones obtained through a honeynet of new generation, with the aim to verify if the single hacker typologies identified through the questionnaires have the technical features, modus operandi, skills, targets, and motivations proper to the category. 

The questionnaire should yield a profile of hackers who practice hacking in their spare time and without professional purposes. It is unlikely that cyber-warriors, industrial spies, governmental agents, and military hackers, who practice hacking professionally, will fill out the questionnaire, due to the obvious prudence required by their activities. Therefore, this questionnaire’s gap will be bridged thanks to the data generated by the honeynet. 

NF: Looking at the data you have collected so far, what can you say?

SD: Generally speaking, it comes out that hackers are usually brilliant, inventive, and determined. They generally feel anger and rebellion towards authorities and narrowmindedness, seen as a menace for civil liberties. Hacking is conceived as a technique and a way of life with curiosity and to put themselves through the hoops, or as a power tool useful for raising awareness among the general public about political and social issues. Normally, they are driven by the love for knowledge. Nevertheless, there are also hackers who have profit purposes and, therefore, practice phishing/pharming, carding, or industrial espionage. Their preferred targets are military and governmental systems, as well as information systems of corporations, telecommunication societies, schools, and universities, but also end users and SOHO. 

The bulk of hackers (with low technical skills) are discouraged from systems difficult to violate: they prefer “easy” OSes such as Linux or Windows. By contrast, high-level hackers are stimulated only by systems considered “invulnerable” (*BSD, Solaris, HP/UX, VMS, IOS, Symbian) and by protocols. Usually, they shift the fault for their attacks onto sysadmins (or software designers) for the fact they have not been able to protect the system properly (or to project/define a safe protocol or standard). 

It emerged from the questionnaires that so-called “ethical hackers” inform sysadmins of vulnerabilities on violated systems (or contribute to fix security flaws), but usually only after having informed other members of the underground. It came out also that they do not crash systems (if this happen it is accidental and due to inexperience), and neither steal nor delete nor modify data. Their aim is to improve the systems’ security and raise sysadmins’ awareness and attention. 

Finally, we have recognized the existence of a new category—military hackers. They are former elite hackers who are employed permanently by armed forces, for possible future information warfare. 

I am quoting here a part of a filled questionnaire in order to let the readers have a “taste” of the kind of replies we are collecting: 

Q: Do you obey to the hacker’s ethics? If not, why? 

A: I obey my ethics and my rules, not ethics in general. I don’t like to obey what other people are obeying. Ethics are like rules and laws—other people are writing them for you and even if sometimes they sound fair and correct, always behind the sweet and hypnotic words there is a trap for personal freedom. I am not a sheep to follow rules ethical or legal in general. 

Q: How do you perceive your hacking/phreaking activity: legal or illegal? 

A: I don’t accept the terms legal and illegal, because accepting these terms means that I have the same point of view as people who have nothing common with me. For me, my activities are legal. 

NF: Who is working on the project, and how could other people help you?

SD: We have a group of technicians, among which I have to mention Alessio Pennasilico, who created the Web site. 

Considering the huge work that has to be carried out, we are looking for collaborators, especially experts in criminology, sociology, psychology, and information technology. Till now we have financed ourselves, but we are open to sponsorships.
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Under Fire, Soldiers Kill Blogs

By Xeni Jardin, Wired.com, Oct 29, 2006

Some of the web’s more popular “milblogs”—blogs maintained by present or former active duty military personnel—are going quiet following a renewed push by U.S. military officials to scan sites for security risks.

Ten members of a Virginia National Guard unit have been tasked with reviewing both official and unofficial Army websites for potential operational security, or OPSEC, violations. Under the direction of the Army’s Web Risk Assessment Cell (AWRAC), the reviewers look for text, photos or videos that may give away sensitive information.

“Loose lips sink ships. That’s been around since World War I, and hasn’t changed in years,” said Lt. Col. Stephen Warnock, team leader and battalion commander of the Manassas-based unit that works with contractors from the tech company CA.

Milblogs offer one of the last direct witnesses to the Iraq war from the point of view of front line soldiers—a sharp reversal from three years ago, when the U.S.-led invasion was among the most closely-watched military attacks in history. According to Editor and Publisher, the number of reporters embedded in military units has dropped from 770 at the height of the conflict to just nine today.

The recent U.S. pressure on milbloggers, reported by Wired contributing editor Noah Shachtman in his Defense Tech blog, highlights the security risks of blogging by active duty military personel—including those in Iraq with access to e-mail and the internet.

But it also signals a growing culture clash between military traditions of censorship and the expectations of young soldiers weaned on open digital culture, according to current and former military personnel.

Some 1,200 active milblogs currently offer commentary on a range of military topics, including the daily experience of soldiers from basic training to the front lines, says retired paratrooper and Army officer Matthew Currier Burden, blogger at Blackfive and author of the milblog compendium The Blog of War.

“When Web 2.0 comes to the military and you see soldiers contributing to these user-based content sites, you’re gonna have problems,” Burden told Wired News.

Milblogs published by authors with “boots on the ground” received little attention from officials in the early days following the Iraq invasion in 2003, when the phenomenon of blogging was less known. But since then, Pentagon scrutiny has increased.

New rules for soldiers using government computers and networks required would-be milbloggers to check with commanders before publishing posts.

This August, the DoD issued a website alert that “effective immediately, no information may be placed on websites that are readily accessible to the public unless it has been reviewed for security concerns and approved in accordance with Deputy Secretary of Defense Memorandum web site policies and procedures.”

The political tone of the milblogs seems to have little role in the new policies: For the most part, the milbloggers tend to be gung-ho patriots, rather than disillusioned doves.

On milblogs and other unofficial Army-affiliated sites, Warnock’s team looks for material such as blog entries or snapshots that include details which may give away troop location, activities or defensive capabilities.

Responding to a perceived crackdown, authors behind some of the web’s more popular military blogs have voluntarily shut down, or plan to curtail posts.

Problem spots on official military websites might include documents flagged “For Official Use Only,” or personal data about soldiers and their families such as addresses, social security numbers, or phone numbers.

An Oct. 23 post on the popular milblog Tanker Brothers website read, “TankerBrothers is about to go away.... (my) little brother has already deployed to Iraq, and I’m literally on ‘the countdown’ to when I get on a plane to join him. There was nothing more that I wanted to do than to continue this site, and even ‘kick it up a notch,’ since I would once again be on the ground. With the new OPSEC paranoia, though, I don’t think I would have the opportunity. The DoD is cracking down on MilBlogs, and I wouldn’t be able to continue blogging and still be compliant with AR 25-1, the Army’s Regulation governing Personal Websites.”

Other milblogs followed suit, including Dave’s Doldrums, an online diary from Air Force Lt. Col. David Younce.

Some milbloggers have protested that the administration’s approach is too heavy-handed and gives soldiers cause to fear retribution from higher-ups.

Lt. Col. Warnock counters, “If they’re getting that, they’re not getting it from us.”

“We monitor hundreds of thousands of web pages every month, and we monitor dozens to hundreds of blogs,” says Warnock. “If we see something, we identify it, we review it and come to a decision as to whether it does violate operational security, and we will send a notification to the person if we can identify them as a soldier ... or to the people who maintain that network. We give screenshots, and specific violations that we’ve reviewed, and we say ‘take a look at this, does this pass the commonsense test to you?’”

Blackfive’s Burden says soldiers are receiving mixed messages: some receive approval from their immediate commanders, only later to be rebuked by more senior officials. Burden says his site and another milblog, Armor Geddon, were once featured in an internal Army PowerPoint presentation which described both as serious operational security risks.

“That kind of message from the administration of the Army sends a chilling signal to a young soldier who was told by his commander that it was okay to do what he was doing,” Burden told Wired News.

He and fellow milbloggers gathered this year in April for a first ever MilBlog Conference in Washington, DC. They plan to reconvene in May, 2007. Debate over how to address authorities’ OPSEC concerns without creating a “chilling effect” among bloggers was a heated topic at the 2006 gathering.

“My advice would be to bring together active duty, reserve and veteran bloggers to take a look at this issue in a way that would help the military,” Burden says, “There’s a lot of positive information coming from these 1,200 or so military blogs, and if it’s not positive, it’s giving people a better understanding of what it’s like to be a soldier or the family of a soldier fighting this war.”

Active duty milblogger John Noonan co-edits OPFFOR (military slang for “opposing force”) and posts on such topics as “foreign policy, wargaming, grand strategy and hippy bashing.”

Noonan is among those who believe the current flap is partly the result of a generation gap between younger, tech-savvy recruits for whom life online is second nature and older, more senior military officials who don’t get the net and are accustomed to the military’s long-established history of carefully monitoring release of information from the battlefield.

“They don’t want to lose the traditional control they’ve had over information released from the battlefield to the American people,” Noonan said. “It’s counterintuitive for military guys who are used to total control over what information is released and what isn’t, to all of a sudden having zero control.”
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Navy Puts Moratorium on Web 

By Dawn S. Onley, Government Computer News, 26 Oct 2006

The Navy has issued a moratorium on the creation of new Web sites and portals, and upgrading existing ones, in an effort to cut infrastructure costs, eliminate duplication and, ultimately, get the service in a better position for migration to the Defense Knowledge Online portal. 

The Navy currently has 85 portals and 3,700 publicly registered Web sites, according to Tina Donbeck, enterprise transformation section head in the Navy’s CIO office. This doesn’t account for the thousands more private Web sites maintained in the .com environment, Donbeck added. 

Effective immediately, the service can incur no new obligations without approval from the OPNAV N6. The N6 serves as the principal adviser to the chief of naval operations on network-centric issues. 

Existing portals will operate in maintenance mode until further notice, Donbeck said. 

“This effort will accelerate the deployment of a Navy central point of entry to authoritative data, core enterprise services and Web-centric applications that are vital in delivering information to the warfighter,” according to NAVADMIN 275/06 guidance that went out on Oct. 4. 

The Navy is standing up a Navy Portal/Website Rationalization Integrated Process Team to work with the Naval Audit Service to ensure employees are in compliance with the moratorium. The Naval Audit Service is going to select commands and examine contracts to ensure there are no expenditures allocated on Web or portal upgrades and creation since the moratorium was issued. 

As part of the Legacy Network Reduction initiative, the Navy is also sending a team of officials to installations to put sniffers on networks. In addition, Donbeck said, the Navy Information Operations Command in Norfolk, Va., is also helping to enforce the effort by going out to commands and pinging Web sites to see if they are in compliance. 

The Defense Knowledge Online portal, being spearheaded by the Defense Information Systems Agency, will be a single, enterprisewide portal for the military services. The Army Knowledge Online portal is the foundation for DKO.
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Are We the Mongols of the Information Age? (opinion)
The future of U.S. power rests in its Industrial Age military adapting to decentralized adversaries.

By Max Boot, Los Angeles Times, October 29, 2006

Great powers cease to be great for many reasons. In addition to the causes frequently debated — economics, culture, disease, geography — there is an overarching trend. Over the last 500 years, the fate of nations has been increasingly tied to their success, or lack thereof, in harnessing revolutions in military affairs.

These are periods of momentous change when new technologies combine with new doctrines and new forms of organization to transform not only the face of battle but also the nature of the state and of the international system. Because we are in the middle of the fourth major revolution since 1500 — the Information Revolution — it is important to grasp the nature and consequences of these upheavals.

Until the 15th century, the mightiest military forces belonged to the Mongols. But strong as they were in the days of bows and arrows, the Mongols could not keep pace with the spread of gunpowder weapons and the rise of centralized governments that used them. They fell behind, and Europe surged to the forefront. In 1450, Europeans controlled just 15% of the world’s surface. By 1914 — following not only the Gunpowder Revolution but also the first Industrial Revolution — their domain had swollen to an astounding 84% of the globe. 

Not all European states were equal, of course. Some early leaders in gunpowder technology — for instance, Spain and Portugal — were also-rans when industrialization began in the 18th century. At least Spain and Portugal managed to maintain their independence. Numerous others — from Poland to the Italian city-states — were not so lucky. They endured prolonged occupation by foreigners more skilled than they were at new forms of warfare.

The big winners of the Gunpowder Revolution (from roughly 1500 to 1700) were the northern European states, from Britain to Russia. But the Romanovs, Habsburgs and Ottomans did not survive the cataclysmic conflict of the first Industrial Age — World War I — and their empires collapsed, even as Germany and Japan were catapulting themselves into the upper rank of nation-states largely through their growing military expertise. World War II — the major conflict of the second Industrial Revolution, defined by the internal combustion engine, airplane and radio — further shook up the international balance of power. 

The conventional assumption is that the outcome of World War II was virtually foreordained: The Allies won because they were bigger and richer than the Axis. There is some truth to this. But by 1942, Germany, Italy and Japan controlled most of the natural resources of East Asia and Europe. This would have allowed them to match the Allies if they had been more adept at marshaling their military and economic power. The Soviet Union and the United States — the biggest beneficiaries of the second Industrial Revolution — did a better job not just in managing wartime production. They also grabbed the lead in the use of such key weapons as the tank (the Soviet Union) and the long-range bomber and aircraft carrier (the U.S.). There are many reasons why once-dominant powers such as France and Britain had become second-tier ones by 1945, but central among them was their failure to exploit advances in weaponry during the inter-war years. 

The Information Revolution of the late 20th century upset the seemingly stable postwar order. The Soviet Union had no Silicon Valley and could not compete with the United States in incorporating the computer into its economic or military spheres. U.S. prowess at waging war in the Information Age was showcased in the 1991 Persian Gulf War, which, along with the collapse of the Soviet empire, left the United States standing alone as a global hegemon.

But if history teaches any lesson, it is that no military lead is ever safe. Challengers will always find a way to copy or buy the best weapons systems or develop tactics that will offset their effect. Our most formidable enemies, Al Qaeda and its ilk, have done both. They are using relatively simple information technology — the Internet, satellite television, cellphones — to organize a global insurgency. By using such weapons as hijacked airliners and bombs detonated by garage-door openers, they are finding cracks in our defenses.

We have an insurmountable advantage in high-end military hardware. No other state is building nuclear-powered aircraft carriers, stealth fighters or unmanned aerial vehicles. In fact, we spend more on the development and testing of new weapons — $71 billion this year — than any other country spends on its entire defense. But all that spending produces weapons systems that aren’t much good for pacifying Baghdad or Kandahar.

Technology isn’t irrelevant to the global war on terror. We can use powerful surveillance systems to break up terrorist plots. And “smart bombs” can be invaluable for dealing with the perpetrators. But our enemies can stymie multibillion-dollar spy platforms by using couriers instead of satellite phones, which helps explain why Osama bin Laden remains on the loose. 

New revolutions in military affairs, possibly centered on biotechnology and cyber-war, promise to give smaller states or sub-state actors more destructive capacity. Imagine the havoc that could be caused by a genetically engineered contagion combining the worst properties of, say, smallpox and the Ebola virus. Or imagine how much damage our enemies could inflict by using computer viruses — or directed-energy weapons — to immobilize critical bits of our civilian or military computer networks. In theory, it’s possible to crash stock markets, send airliners plowing into the ground and blind our most advanced weapons systems.

The most threatening weapon of all harks back to an earlier military revolution. Nuclear bombs haven’t been used since 1945, but given their proliferation around the world, it will only be a matter of time. Our scientific sophistication gives us a reasonable chance of shooting down a nuclear-tipped missile, but a nuclear suitcase smuggled into the U.S. would be much harder to detect.

To stop such stealthy threats, we need to get much better at human intelligence, counterinsurgency, information operations and related disciplines. We need more speakers of Arabic and Pashto, more experts who understand tribal relations in Iraq’s Anbar province and Pakistan’s Northwest Frontier province, more diplomats who can win over audiences on Al Jazeera. And we need to set them loose without having to worry about a burdensome bureaucracy micromanaging their every move.

It may sound melodramatic, but the future of U.S. power rests on our ability to remake a government still structured for Industrial Age warfare to do battle with decentralized adversaries in the Information Age. After all, aren’t we the mightiest, richest nation in history? How could our hegemony possibly be endangered? That’s what previous superpowers thought too. But their dominance lasted only until they missed a revolutionary turn in military technology and tactics.
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Navy’s Digital Defense is Critical to Commanders

A command at Little Creek shows that information technology is just as important as aircraft carriers.

By Stephanie Heinatz, Newport News Daily Press, October 29, 2006 

VIRGINIA BEACH—The Navy fights it thousands of times an hour.

Someone, somewhere, pokes at the outer layer of its classified computer networks, attempting to find a way in.

“We use the term ‘probed,’ “ Rear Adm. Edward H. Deets III said. “Someone is actually interested in exploiting a vulnerability.”

Deets is the No. 2 person in charge of the Navy’s Network Warfare Command. The sailors there work tirelessly to keep those digital armored doors shut tight.

They have to. Having “secure information flowing in real time that our commanders can be confident in” is critical, Deets said.

Many of those commanders, he pointed out, are in Iraq and Afghanistan and on battlefields where the role of Deets’ sailors is now considered as important as that of a tank driver, a fighter pilot or an infantry officer.

The command recently got a boost in its status within the Navy when its master chief was named a force master chief. In civilian terms, that essentially puts the command’s top enlisted sailor in the same class as the top enlisted sailors representing the other major naval forces: aircraft carriers, surface ships, submarines and the expeditionary combat command.

Master Chief Petty Officer Jeff Vandervort said it hadn’t changed anything about his job - other than costing him $80 to update his uniforms.

“But it changes a lot for the way the rest of the Navy looks at who we are as an organization,” he said.

The command, based at Little Creek Amphibious Base, employs about 15,000 workers at more than 50 sites worldwide.

Traditionally, when you look at an organization’s information technology department, Vandervort said, “You look at them as service providers and not as a war-fighting community. They’re not front-line. They’re support in the back.”

Today, the cyber domain has its own place on the battlefield. The command breaks up that front-line presence into two missions.

The first is easy to talk about: keeping e-mail up and running for sailors to stay in contact with families back home and managing Web services and telecommunications.

The other job is mostly classified. Sailors are embedded in Iraq and Afghanistan, for example, to “listen to other people’s conversations,” Vandervort said. “We provide the Navy’s footprint to the National Security Agency.”

The command has linguists who translate those recorded interactions. Some people are working on ways around the technology used in roadside bombs.

Perhaps the eavesdropping will lead to crucial intelligence.

Perhaps fighting the deadly weapons will take more electronic-warfare stuff, the master chief explained - jamming the remote-detonated devices, for example.

Sailors are also trying to do to the enemy the very thing that the enemy tries to do to the Navy.

Given that adversaries such as al-Qaida are using networks more to recruit and organize, sailors try to tap into their systems, “exploiting signals for their intelligence value,” Deets said.

In the old days, Deets said, Third World countries didn’t have much money. Today, with a small amount of cash, they can acquire a first-class cell phone and a network capability.

“It’s a tough life,” Vandervort said. “You can’t brag about what you do. You can’t brag about what your sailors do. But we have a lot of incredible people out there, doing a lot of incredible things.”
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A Textbook Case of How Not To Rebuild a Country 

By Matt Love, The Oregonian, October 29, 2006

According to “The Fall of Berlin 1945” by Antony Beevor, when the Allies approached Berlin in the last days of World War II in Europe, an elite unit of 10,000 American civilian affairs administrators brought up the rear, ready to take control of Germany after the carnage ended. The unit had spent three years preparing for its monumental task. 

Contrast that with the war in Iraq. As reported in “Imperial Life in the Emerald City: Inside Iraq’s Green Zone,” Rajiv Chandrasekaran’s account of the first year of the American occupation, after American soldiers toppled the statue of Saddam, only about a dozen or so civil affairs people were in place—for the whole country. They had no plan for occupation, couldn’t speak the language and didn’t really know anything about Iraq. 

But they did come armed with banal connections to George W. Bush and, as Chandrasekaran reports, a hubris so naive it would have embarrassed Sophocles to dramatize it. And we all know what resulted: a deadly fiasco that rates as perhaps the greatest in American history and one that’s still going on. Need a reminder? Just take a look at an Oregon flagpole these days. 

Chandrasekaran, former Baghdad bureau chief of The Washington Post, has written a stunning and damning book that amounts to the journalistic equivalent of a criminal indictment of those charged with conceiving and running the occupation: 

April 2003. President Bush declares “mission accomplished” and the Coalition Provisional Authority (CPA) sets up command to administer the occupation in a seven-square-mile walled compound in Baghdad known as the Green Zone. Fifteen hundred employees begin their work transforming Iraq into a democratic and capitalist state. 

June 2004. The CPA “hands over”’ authority to Iraqis and holds a party to celebrate its achievements. 

In the intervening 14 months, what unfolded was pure, unmitigated disaster marked by cronyism, corruption, bungling, graft, stupidity and a zeal for free market ideals that bordered on insanity. 

It all led to death, and not more than a few American corporations and civilians got rich for their “service.” Some people even earned medals. 

Chandrasekaran reports one absurdity after another in an aggressive news style that doesn’t stop to comment or analyze. Why bother when you have nuggets like these? 

Undersecretary of Defense Douglas Feith predicted the CPA would need 90 days to accomplish the transition. 

Private security guards earned $1,000 a day protecting American viceroy Paul Bremer. 

Bremer disbanded the Iraqi military. 

Prospective CPA staffers were asked if they supported Roe vs. Wade in job interviews. 

CPA worked on a debit card idea for Iraqis, yet there were no ATMs in the country. 

Denizens of the Green Zone got their news of Iraq by watching Fox News Channel. 

There is more, much more: Nearly half of CPA’s employees had never been abroad before being hired. Exactly three men had the job of privatizing Iraqi’s state-owned industries. A similar job undertaken when Germany reunited took 3,000. A 24-year-old man without any background in finance found himself in charge of reforming the Iraqi stock market. 

It goes on like this for 320 pages without any levity or irony. Thanks to Chandrasekaran’s potent book, we finally know how the fiasco of occupation happened on the ground. New questions now need to be asked. For example: 

Who is going to be held accountable? When is someone going to jail? When are the people who once boasted they “drank the Kool-Aid” in support of preposterous CPA initiatives going to raise their right hands in front of a Congressional committee and get roasted alive on live television? That’s the kind of “reality TV” all Americans need to watch as soon as possible.
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Pentagon Buttressing Its Public Relations Efforts 

From Associated Press, International Herald Tribune, 30 Oct 06

WASHINGTON – The Pentagon is buttressing its public relations staff and starting a rapid response operation akin to those used in political campaigns as Defense Secretary Donald H. Rumsfeld faces intensifying criticism over the Iraq war.

In a memo obtained by the Associated Press, Dorrance Smith, assistant secretary of defense for public affairs, said new teams of people will “develop messages” for the 24-hour news cycle and “correct the record.”

The memo describes an operation modeled after a political campaign — such as that made famous by Bill Clinton’s successful 1992 presidential race — calling for a “Rapid Response” section for quickly answering opponents’ assertions.

Another branch would coordinate “surrogates.” In political campaigns, surrogates are usually high-level politicians or key interest groups who speak or travel on behalf of a candidate or an issue.

The plan would focus more resources on so-called new media, such as the Internet and Web logs. It would also include new workers to book civilian and military guests on television and radio shows.

Pentagon press secretary Eric Ruff did not provide the exact number of people to be hired, or the costs.

Rumsfeld has complained bitterly that the press focuses too much attention on bad news coming out of Iraq, and not enough on progress being made there. As an example, during a trip to Nevada earlier this year, he said he was deeply troubled by the success of terrorist groups in “manipulating the media” to influence Westerners.

“That’s the thing that keeps me up at night,” he said during a question-and-answer session at a naval base.

The Pentagon public relations changes, in the works for months, come as voters prepare to go to the polls next week with the war in Iraq as a key issue. Polls suggest that the Republicans could lose their majority in the House of Representatives, and perhaps the Senate, too.

The new public relations plan began to take concrete shape on Friday as new construction began in the E-Ring, the Pentagon’s outermost corridor, to accommodate new hires.

Ruff said Monday that the reorganization, spearheaded by Smith, will help the department “set the record straight” and provide accurate, timely information.

He denied that the effort was set up to respond to the eroding public support for the war, or that it was aimed at helping in next week’s elections. He also said he would not call it an “information operations” program, which generally refers to a propaganda-type campaign.

Ruff said the effort grew out of Rumsfeld’s criticism of the department’s communications capabilities, which the secretary compared unfavorably to how quickly and effectively terrorists can get their message out.

“If I were grading I would say we probably deserve a ‘D’ or a ‘D-plus’ as a country as to how well we’re doing in the battle of ideas that’s taking place in the world today,” Rumsfeld said during a visit to the Army War College in March. “I’m not going to suggest that it’s easy, but we have not found the formula as a country” for countering the extremists’ message.

“We’re trying to do better than a D-plus,” said Ruff.
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