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Billboard Ads, Posters Offer Baghdad Hope against a Backdrop of Despair 

By Hamza Hendawi, Associated Press, 15 October 2006

BAGHDAD, Iraq - Thousands of posters and billboards dot Baghdad with messages of hope for a city of gloom, where residents largely stay home, afraid of the streets, their pain and grief deepening every day amid unending violence.

“No matter how strong the storm, it will go away in the end,” declares the message on one poster, with a picture of a worried young woman clasping a boy to her body, her hand protectively placed over his head, her hair fluttering in the wind.

Hundreds of copies of the poster - and at least one giant one on a billboard - can be seen throughout the city, pasted on concrete blast walls and outside buildings.

Even with the attempt to instill hope, the messages, sponsored by the government, are an unusually blunt acknowledgment of just how grave conditions have become.

“You have the power to pull Iraq out of this darkness,” declares another billboard overlooking a square. The words are inscribed next to a burning map of Iraq painted in the red, black and white colors of the country’s national flag.

The images are in stark contrast to the blitz of upbeat street ads that filled the Iraqi capital in the two years after Saddam Hussein’s ouster in 2003. Those showed optimistic Iraqis casting ballots or engaged in rebuilding. They prescribed democracy as the key to a better life and free elections and a new constitution as the tonic for the ills of society.

During two general elections last year, there was hardly a wall in Baghdad not plastered with candidates’ campaign posters.

U.S. and Iraqi authorities have long used billboards and posters to get their message out to a public confused by the rapid change that followed Saddam’s overthrow. As far back as early 2004, authorities used posters and billboards to rally support for the country’s nascent security forces in the midst of a growing Sunni insurgency. The U.S. military at times put up

posters with congratulatory messages to Iraqis on religious occasions, trying to counter its image as a foreign occupier.

The use of images is a particularly important part of Iraq’s public life. 

Portraits of key religious figures, including some who died centuries ago, hang in homes and streets by Iraq’s Shiite majority to display their religious identity and their post-Saddam political empowerment. 

But the new crop of billboards and posters in Baghdad reflect the dark mood resulting from a marked worsening of conditions in the Tigris River metropolis, where contemporary reality has made a cruel joke of its former boast of being “the city of peace.”

Iraqis had adjusted to suicide bombings and other attacks by Sunni insurgents. But for the past six months they’ve faced a new brand of violence, sectarian killings blamed on Shiite death squads and reprisal slayings by Sunni militants. The violence, in which neighbor is turned against neighbor, is deadly and deeply demoralizing.

“Two years ago, I thought it could not get any worse than this,” said barber Qais al-Sharaa. “But it has every day since.” In view of his shop was a giant billboard reading “Terrorism has no religion,” with the word “terrorism” in red and dripping what looks like blood drops. 

The sectarian violence has centered on Baghdad, and security operations by U.S. and Iraqi forces have brought little relief.

The city witnessed an average of 36 attacks a day in the past three weeks, an increase of nearly 30 percent over the preceding seven weeks and 60 percent higher than from mid-March to mid-June, according to U.S. military figures.

The sight of what in any other world capital would pass for a nightmare has become the daytime reality of Baghdadis. On any given day, citizens step from their homes to see police trucks loaded with dead, blood-drenched corpses, the beheaded bodies of men snatched from their homes or workplace by gunmen in police uniforms, body parts strewn across a street or dangling from a roof in the wake of a bombing.

Many residents, therefore, are holed up, going out only when necessary. Traffic has thinned, and the once congested streets and sidewalks are nearly vacant by late afternoon, hours before a sunset curfew that has been in place for months.

Baghdad has an unemployment rate of a staggering 30 percent. Power outages are routine and last up to three days at a time. The price of gasoline has risen by as much as 12-fold since Saddam’s ouster and fuel is often scarce.

A sign on Mansour street in central Baghdad _ once a thriving commercial district that now is frequently hit by bomb blasts _ speaks to two of the city’s worst problems, security and uncollected garbage.

“Uncollected garbage attracts explosive devices as well as rats,” the sign warns. Insurgents often conceal roadside bombs in garbage. Like much of the capital, Mansour Street is now defined by ubiquitous concrete blast barriers, security checkpoints and barbed wire that has snagged windblown plastic bags.

The owners of one of Baghdad’s best known pastry shops, also on Mansour Street, have given up on replacing the glass on the store’s front windows after several blasts shattered it. Al-Khaski’s now has concrete wall instead.

“The sight of Baghdad streets remind me of the tragedy in which we live,” said Ibrahim Haidar, a 41-year-old father of two who lives in the volatile New Baghdad district. “It makes me feel I could die any second.”

Yet, against all odds, the street ads try to offer some hope to a city teetering above an abyss of failed statehood and civil war.

The billboard shows the dark silhouettes of arms stretched skyward as if from a grave in front of a melancholy, dusky sky. The message: “The will of honorable people will enable Iraq to rise.”
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B/413th Civil Affairs Unit Establishes Bonds with Local Population

By Sgt. 1st Class Kathy Kyler, CJTF-HOA, 16 Oct 06

New schools, clinics and water wells are nice, even essential in the Horn of Africa, but it’s the personal contact between members of the U.S. Army’s B/413th Civil Affairs Unit and the local populations that makes the real impression. 

This bonding enhances the appreciation for the medical clinics, schools and water wells the CA unit provides the people of Kenya, Seychelles and Uganda.

The unit, assigned to the Combined Joint Task Force - Horn of Africa, deployed three teams throughout the Horn of Africa during the summer and fall. One of their duties is to establish relationships with the local populations and to determine the needs of these residents.

“It is all about the personal relationship we cultivate in the areas where we deploy,” explains 1st Lt. Steve McKnight, team leader. “People appreciate the schools, wells and medical and dental clinics that we [build in] the area….but it is the human dimensions that endears civil affairs to the local community.”

This is the second tour in the Horn of Africa for some of the Soldiers in the unit. But for the majority, it is a first-time deployment and quite a learning experience in African culture. These Soldiers enjoy sharing the Western culture with the local population and learning all about the diverse cultures they find themselves immersed in. 

These Soldiers are working every day; they complete surveys, help provide school supplies for primary and secondary schools, develop water wells, buy and distribute medical supplies. They work side by side with Partner nation doctors and nurses helping local school officials renovate their facilities. They also help local farmers with veterinary problems. 

They coordinate all this through the local U.S. Embassy, U.S. Agency for International Development, Partner nation employees and international non-governmental organizations.

All members of this civil affairs unit consider this a rewarding challenge and are proud to do their part in the Global War on Terrorism, McKnight said.
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Jihadis Provide Internet Training for Female Mujahideen

By Abdul Hameed Bakier, Jamestown Foundation, 17 October 2006

The use of female suicide bombers by Islamist militant groups in countries such as Iraq, Jordan, Afghanistan and Indian Kashmir has exceeded the traditional constraints that Salafi-Jihadi ideology imposes on women. Observers of jihadi cyber activities have noticed an increase in the number of websites dedicated to mujahidat (female mujahideen), linked either directly or ideologically to al-Qaeda. The physical and spiritual preparation of the mujahidat has recently spread to many jihadi websites.

In their quest to better prepare for jihad against “Zionists” and “crusaders,” it is well known that Salafi-Jihadis are attempting all possible methods to present military training to their followers through secret camps in Afghanistan, Iraq and through literature available on the internet. What might be a new practice for the jihadis is the training of mujahidat. Even though it is not the first time that Muslim females have participated in high profile jihadi operations, Islamist websites have only posted female jihadi training documents recently. Some of the postings are of a non-combatant nature, directed at medical assistance; however, interviews with female mujahidat in Afghanistan, Palestine and elsewhere indicate that female Islamists are being trained for military operations also.

In an interview with a mujahidah in charge of training women in Afghanistan by an Arab Islamic site on March 12, 2003, the woman identified herself by the alias Umm Osama bin Laden (the choice of alias shows her endearment toward Osama bin Laden) and said that women of al-Qaeda had been active in furthering the organization’s cause and managed to stay out of the limelight and scrutiny of the enemy. “The mujahidat are trained in camps in Afghanistan and through the internet,” Umm Osama said, adding that the mujahidat know how to use M16 assault rifles, AK-47’s, hand grenades and pistols. According to Umm Osama, although females are currently tasked with reconnaissance and gathering intelligence, providing logistical support and conveying messages between mujahideen leaders, they have received training on explosives and suicide operations which will be carried out in the future.

The female suicide bombers in Palestine inspired this shift in al-Qaeda’s female jihadi assignments, and these new militants are threatening to perpetrate attacks against the United States. Umm Osama asserts that the female section of al-Qaeda is multinational and reports to Mullah Saif al-Din who, in turn, reports directly to the Taliban and Osama bin Laden (http://www.arabneed.com, March 12, 2003). Even though Umm Osama retracted her adherence to Salafi-Jihadi ideology and allegiance to al-Qaeda in 2005 after being incarcerated by the Saudi authorities and exposed to an ideological modification campaign called Hamlat al-Sakeena (serenity campaign) by the Saudi Ministry of Religion, information she shared with the supervisors of the Serenity Campaign indicates that not all trained mujahidat were dissuaded and quit al-Qaeda.

In the same context, another mujahidat site posted first-aid training for females needed on the battlefield. The writer states that the first-aid medical practices will enable the mujahidat to save the lives of male mujahideen injured on the various jihadi fronts. The training consists of 12 subjects that explain, in brief, how to give injections, how to create stretchers to carry the wounded, how to perform artificial resuscitation, how to apply a tourniquet, how to handle broken bones and how to treat gunshot wounds. The postings are basic and lack practical information. Nevertheless, they could be of use in a battle situation (http://mm5.jeeran.com).

Another jihadi site posted more serious female mujahidat training, used from the materials of the al-Qassam Martyr Brigades in Gaza (http://www.tawhed.ws, August 21, 2005). Albeit no tactical training details were given in the al-Qassam female training report, the posting contains photographs of women, covered from head to toe, training on AK-47 assault rifles and RPG launchers. Furthermore, the resolve and enthusiasm of women to perpetrate suicide bomb attacks was reiterated in a brief interview by a female trainee who was training for the use of explosives and booby traps on the same website. The trainee said, “We consider this hard and dangerous training as worship to God. By implementing this training, we will achieve one of two merits, victory or martyrdom.” She added, “women like Rim are a crown on our heads,” referring to the first Hamas female suicide bomber Rim Salih al-Riyashi, who blew herself up in January 2004at the Palestinian workers’ terminal at the Erez industrial park checkpoint in Gaza.

It is not an easy task to prepare and send male suicide bombers to their death since it requires convincing them to leave everything behind. Female suicide bombers, moreover, have even more to lose when they take their own lives since they often leave behind orphaned children, such as in the case of al-Riyashi. Therefore, if it takes months of brainwashing through religious lectures in a strictly religious and spiritual environment to prepare male suicide bombers, it may take longer to convince a female to undertake suicide operations. Suicide is forbidden in Islam, but some Islamic authorities are still divided about the legality of suicide when it involves killing enemies in the process. If al-Qaeda is able to increase the number of women engaged in the jihad, counter-terrorism and security forces will need to better prepare for this new threat.

Table of Contents


On Winning Hearts and Minds

By Brig. Gen. Huba Wass de Czege, Army Magazine, August 2006

For American and allied statesmen and generals, winning the complex contests of force of this century, whether they involve warring, policing or both in combination, will increasingly depend on winning the hearts and minds of two different groups of people—those at home and those among whom such contests are waged. This will be true whether the contest is with another state, as those in the recent past with Panama, Haiti, Serbia, Afghanistan and Iraq, or with violent political movements, such as those being encountered in Afghanistan and Iraq today. Statesmen and generals cannot ignore the will of their own polities, and in modern times it has become increasingly prudent to court the people on the other side as well. Populations, friend or foe, can help or hinder. And installing a new government or supporting the counterinsurgent efforts of an ally under siege will require the patient support of the home population and the help of the governed abroad. While this is really an ageless problem, many challenges of winning hearts and minds are unique to our time. Consequently, 21st-century military doctrines must be built on a deeper understanding of how human beings think and how ideas are propagated through societies. The purpose of this article is to introduce some rigorous new ways to think about the art and science of winning hearts and minds. 

We will have to reframe the way we go about doing it and will need ways to make our messages contagious to the specific people whose support we seek. We will have to identify the few key people necessary to transform the message into an epidemic mass movement, and we will need to be mindful of and shape the environment into one that will propel rather than choke off the epidemic. This suggests not 20th-century, industrial age, centralized, homogenized and mass-produced approaches, no matter how high-tech and glitzy, but localized, nuanced, decentralized, grass-roots-up and highly focused approaches that concentrate resources on a few key areas. This is what the winners in the 21st-century marketplace are doing, and this is what statesmen, generals, colonels, majors, captains, lieutenants, warrant officers, sergeants, corporals and privates will have to do together in the complex contests of force we now face. 

In the 20th century, the strategic aim of conquest was to replace hostile regimes with independent ones—not colonies, but responsible partners in the international system. Such wars imposed huge reconstruction costs on the victors. In the 21st century, powers have become more sensitive to these costs from the outset. They enter war with rules of engagement that try to balance military necessity and political objectives. The notion of winning the hearts and minds of the citizenry, however, is not yet central to early war planning, and seems to occur most often as an afterthought. The experience of the many complex contests of force of this century suggests giving primacy to this effort, as the logic of proper backward planning would suggest. 

Successful 20th-century insurgents and counterinsurgents took into account the socio-political effects of their actions on the general populations of the country being contested, and 20th-century warfare among nation-states could succeed without undue concern for the hearts and minds of the people either at home or in the enemy country being “liberated” from tyranny. Citizens of 20th-century democracies, like the United States, Great Britain and France, might debate long over whether to go to war, but once duly constituted authorities took that step, all but a few citizens united behind the effort. Patriotic peer pressures, even in democracies at war, were so much greater then than they are today. It was considered high patriotic duty to trust the national leadership and unify to avenge the wrongs that caused the war. Few citizens had personal contacts in the enemy country. Those who did, especially if they had kin there, were suspected of divided loyalties. In the World War II United States, most ethnic Japanese spent the war in internment camps. For most citizens, the enemy was a distant, strange and dehumanized abstraction. 

Once people were mobilized for war against an enemy country, there was little differentiation between the enemy regime and its citizens. In fact, citizens were considered complicit in whatever wrongs were committed. This was particularly true of the two world wars. The Geneva Conventions and the Law of Land Warfare were the only constraints on the treatment of noncombatants by the military. Some national armies were more scrupulous than others, but many millions of noncombatants were killed, injured or maimed as a normal consequence of industrial age war machines, especially in Europe and Asia. Rules of engagement for soldiers, sailors, airmen or marines were rarely stricter than these conventions required. 

A phenomenon now commonplace was then only in its infancy. During the long war in Vietnam, while Americans were attempting various ways to win the support of the populations in South Vietnam and counter the will of those in the North, the Communist Vietnamese were trying to win the support of Americans at home as well as turn world opinion against the American effort. 

For several significant reasons the enemy is now a far less distant, strange and dehumanized abstraction. It is more commonplace to differentiate between the enemy regime and its citizens, and the contest for hearts and minds has become a crucial, many sided and complex contest. These trends will continue. The most significant reasons for these changes came about as recently as the last decade of the 20th century. They have the potential to bring about surprising political change at pandemic speeds and proportions.

Global satellite, wireless and fiber optic cable technology expanded the scope, intensity, intrusivity and quality of global media coverage. Distant newsworthy events and problems are no longer dehumanized abstractions. Human suffering is recognizable globally for what it is. All sides have rapid access, the ability to capture the attention of billions of people and the savvy to spin their messages in their own interests.

When Cold War barriers fell, personal contacts and business with another one-third of the human race became possible. The population behind the Iron Curtain was educated, sophisticated and eager to reach across the former divide. The Internet provided a way for people of similar interests to form virtual communities regardless of geography or kinship. 

The resulting global transparency and the new technical capabilities that facilitate it have intertwined people’s lives radically. This is very apparent in how people make their money, spend it and invest it for retirement, especially in the United States and the most developed democracies in Europe and Asia. (Closed tyrannies are the least affected.) In an increasing number of modernizing countries with open economies and improving governance, the economic enterprises that pay salaries and dividends sell globally, buy materials and services globally, draw investment funds globally and invest their retirement funds globally. Global supply chains mean a wider variety of products, at increasingly lower cost for equivalent quality for virtually all households. 

The full political implications of all this are far from clear, but this much is discernible: communities of interest cross national boundaries much more easily and extensively today than in the 1960s when the disaffected anti-war movement in the United States communicated with the Communist Party in Vietnam. During the war between NATO countries and the Serbian Slobodan Milosevic regime over genocide in Kosovo province, many of the most educated Serbs, those of the budding middle class of entrepreneurs and technicians, were more interested in economic development and the dream of eventual political and economic integration with the regime’s enemies than in supporting their national leader. The precise destruction by NATO aircraft of property and the economic infrastructure as well as the threats to their safety caused many Serbs to rally to their natural internal enemy, the nationalist tyrant. In many instances in the future, current trends will favor the developed democracies in transnational transactions.

It will be increasingly important to identify and take into account such transnational affinities. At a minimum, one should not antagonize potential allies needlessly, and military planners have increasingly come to recognize this. Rules of engagement have become more specific and of greater strategic importance. Even when soldiers engage in warfare with other states, they may also make war against stateless allies of the enemy state while they cooperate with some social groups or communities within it, compete with some and maintain neutrality with others. 

Population densities are increasing everywhere, especially in underdeveloped and failing states. Knowledge of social dynamics and the cultural mosaic will matter more. What “the people” think, the decisions they make and the actions and mass movements that flow from them will matter more. In fact, success in war will hinge on the ability to influence the decisions of various audiences to support or impede one side or the other. Similarly, success in policing operations, which I wrote about in my last article in ARMY Magazine (July), will depend greatly on influencing various groups to trust their present security and future prospects to the governments we support rather than to extended families, clans or tribes that make their separate accommodations with violent political movements or organized crime. 

While it was never easy and Americans rarely mastered it, winning hearts and minds will be more difficult than ever in this information age. There will be no whispering to the home audience without adversaries also listening in. There is more than one people to win or keep neutral. Often there are several peoples with competing agendas, and they all are listening no matter to whom your message may be directed. The people today are much more savvy than those in 20th-century wars. Thus the message has to be far subtler, and the messenger cleverer. Crude and broad appeals are more inclined to backfire. Not only will unsubtle kinetics tend to drown out soft power maneuver and information operations, but even necessary security measures that inflict short-term pain for long-term gain may be impossible to implement (for example, British Gen. Templer’s strategic hamlet program for Chinese squatters during the Malayan emergency).

Finally, there is the problem of clutter. People the world over are becoming immune to high-tech communications and clutter at the very time we in the services are becoming more seized with the need to maximize our high-tech communications advantages and sophisticated information operations. People overwhelmed with new forms of communications tend to pay less attention to it. In a crisis, people are less likely to heed the advice of a stranger, even when that stranger speaks to them in the privacy of the home while safely surrounded by family and friends. We will need to engage people during crisis and cause them to change their behavior. That will remain a tall order.

The good news is that the science of how people think and how social groups are influenced is advancing, and two books by Malcolm Gladwell, Blink and The Tipping Point, make that science readily available to those of us whose predominantly hard science precommissioning education kept us away from such soft sciences. 

In The Tipping Point, Gladwell shows us why epidemics are useful metaphors for shaping our thinking about winning hearts and minds. His ideas should affect every thinking military professional with a message to peddle (“surrender to me”) or a campaign to promote (“support a new democratically elected government”). In fact, his ideas should shape the way we all look at every military operation in the 21st century. 

This notion of a tipping point seems to apply to social phenomenon particularly. Ideas pass a certain point in popularity or acceptance and then they tip. 

We assume, intuitively, that neighborhoods and social problems decline in some kind of steady progression. But sometimes they may not decline steadily at all; at the tipping point, schools can lose control of their students, and family life can disintegrate all at once.

What was gradual arithmetic progress or stasis before, suddenly changes at a dramatic geometric rate. Anyone who has ever been in a combat unit that has panicked, or observed it in the enemy force, has witnessed a virtual epidemic of fear seize the previously brave. It can happen incredibly fast and unexpectedly. Historians have highlighted the dramatic collapse of France in May 1940. We have all stood by as the former Soviet Union collapsed rapidly and inexplicably. Some recently had a hand in the rapid collapse of the Taliban in Afghanistan and the Saddam Hussein regime in Iraq. Many have firsthand experience of the surprising and rapid rise of violent resistance in Iraq. What Gladwell says about tipping points should not surprise us. It is useful to know how and why they occur. 

One of Gladwell’s examples is the dramatic drop in murders and other serious crimes in New York between 1992 and 1997. 

In 1992, there were 2,154 murders in New York City and 626,182 serious crimes, with the weight of those falling on places like Brownsville and East New York. But then something strange happened. At some critical point, the crime rate began to turn. It tipped. Within five years, murders had dropped 64.3 percent to 770. In Brownsville and East New York, the sidewalks filled up again, the bicycles came back and old folks reappeared on the stoops.

Gladwell points out that when something like this happens, different professions will attribute the change to different causes. Each will make a diagnosis that explains the change from their particular frames of reference, but each diagnosis will reveal causes that would explain only steady arithmetic progress, not the dramatic change in evidence. In the New York example, the police, criminologists and economists all identified different long-term trends. The puzzling gap between the scale of changes and the size of the effect intrigued him. He noted, “Humans are socialized to make rough approximations between cause and effect based on the idea that what goes into any transaction or relationship or system must be directly related, in intensity and dimension, to what comes out. We tend to think in arithmetic progression analogies, not in geometric ones. That little changes can have big effects is a fairly radical idea.” 

After examining many such social epidemics, Gladwell concludes that “ideas, products, messages and behaviors spread just like viruses do.” Epidemics of disease are a function of three things: the people who transmit infectious agents; the agent itself; and the environment in which the agent is operating. When this system is jolted out of equilibrium, it tips. Some change (and it may be very small) has happened in one or more of these areas.

What happened in New York is that the small number of people in the small number of situations in which the police or the new social forces had some impact started behaving very differently, and that behavior spread to other would-be criminals in similar situations. Somehow, a large number of people in New York got infected with an anticrime virus in a short time.

The Tipping Point answers two basic questions. Why is it that some ideas or behaviors or products start epidemics and others do not? And what can be done to deliberately start and control positive epidemics of our own? He begins by identifying the fundamental mechanisms at work: the contagious agent (or contagious idea) and the several little changes at the margin that unexpectedly have very big effects in a relatively short time. There is no reason for us to conclude that winning hearts and minds follows any other mechanism or process. 

Gladwell argues convincingly that social movements, such as winning hearts and minds, are propagated primarily by word of mouth, and, paradoxically, that word-of-mouth epidemics are becoming more, not less, important. The flood of information coming at people overwhelms their ability to make judgments. Thus they rely more and more on very primitive social contacts, traditional forms of communications and the people in their lives whom they respect, admire and trust. Among the latter there are three kinds of people who play key and very specialized roles—Mavens, Connectors and Salesmen. 

Research and experience tells us that people adopt new ideas at widely different rates. These are easily represented on a bell curve. At the near end there are a small handful of innovators or visionaries, followed by a slightly larger group of early adapting opinion leaders. Then follows the big bulge making up the early majority and the late majority. At the tail are the laggards. It is essential to understand the different motivations of each group and the fact that they do not communicate well among themselves. Visionaries want revolutionary change and are willing to take huge risks to achieve it. The early majority are pragmatists. Change must fit into the world of complex arrangements they inhabit, and they must see a pragmatic improvement. The late majority are conservative conformists. If it appears to pan out for the early majority, they do not want to be left behind. The laggards are the archconservatives. The problem is the usual chasm between the visionaries who “get it” quickly and easily with little translation, and the majority who may have trouble even making sense of the new idea, never mind finding it practical or personally advantageous. Mavens, Connectors and Salesmen together make up the bridge between visionaries and the pragmatists. The key lies in finding them and getting their help.

Some people matter more than others in the winning of hearts and minds. We are all familiar with the finding of sociologists that in most organizations, 20 percent of the people do 80 percent of the work. Studies of social epidemics indicate that most of the work is done by a tiny fraction of unusual personality types. 

All people do not pass along ideas at an equal rate. Most people live and move within a small circle of fellow workers, close friends and family. Some have more contacts to share ideas. Some few are extraordinary Connectors because their worlds are large and open-ended. They occupy many different worlds and subcultures. This is something intrinsic to their personality, a combination of curiosity, self-confidence, sociability and energy. The best way to get through a door is through a social contact. Connectors network even through weak ties or acquaintances. When an idea gets the approval of these people, many get exposed to it quickly. Connectors possess raw transmission power. They are naturally and irrepressibly social. Finding them within any community should not be difficult. They may find you. 

Mavens, the information brokers within their large networks, inordinately influence Connectors. If anyone knows who can be trusted to have sound judgment on any important subject, it will be the Connector. He will know that these people are not necessarily the people with the highest social standing in the community. Just because a person has a high social standing in a specific society does not mean that he or she is an opinion leader in a particular field of knowledge. Interests among people differ widely, and the propensity to be and remain informed on any subject is not evenly distributed. Mavens are people who are naturally intrigued by and naturally pursue knowledge about a particular subject. 

Not only are Mavens keenly interested in new knowledge about their favored field, but they are compelled to form judgments and pass them on to all who will listen. Their motivation is purely social—an automatic and reflexive desire to be informed and helpful in sharing knowledge. What makes them important is not only what they know but how they pass it along. The message “The British are coming!” was carried by a volunteer, riding on a cold night, with no personal agenda other than concern for the liberty of his peers. Gladwell concludes that Paul Revere was probably both a Connector and a Maven. As a Connector he knew exactly whom to contact in every village and settlement along the way. As a Maven of Colonial politics, it was natural that the tip-off about the possible British operation would find its way to him, and he was compelled to tell every person he saw along the route. All he needed was confirmation by the lookout and the signal of whether by land or by sea. The result was a very large turnout indeed. For years people thought that the small turnout generated by the parallel ride of William Dawes that very same night was because he passed through Loyalist areas. Not true. He was neither a Maven nor a Connector. 

Finding Mavens is more difficult, unless you set Maven traps, as savvy businesses do. The cost of finding and converting these rare people is well worth it. Such traps usually involve a special offer of information on their favorite subject.

Mavens, however, are not persuaders. For social epidemics to start, some people, including the groups identified by studies as early adopting and early majority types, have to change their minds and be persuaded to actually do something. Salesmen have the specialized skills to persuade those who are unconvinced by the messages they hear. A few persuaded Salesmen are essential to starting a hearts and minds epidemic.

Who are these Salesmen, what makes them so good and how do we recognize them? Studies show that Salesmen have a kind of natural exuberance, honestly love helping people and are particularly gifted at making rational, clearly articulated and cogent arguments. To be effective, they have to believe in what they are selling. What separates a great Salesman from an average one is the number and quality of answers to objections commonly raised, and the ability to judge what kind of responses work best with what kinds of people. But there is one more vital factor that makes great Salesmen. They can build a level of trust and rapport more quickly and credibly than others and when they sell something they like or believe in, their nonverbal cues, like smiles and nods, communicate powerfully. 

When a Salesman sells, there is no ambiguity in the presentation of the message or its delivery. When two people talk, what really happens is an elaborate and precise dance. Beyond talking and listening in turn, each partner underscores words and meaning with facial expressions and hand, arm and body movements while the other responds in kind and in rhythm. These forge a bond or not. Salesmen have more mastery over this reflex than others. Research reveals that they can draw people into their own rhythms and dictate the terms of the interaction. Research also reveals that an elemental communication among humans is to naturally imitate emotions of support and caring. Emotions are shown to be contagious. Some people are better at sending emotions than others and are thus more influential than others. All such subtle nonverbal cues and communications are as important as verbal messages, sometimes more so, especially when this person is known, loved and trusted already. 

Salesmen should not be difficult to recognize in any community. They are the likeable people who exude charm, enthusiasm and that recognizable something more difficult to put your finger on. They are naturally energetic positive thinkers. And, as the example of Paul Revere illustrates, sometimes one person can be more than one of these valuable types of people, but these will be very rare.

But the most important point for soldiers and marines engaged in the current deadly struggles for hearts and minds is that all contenders will vie for the allegiance of the few Connectors, Mavens and Salesmen in every rural village and urban community. The importance of knowing the people among whom these struggles are waged boils down to finding and converting these few. 

To start an epidemic, Connectors, Mavens and Salesmen have to have a memorable message to pass on. As much as we would like to believe that the inherent quality of ideas makes them contagious, Gladwell’s research reveals that small and seemingly trivial things make messages stick. 

Not only do epidemics tip because of the extraordinary efforts of a few select carriers, but also because something happens to transform the epidemic itself; the strains change to become more resistant to people’s immune system. An idea becomes more appealing to a target audience. Research indicates that there are specific ways of making a message memorable, such as relatively simple changes in presentation and how the information is structured. Gladwell argues that for messages to have the maximum impact on all their intended audiences, inordinate efforts will be required to ensure that busy practical people of a culture foreign to ours not only hear and remember what we are saying to them, but find it attractive enough to take certain risks to act as we desire. We cannot assume that this will be easy or self-evident, because contagiousness is often an unexpected property.

Conventional advertisers believe in speaking loudly and often enough—the rule of six hearings—to make a message memorable. They wage war on competing clutter with humor, splashy graphics and celebrity endorsements. Such methods are less effective than it is believed, and they are often impractical in a combat zone. Worse still, such tactics can also alienate or invite ridicule. 

A combat zone has its special kind of clutter. Some of those who are clamoring for attention have hostile intent. This is the first hurdle to overcome before any community will even listen. More on this in the discussion of shaping the context. 

To start a hearts and minds epidemic, the message must have five essential qualities. First, it must be credible. Americans, Pushtun villagers and Sadr City residents will not find the same truths equally credible. An incredible message may be true, but it will not be entertained seriously. And as much as we would like to spin a purse out of a sow’s ear, such attempts generally backfire. Therefore, second, the message has to be verifiable locally and by the intended audience. It is essential to think through how local people can verify it. Third, it must be understood in the way it was intended. Local testing for this quality is vital. Fourth, the message must apply to people personally and concretely, not abstractly. For instance, how will supporting this election process at this time affect their lives? And finally, how they can act on it in their local community must be unambiguous. Localized and clearly conveyed instructions are essential. 

All this sounds like common sense, and it is, but following such rules without shortcuts is difficult and rarely done. What makes sense to one cultural community may not to another. Cross-cultural communications and communicating with several different cultural communities at once can be very tricky. It takes patience, persistence and some trial and error; however, small and seemingly trivial things make messages either contagious or counterproductive. And then there is the competitive nature of the contest when the opposition is not bound by truth in advertising rules. In fact, to win, all he has to do is cause you to fail. 

Epidemics are sensitive to the conditions and circumstances of the times and places in which they occur. In fact, studies have proven that people are extremely sensitive to context. They respond to signals in their physical surroundings and take cues from their social environment. 

James Q. Wilson and George L. Kelling are authors of the so-called broken window theory. They say that features of our environment provide a strong impetus to act a certain way. While we tend to explain behavior in terms of personal attributes, the truth is that a troubled person may be tipped toward crime by something as simple as everyday signs of disorder like trash in the streets or graffiti. These send a strong signal that says, “No one cares, and no one is in charge.” 

When the crime epidemic in New York City was turned around, key city leaders believed in this theory and put it into practice. Many now believe that in addition to the other positive changes at work, the vigorous implementation of this theory, first in the subway system and then generally throughout the city, tipped the rising crime wave dramatically. 

Often it is within our power to change the signals that invite crime or dysfunctional behavior in the first place. The principle is to begin somewhere and show steady, inexorable progress. In New York, officials began reclaiming the subway system one train and one line at a time. Once reclaimed and secured, these areas were not allowed to become unsecured again. Then they moved area by area to what they called quality of life and other petty street crimes. In the process of catching petty criminals, they also swept up perpetrators of more serious crimes. The New York authorities thus sent a clear and unambiguous message of unremitting progress and no prospect of retreat to potential criminals. 

This principle has been put to use in Iraq and elsewhere by various commanders and in various ways, within their capacity and resources. But for such approaches to work, commanders require enough resources, strong support from above and a sustained effort over time. And they must first meet the people’s fundamental expectations of any government—it must keep them safe, secure their property and facilitate their livelihood, and not just now and then, but, to a reasonable extent, always. When people fear the consequences of acting on the message being sent, it does not matter how memorable it is, no epidemic will follow.

Small, close-knit groups have the power to magnify the epidemic potential of a message or idea. This is another example of how context affects the course of social epidemics. We are all susceptible to peer pressure and social norms. Psychologists tell us that when people are asked to consider evidence or make decisions in a group, they come to very different conclusions than when they are asked the same question by themselves. The spread of any new and contagious ideology can be accelerated with the skillful use of group power.

People with an idea to sell have long realized the value of creating a community around new converts where those new beliefs can be practiced, expressed and nurtured. This is one effective way to make a fundamental change in people’s beliefs and behavior. One successful strategy for rapidly propagating a contagious message through history has been to collect the most enthusiastic followers in a particular area into close-knit societies. In this way one super Connector/Maven/Salesman, through occasional visits, can tie many groups together, while daily group dynamics reinforce basic tenets of the movement while they are away.

The rule of 150 refers to the largest number of people who can be in a close-knit group. It is supported by a concept in cognitive psychology called channel capacity, the limited amount of space in our brain for certain kinds of important social information. Neocortex size correlates with social group size in primates. The larger the neocortex, the larger average group they live in. Brains enlarge to handle the complexities of large social groups. Not only do social beings have to know everyone in the group, but they also have to know how everyone gets along and relates to everyone else. In a group of five people that makes 10 separate relationships to understand. In groups of 20, the number of separate two-way relationships to know and remember is already 190. Even a small increase in group size creates significant additional social and intellectual burdens. Scientists believe that 150 represents the maximum number of individuals with whom humans can have a genuine social relationship. Anthropological literature confirms this number again and again. In one study, 148.4 were the number of people in the villages of 21 separate hunter and gatherer societies across several continents. The size of companies of soldiers across many nations and centuries has remained steady at no more than 150. At this size, orders can be implemented and unruly behavior controlled on the basis of personal loyalties and direct man-to-man contacts. With larger groups, this becomes impossible. Beyond this number, people become strangers to each other, and division into separate groups appear, loyalties divide, disputes erupt. Smaller groups are more close-knit and share trust.

The rule of 150 has several important implications for winning hearts and minds. Below that number, people are more easily infected by the group or community ethos. Such groups are powerful incubators for ideas because people can more easily agree and act with one voice. They can also coalesce and successfully counteract the poisonous surrounding contextual influences. Unity comes from sharing a common relationship.

Groups that adhere to the rule of 150 also have one other very powerful property called transactive memory. This is more than the sum of ideas and impressions stored in individual brains, but people in close-knit groups also store knowledge about who in the group knows what about what. People create an implicit joint memory. 

Since mental energy is limited, people in such groups can concentrate on what each knows best. Truly knowing a person means knowing their skills, abilities and passions—what they like, what they do, what they want to do, what they are truly good at doing. It also means trusting someone else to know things in their specialty. This gives the Mavens in the group much more power to infect others. It’s the recreation at the organizational level of the kind of intimacy that exists in a family.

This kind of intimacy makes groups of less than 150 much more effective and incredibly efficient at adaptation and competition—entrepreneurial. Opponents in the 20th century were made up of large monolithic hierarchies. Today, there is much more likely to be many small and relatively diverse organizations loosely held together by one compelling and contagious idea. These are groups that exploit the bonds of memory and peer pressure.

As Gladwell says, “One paradox of social epidemics is that in order to create one contagious movement, you often have to create many small movements first—all headed roughly in the same direction or focused on one thing.” The important thing for soldiers and marines to bear in mind is that while this is the mechanism implacable foes and warring factions of today employ to win hearts and minds, they can employ this piece of wisdom themselves. A national hearts and minds campaign is won one clan, one village and one community of close-knit people at a time. There is no substitute for winning the confidence and trust of each of these, one by one. It has been done, but far too often once it has, we abandon the village or community altogether for another place, or the handoff to the relieving force is ineffectively done. The second try is always more difficult, by far. 

We still have much to learn about the successful application of military forces in the 21st century. We need to reframe the way we think about the world and the problems to which statesmen and generals will apply military forces. 

First, these problems will primarily be social ones. The ways we have simplified and bounded problems in the past will not be practical. And as in all military operations since Urgent Fury in Grenada, with the one possible exception of Operations Desert Shield and Storm, winning hearts and minds in support of the strategic aim will be the essential core around which operations should be planned and executed, rather than an afterthought, as even recently. The corollary to this is: all elements of national and coalition power, not only the military, should be leveraged in support.

Second, recognizing the difficulty of winning hearts and minds, there are new questions we should ask before statesmen make decisions to act. New kinds of foreknowledge become salient. 

Third, centralized and homogenized hearts and minds campaigns and approaches aimed at the population in general simply miss the target. Focused, nuanced and decentralized approaches that concentrate resources on a few key areas to do a lot with a little should replace broad brush, homogenized and centralized efforts that now do a little with a lot. But the prize is great for those who grasp these fundamental ideas because people can radically transform their behavior or beliefs in the face of the right kind of impetus.

Fourth, I have given far too little space in this article to the other side of the coin in the many sided and complex contest for hearts and minds—maintaining support of the people at home. Gladwell’s ideas serve as a useful guide for those crucial efforts as well. Nothing is as popular as success, and early success followed by steady competent progress is of course the simple and timeless formula that satisfied the democratic citizens of ancient Athens as well as those of any other free society. Such societies should be even more hesitant to launch operations on their own initiative without the essential knowledge of the challenges ahead and the means to see them through. When Athens did so during the Peloponnesian War, the mistake was fatal.

The final point is this: the science of the military art and science refers to far more than how to get accurate and lethal steel on target and how to achieve a sudden, devastating positional advantage. It includes a wide array of soft social sciences equally pertinent to getting the mission accomplished. These will require greater attention in the future without compromising standards of knowledge in the other fields.
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US: Terrorists Telecommuting To Work 

By Nate Anderson, Ars Technica, 10/17/2006

Michael Chertoff, head of US Homeland Security, warned that people don’t need to travel to a country with “-stan” in its name to become radicalized and commit acts of violent. Instead, they can now turn to the Internet. “They can train themselves over the Internet. They never have to necessarily go to the training camp or speak with anybody else and that diffusion of a combination of hatred and technical skills in things like bomb-making is a dangerous combination,” Chertoff said at a conference of international police chiefs, according to Reuters. “Those are the kind of terrorists that we may not be able to detect with spies and satellites.”

It’s easy to argue that the Internet isn’t the problem here, and that’s true—it’s not. The Internet is a tool, and like any tool, it can be abused. But the Internet does provide access to information and ideology that could never have been found in a local library 20 years ago. The US Institute of Peace compiled a list (PDF) back in 2004 of the ways that the Internet was being utilized by terrorists around the world.

Psychological Warfare: “The Internet—an uncensored medium that carries stories, pictures, threats, or messages regardless of their validity or potential impact—is peculiarly well suited to allowing even a small group to amplify its message and exaggerate its importance and the threat it poses.” 

Publicity and Propaganda: “Until the advent of the Internet, terrorists’ hopes of winning publicity for their causes and activities depended on attracting the attention of television, radio, or the print media. These traditional media have “selection thresholds” (multistage processes of editorial selection) that terrorists often cannot reach. No such thresholds, of course, exist on the terrorists’ own websites.” 

Data Mining: “Like many other Internet users, terrorists have access not only to maps and diagrams of potential targets but also to imaging data on those same facilities and networks that may reveal counterterrorist activities at a target site. One captured al Qaeda computer contained engineering and structural features of a dam, which had been downloaded from the Internet and which would enable al Qaeda engineers and planners to simulate catastrophic failures.” 

Fundraising: “The Sunni extremist group Hizb al-Tahrir uses an integrated web of Internet sites, stretching from Europe to Africa, which asks supporters to assist the effort by giving money and encouraging others to donate to the cause of jihad. Banking information, including the numbers of accounts into which donations can be deposited, is provided on a site based in Germany. The fighters in the Russian breakaway republic of Chechnya have likewise used the Internet to publicize the numbers of bank accounts to which sympathizers can contribute. (One of these Chechen bank accounts is located in Sacramento, California.) The IRA’s website contains a a page on which visitors can make credit card donations.” 

Recruitment and Mobilization: “The SITE Institute, a Washington, D.C.-based terrorism research group that monitors al Qaeda’s Internet communications, has provided chilling details of a high-tech recruitment drive launched in 2003 to recruit fighters to travel to Iraq and attack U.S. and coalition forces there. Potential recruits are bombarded with religious decrees and anti-American propaganda, provided with training manuals on how to be a terrorist, and—as they are led through a maze of secret chat rooms—given specific instructions on how to make the journey to Iraq.” 

Networking: “Many terrorist groups, among them Hamas and al Qaeda, have undergone a transformation from strictly hierarchical organizations with designated leaders to affiliations of semi-independent cells that have no single commanding hierarchy. Through the use of the Internet, these loosely interconnected groups are able to maintain contact with one another—and with members of other terrorist groups.” 

Sharing Information: “Another manual, The Mujahadeen Poisons Handbook, written by Abdel-Aziz in 1996 and ‘published’ on the official Hamas website, details in twenty-three pages how to prepare various homemade poisons, poisonous gases, and other deadly materials for use in terrorist attacks. A much larger manual, nicknamed ‘The Encyclopedia of Jihad’ and prepared by al Qaeda, runs to thousands of pages; distributed through the Internet, it offers detailed instructions on how to establish an underground organization and execute attacks.” 

Planning and Coordination: “Hamas activists in the Middle East, for example, use chat rooms to plan operations and operatives exchange e-mail to coordinate actions across Gaza, the West Bank, Lebanon, and Israel. Instructions in the form of maps, photographs, directions, and technical details of how to use explosives are often disguised by means of steganography, which involves hiding messages inside graphic files.”

The Internet makes it easier for people to indulge in tendencies that might otherwise have remained undeveloped. Driving to a seedy porn shop might keep someone from watching sexually explicit videos, but pulling up content on a home PC removes this “barrier to entry.” Meeting up with strangers from neighboring states to indulge in teenage fantasies could have happened 20 years back, but was much more likely not to. With the rise of sites like MySpace, it’s almost simple, and it happens routinely (a friend told me such a story last night). And the same thing is true of terrorism: the Web makes easier what once was difficult.

In that sense, it has been hugely successful as a tool. But human nature being what it is, such tools will be put to all sorts of uses, many of them less than noble.
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MND-B Soldiers Distribute School Supplies to Iraqi Children

By Spc. Joshua Ramey, 2nd Brigade Combat Team, 1st Armored Division, Public Affairs, October 17, 2006 

BAGHDAD (Army News Service, Oct. 17, 2006) – Multi -National Division – Baghdad Soldiers delivered school supplies and soccer balls, all donated from organizations in the United States, to the children of a rural district in western Baghdad Oct. 12.

Organizations responsible for donations include the Boy Scouts of America, talk-show personality Steffan Tubbs of KOA 850 AM in Denver, Colo., and Operation Iraqi Children, headed by actor Gary Sinise and author Laura Hillenbrand.

“We’re working with the Iraqi police and the local Sheik to help better the government and central services in the area for these people,” said Capt. Craig Childs, Headquarters and Headquarters Company, 1st Battalion, 22nd Infantry Regiment, 2nd Brigade Combat Team, 1st Armored Division. “A project like this is a visible representation of our investment in the future of this country because we’re showing that we care about the education of younger generations. Parents are going to appreciate anything we can do for their children.” 

School supplies came from Shannon Mickel’s Eagle Scout project, via Command Sgt. Maj. Douglas Adair, 115th Engineer Battalion. 

“This has been one of the highlights of this deployment,” Adair said. “I was able to serve as a connection between people back home and locals in Iraq. I am fortunate to have been able to participate in this event with the help of civil affairs.” 

Adair said he worked with the 412th Civil Affairs Battalion to deliver the supplies to the children. Fifteen boxes of pens, pencils, notebooks, rulers and glue were donated from businesses in Utah as part of the Eagle Scout project.

Staff Sgt. Andrew Bernier, Co. A, 412th CA Bn., helped secure 150 soccer balls donated from radio station KOA 850 AM of Denver. Bernier’s father was listening to radio personality Steffan Tubbs when he requested help from anyone who had contacts in Iraq to assist in delivery.

“Missions like this represent a direct link to the Iraqi people,” noted Bernier. “We’re working on ways to keep schools open and identifying the concerns of the local people. Things that put smiles on kids’ faces really helps to build relationships with the people.” 

Operation Iraqi Children has worked to donate school supplies since 2004 when Gary Sinise observed the Iraq school system lacked the most basic educational tools. 

“It is very difficult for Iraqis to get the supplies they need for schools,” said Capt. Stacy Bare, Co. A, 412th CA Bn. “Every bit that we can do helps to serve the future of Iraq.”
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OPSEC Concerns Hit Home, Abroad

By Maj. Ann Peru Knabe, 379th Air Expeditionary Wing Public Affairs, 17 October 2006

Approximately 30 minutes after the second plane hit the twin towers on Sept. 11, the phone rang and the 9-year-old son of an Air Force officer answered the call. He and his family had been watching the tragic events of Sept. 11, 2001, unfold on the TV set, and they were already rattled. 

An angry voice spoke in Arabic over the phone to the petrified boy who suffers from autism. As his family members looked on and the Arabic words spewed into the boy’s ear through the phone, they saw his face pale and lips twitch as he trembled in fear. As his father explained, “My son was scared beyond definition. He was terrified.”

Was the timing of the phone call sheer coincidence? Not likely. Cold, calculated planning based on the terrorists’ desire to inflict fear is more likely the cause. The caller had the critical information ahead of time, the intent to terrorize, and the capability to act.

“It’s an example of an OPSEC related action that hit at a very personal level,” explained Lt. Col. David P. Evans, chief of Information Warfare Division at the Combined Air Operations Center. “It contained all the essential criteria to conduct a targeted attack.”

Operational Security remains a critical concern in the AOR as hundreds of thousands of messages are exchanged daily among servicemembers, contractors and civilians. The potential for OPSEC violations increases with each communication. 

“Like a puzzle, each piece of unclassified information may be harmless on its own,” he explained. “But when pieced together, a picture is formed resulting in OPSEC disclosure that an adversary can exploit.”

Colonel Evans explained potential enemy operations related to OPSEC have three things in common: the disclosure of information, the capabilities of the adversary and the intent to act. 

“OPSEC disclosures can occur anywhere,” he said. “They define what’s going on in the AOR, on bases and within forces themselves.”

According to Colonel Evans, the best way to prevent OPSEC disclosures is to utilize the OPSEC Process to identify and guard critical information from being transmitted via unsecure means.

“It’s every Airman’s responsibility to practice good OPSEC,” he said. “From the CAOC to the battlefield to our home stations, we need to vigilantly protect information to deny the enemy.”

In the case of the 9-year-old boy, time has healed most of the trauma. But it is something Colonel Evans will never forget ... watching his autistic son ... crippled with fear and anxiety for weeks following the threatening call. 

“We may never know the source of that phone call,” said Colonel Evans. “But we do know that OPSEC matters. In our case we were fortunate - my son was very scared but not hurt. In war, we can’t risk OPSEC disclosures, because life and death may hang in the balance.”

Colonel Evans suggests World War II OPSEC put it best: loose lips sink ships.
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Striking the US Where It Hurts

By Victor N Corpus, Asia Times Online, 18 October 2006 

A noted Chinese theorist on modern warfare, Chang Mengxiong, compared China’s form of fighting to “a Chinese boxer with a keen knowledge of vital body points who can bring an opponent to his knees with a minimum of movements”. It is like key acupuncture points in ancient Chinese medicine. Puncture one vital point and the whole anatomy is affected. If America ever goes to war with China, say, over Taiwan, then America should be prepared for the following “acupuncture points” in its anatomy to be “punctured”. Each of the vital points can bring America to its knees with a minimum of effort. 

I Electro-magnetic Pulse (EMP) attack 

China and Russia are two potential US adversaries that have the capability for this kind of attack. An EMP attack can either come from an intercontinental ballistic missile (ICBM), a submarine-launched ballistic missile (SLBM), a long-range cruise missile, or an orbiting satellite armed with a nuclear or non-nuclear EMP warhead. A nuclear burst of one (or more) megaton some 400 kilometers over central United States (Omaha, Nebraska) can blanket the whole continental US with electro-magnetic pulse in less than one second. 

An EMP attack will damage all electrical grids on the US mainland. It will disable computers and other similar electronic devices with microchips. Most businesses and industries will shut down. The entire US economy will practically grind to a halt. Satellites within line of sight of the EMP burst will also be damaged, adversely affecting military command, control, communications, computers, intelligence, surveillance and reconnaissance (C4ISR). Land-based intercontinental ballistic missiles will be rendered unserviceable in their silos. Anti-ballistic missile defenses will suffer the same fate. In short – total blackout. And American society as we know it will be thrown back to the Dark Ages. 

Of course, the US may decide to strike first, but China and Russia now have the means of striking back with submarine-launched ballistic missiles with the same or even more devastating results. But knowing China’s strategy of “active defense”, when war with the US becomes imminent, China will surely not allow itself to be targeted first. It will seize the initiative as mandated by its doctrine by striking first. 

China has repeatedly announced that it will not be the first to use nuclear weapons. But as an old Chinese saying goes: “There can never be too much deception in war.” If it means the survival of the whole Chinese nation that is at stake, China will surely not allow a public statement to tie its hands and prevent it from seizing the initiative. As another saying goes: “All is fair in love and war.” 

2 Cyber attack 

America is the most advanced country in the world in the field of information technology (IT). Practically all of its industries, manufacturing, business and finance, telecommunications, key government services and defense establishment rely heavily on computers and computer networks. 

But this heavy dependence on computers is a double-edged sword. It has thrust the US economy and defense establishment ahead of all other countries; but it has also created an Achilles’ heel that can potentially bring the superpower to its knees with a few keystrokes on a dozen or so laptops. 

China’s new concept of a “people’s war” includes IT warriors coming, not only from its military more than 2-million strong, but from the general citizenry of some 1.3 billion people. If we add the hackers and information warriors from Russia, Iran, North Korea, Venezuela, Cuba, Syria and other countries sympathetic to China, the cyber attack on the US would be formidable indeed. 

So, if a major conflict erupts between China and America, more than a few dozen laptops will be engaged to hack America’s military establishment; banking system; stock exchange; defense industries; telecommunication system; power grids; water system; oil and gas pipeline system; air traffic and train traffic control systems; C4ISR system, ballistic missile system, and other systems that prop up the American way of life. 

America, on the whole, has not adequately prepared itself for this kind of attack. Neither has it prepared itself for a possible EMP attack. Such attacks can bring a superpower like America to its knees with a minimum of movement. 

3 Interdiction of US foreign oil supply

America is now 75% dependent on foreign imported oil. About 23.5% of America’s imported oil supply comes from the Persian Gulf. To cut off this oil supply, Iran can simply mine the Strait of Hormuz, using bottom-rising sea mines. It is worthwhile to note that Iran has the world’s fourth-largest inventory of sea mines, after China, Russia and the US. 

Combined with sea mines, Iran can also block the narrow strait with supersonic cruise missiles such as Yakhonts, Moskits, Granits and Brahmos deployed on Abu Musa Island and all along the rugged and mountainous coastline of Iran fronting the Persian Gulf. This single action can bring America to its knees. Not only America but Japan (which derives 90% of its oil supply) and Europe (which derives about 60% of its oil supply from the Persian Gulf) will be adversely affected. 

In the event of a major conflict involving superpower America and its allies (primarily Japan and Britain) on the one hand and China and its allies (primarily Russia and Iran) on the other, Iran’s role will become strategically crucial. Iran can totally stop the flow of oil coming from the Persian Gulf. This is the main reason why China and Russia are carefully nurturing intimate economic, cultural, political, diplomatic and military ties with Iran, which at one time was condemned by US President George W Bush as belonging to that “axis of evil”, along with Iraq and North Korea. 

This is also the reason why Iran is so brave in daring the US to attack it on the nuclear proliferation issue. Iran knows that it has the power to hurt the US. Without oil from the Gulf, the war machines of the US and its principal allies will literally run out of gas. 

A single blow from Iran or China or Russia, or a combination of the three at the Strait of Hormuz can paralyze America. In addition, Chinese and Russian submarines can stop the flow of oil to the US and Japan by interdicting oil tanker traffic coming from the Middle East, Africa and Latin America. On the other hand, US naval supremacy will have minimal effect on China’s oil supply because it is already connected to Kazakhstan with a pipeline and will soon be connected to Russia and Iran as well. 

One wonders: what will be the price of oil if Iran blocks the Strait of Hormuz. It will surely drive oil prices sky high. Prolonged high oil prices can, in turn, trigger inflation in the US and a sharp decline of the dollar, possibly even a dollar free-fall. The collapse of the dollar will have a serious impact on the entire US economy. 

This brings us to the next “acupuncture point” in the US anatomy: dollar vulnerability. 

4 Attack on the US dollar 

One of the pillars propping up US superpower status and worldwide economic dominance is the dollar being accepted as the predominant reserve currency. Central banks of various countries have to stock up dollar reserves because they can only buy their oil requirements and other major commodities in US dollars. 

This US economic strength, however, is a double-edged sword and can turn out to be America’s economic Achilles’ heel. A run of the US dollar, for instance, which would cause a dollar free-fall, can bring the entire US economy toppling down. 

What is frightening for the US is the fact that China, Russia and Iran possess the power to cause a run on the US dollar and force its collapse. 

China is now the biggest holder of foreign exchange reserves in the world, accumulating $941 billion as of June 30 and expected to exceed a trillion dollars by the end of 2006 - a first in world history. A decision by China to shift a major portion of its reserve to the euro or the yen or gold could trigger other central banks to follow suit. Nobody would want to be left behind holding a bagfull of dollars rapidly turning worthless. The herd psychology would be very difficult to control in this case because national economic survival would be at stake. 

This global herd psychology motivated by the survival instinct will be strongly reinforced by the latent anger of many countries in the Middle East, Eurasia, Southeast Asia, Africa and Latin America that silently abhor the pugnacious arrogance displayed by the lone Superpower in the exercise of its unilateral and militaristic foreign policies. They will just be too happy to dump the dollar and watch the lone Superpower squirm and collapse. 

The danger of the dollar collapsing is reinforced by the mounting US current account deficit, which sky-rocketed to $900 billion at an annual rate in the fourth quarter of 2005. This figure is 7% of US gross domestic product (GDP), the largest in US history. The current account deficit reflects the imbalance of US imports to its exports. The large imbalance shows that the US economy is losing its competitiveness, with US jobs and incomes suffering as a result. 

These record deficits in external trade and current accounts mean that the US has to borrow from foreign lenders (mostly Japan and China) $900 billion annually or nearly $2.5 billion every single day to finance the gap between payments and receipts from the rest of the world. In financial year 2005, $352 billion was spent on interest payment of national debt alone - a national debt that has ballooned to $8.5 trillion as of August 24. 

The International Monetary Fund has warned: “The US is on course to increase its net external liabilities to around 40% of its GDP within the next few years - an unprecedented level of external debt for a large industrial country.” 

The picture of the US federal budget deficit is equally grim. Dennis Cauchon, writing for USA Today said: 

The federal government keeps two sets of books. The set the government promotes to the public has a healthier bottom line: a $318 billion deficit in 2005. The set the government doesn’t talk about is the audited financial statement produced by the government’s accountants following standard accounting rules. It reports a more ominous financial picture: a $760 billion deficit for 2005. If social security and medicare were included - as the board that sets accounting rules is considering - the federal deficit would have been $3.5 trillion. Congress has written its own accounting rules - which would be illegal for a corporation to use because they ignore important costs such as the growing expense of retirement benefits for civil servants and military personnel. Last year, the audited statement produced by the accountants said the government ran a deficit equal to $6,700 for every American household. The number given to the public put the deficit at $2,800 per household ... The audited financial statement - prepared by the Treasury Department - reveals a federal government in far worse financial shape than official budget reports indicate, a USA Today analysis found. The government has run a deficit of $2.9 trillion since 1997, according to the audited number. The official deficit since then is just $729 billion. The difference is equal to an entire year’s worth of federal spending. 

The huge US current account and trade deficits, the mounting external debt and the ever-increasing federal budget deficits are clear signs of an economy on the edge. They have dragged the dollar to the brink of the precipice. Such a state of economic affairs cannot be sustained for long, and the stability of the dollar is put in grave danger. One push and the dollar will plunge into free-fall. And that push can come from China, Russia or Iran, whom superpower America has been pushing and bullying all along. 

We have seen what China can do. How can Russia or Iran, in turn, cause a dollar downfall? On September 2, 2003, Russia and Saudi Arabia signed an agreement on oil and gas cooperation. Russia and Saudi Arabia have agreed “to exercise joint control over the dynamics of prices for raw materials on foreign markets”. The two biggest oil and gas producers, in cooperation, say, with Iran, could control oil production and sales to keep the price of oil relatively high. Sustained high oil prices, in turn, could trigger a high inflation rate in the US and put extreme pressure on the already weak dollar to trigger a more rapid decline. 

Russia is now the world’s biggest energy supplier, surpassing Saudi Arabia in energy exports measured in barrel oil equivalent or boe (13.3 million boe per day for Russia vs 10 million boe per day for Saudi Arabia). Russia has the biggest gas reserves in the world. Iran, on the other hand, runs second in the world to Russia in gas reserves, and also ranks among the top oil producers. If and when either Russia or Iran, or both, shift away from a rapidly declining dollar in energy transactions, many oil producers will follow suit. These include Venezuela, Indonesia, Norway, Sudan, Nigeria and the Central Asian Republics. 

There is a good chance that even Saudi Arabia and the other oil-exporting countries in the Middle East may follow suit. They wouldn’t want to be left with fast-shrinking dollars when the shift from petro-dollar to euro-dollar occurs. Again, the herd psychology will come into play, and the US will eventually be left with a dollar that is practically worthless. Considering the strong anti-American sentiments in the world caused by American unilateralism, especially in the Middle East, a concerted effort to dump the dollar in favor of the euro becomes even more plausible. 

When the dollar was removed from the gold standard in August 1971, the dollar gained its strength through its use as the currency of choice in oil transactions. Once the dollar is rejected in favor of the euro or another currency for global oil transactions, the dollar will rapidly lose its value and central banks all over the world will be racing to diversify to other currencies. The shift from petro-dollar to petro-euro will have a devastating effect on the dollar. It could cause the dollar to collapse; and the whole US economy crushing down with it - a scene reminiscent of the collapse of the Twin Towers on September 11, 2001. But this one will be a thousand times more devastating. 

A successful assault on the US dollar will make America crawl on its knees with a minimum of movements. And this assault can come from China, Russia or Iran - or a combination of the three - if they ever decide that they have had enough of US bullying. 

5 Diplomatic isolation 

In 1991, when the Soviet Union collapsed from its own weight, the US emerged as the sole superpower in the world. At that crucial period, it would have been a great opportunity for the US to establish its global leadership and dominance worldwide. With the world’s biggest economy, its control of international financial institutions, its huge lead in science and technology (specially information technology) and its unequaled military might, America could have seized the moment to establish a truly American Century. 

But in the critical years after 1991, America had to make a choice between two divergent approaches to the use of its almost unlimited power: soft power or hard power. The exercise of soft power would have seen America leading the world in the fight against poverty, disease, drugs, environmental degradation, global warming and other ills plaguing humankind. 

It would have pushed America in leading the move to address the debt burden of poor, undeveloped or developing countries; promoting distance learning in remote rural areas to empower the poor economically by providing them access to quality education; and helped poor countries in Asia, Africa and Latin America build highways, railways, ports, airports, hospitals, schools and telecommunication systems. 

Unfortunately, such was not to be. If there was any effort at the exercise of soft power at all, it was minimal. In fact, it is not America which is practicing soft power in diplomacy but a rising power in the East - China. China has been busy in the past decade or so exercising soft power in almost all countries in Africa, Latin America, Central Asia, Southeast Asia, South Asia and the Middle East, winning most of the countries in these regions to its side. Through the use of soft power, China has created a de facto global united front under its silent, low-key leadership. 

The US, on the other hand, decided to employ mainly hard power in the exercise of its global power. It adapted the policy of unilateralism and militarism in its foreign policy. It discarded the United Nations and even the advice of close allies. It unilaterally discarded signed international treaties (such as the Anti-Ballistic Missile Treaty). It adapted the policy of regime change and preventive war. It led the North Atlantic Treaty Organization in the 78-day bombing of Serbia purportedly for “humanitarian” reasons. It invaded Afghanistan and Iraq without UN sanctions and against the advice of key European allies like France and Germany. 

The US-led war in Iraq was a tactical victory for the US initially, but has resulted in strategic defeat overall. The Iraq war caused the US to lose its principal allies in Europe and be isolated, despised and hated in many parts of the world. Without too many friends and allies, the US is likened to an “emperor with no clothes”. 

So in a major conflict between America and China, isolated America cannot possibly win against a global united front led by China and Russia. 

This brings us to the question of alliances, another “acupuncture point” in the anatomy of the superpower, which will be addressed in the second part of this report.
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Information Operations: All Information, All Languages, All the Time (book)
By Robert Steele, OSS International Press, 2005

Technical Preface by Robert Garigue, Toronto, Canada, 2005

This book is of seminal importance for all organizations. Let me put this in context for you; three revolutions are being expressed in this book. For me, as a computational epistemologist, the most important questions center on 1) how computers create and destroy knowledge or can help identify factual knowledge and false knowledge; 2) on how computers can create organizational efficacy by discovering or inferring new and valid usable knowledge and 3) how new knowledge can identify causes of conflict and avoid wars by creating wealth or facilitating early peaceful preventive measures. This outstanding work and contribution is about this how people in all organizations and communities can change their world through the intelligent development and sharing of knowledge.

In practical matter of fact, computers are critical to all our present knowledge processes. They structure knowledge as well as extend and amplify the sense-making capabilities of individuals, organizations, and communities. Let us not undervalue the fact that all knowledge is also a reflection of the tools that were used to illuminate and elucidate it. The microscope permitted us to explore biology and the telescope helped us to explore cosmology. Today computers and software (which are per se still in their technological infancy) are just starting to enable us to explore and understand the cognitive worlds and belief systems that we have created for ourselves. Constructing better knowledge is fundamental to the survival of humanity, as knowledge is the most critical tool that people use to deal with the problems faced by all communities at every level from neighborhood to global. 

Computers are epistemological exploration machines. They are means and ways to investigate the life cycle of knowledge. Right now, these ways and means are still simple but eventually, computational systems will construct valid theories and discover new knowledge all by themselves. 

Almost 10 years ago, I stated that the weapons of Information Warfare (IW) weapons would be a composite of Physical, Syntactical, or Semantic weapons of force. The use of a physical weapon will result in the permanent destruction of physical components and potentially a denial of service. A Syntactical weapon will focus on attacking the operating logic of a system and introduce delays, permit unauthorized control and/or create unpredictable behaviors. Finally, a Semantic weapon would focus its effects on destroying the trust and truth maintenance components of a closed and erroneous belief system. 

For many years, IW has focused on attacking and defending electronic systems, not on the cognitive substance those systems represent and facilitate. Naturally, the debate on what is the true nature of information warfare has moved on over the course of the last 10 years. Now IW, characterized in that way, is a subset of a much broader debate with regard to what is the computational life cycle of knowledge. 

There is still a long way to go in order to understand what is computational knowledge – how it is created, how it is used and transformed, and ultimately how one uses knowledge to displace or destroy other knowledge. It is still in transition mode as seen by the growing role of the Internet, and the availability of accessing terabytes and petabytes of structured, semi-structured, and unstructured data and information. However, it is a fundamental issue because new technical revolutions are emerging. The composition of the primary material itself is changing – data and information – are being changed. From “dumb” and passive, they are becoming “smarter” and more “active” because of the rise of the new protocols. The present functionality of the Cyberspace is essentially based on TCP/IP but in the next phase of its evolution, programs will be leveraging all this available XML-based and tagged content. 

These new XML protocols cause the context of data and information to be integrated directly into the content. Through Syntax, the Semantics are now accessible. These new semantically-capable computational technologies will permit a completely new range of processing more akin to reasoning than calculating. The use of semantic technologies that automatically create taxonomies and ontologies combined with declarative logic and unsupervised concepts-learning will change both the nature of processing and exploitation of content. This has already started through the tagging of content and linking of concepts. In this new phase of cyber evolution of knowledge, data and information are computationally actionable. In this context, the distinction between what is an application and what is content will be blurred. Enabled by semantic technologies, users of the Internet will be accessing enriched smart data and information via new types of searches engines, smart queries and new varieties of logical and linguistic reasoning. 

Naturally, organizations that construct, manage, and use these new understandings have a responsibility to prove and demonstrate the pedigree and legitimacy of that knowledge. We will see the rise and the emergence of semantic management practices in organizations that focus on creating value through the creation of new meanings, new understandings and new solutions. These organizations will be able to ask some most important questions: “What do I know, and what am I not aware of?” “What intentions are behind these events?”, or “Why do these people want to do this?”, “What are the belief systems that explain these behaviors and events? “How do people within these belief systems operate and cause these actions?” “What knowledge needs to be constructed to change a belief system?” Semantic organizations will the ones that can demonstrate how their knowledge was created as well as deliver on society’s expectancies of trust and truthfulness that are associated with any of their assertions.

It is from within this technological evolutionary process that a different complexity level and another revolution emerge. From an incomplete debate on Information Warfare (IW), we now have to evolve toward an understanding of what Information Peacekeeping (IPK) has to propose as it is a new organizational capability that emerges from within this new technological reality. Alvin and Heidi Toffler have spoken of information as a substitute for violence and as a means of creating wealth. IPK is the actualization of those earlier thoughts. C.K Prahalad talks to the power of exchange and markets to address poverty. These authors talk to the power of information.

As such, Robert Steele has not written this book as an elaboration of the other side of information warfare. Information Peacekeeping is not a converse of Information Warfare. Information Peacemaking is a revolution within the meta-strategy of Information Operations. Information Peacekeeping is about new capacities of action that come from creating new meanings and understandings through the knowledge processes of an organization. The challenge of Information Peacekeeping is how to use the power of the cyberspace and leverage the grid - the infrastructure - and its content - the infostructure - to act with effect on the social, cultural, and political spaces of communities as well as within cognitive and belief systems of individuals. Information Peacekeeping enable an organization to leverage a belief system to create action at a distance – this effect is the equivalent of what is entanglement is in quantum physics. 

If Information Warfare is about destroying the infrastructure of knowledge and false belief systems then the prime objective of Information Peacekeeping is to help us understand the processes that create valid knowledge and more truthful and trustworthy belief systems. As such, it is a much more critical and difficult process. All these processes need to be coordinated not just within the inter-agency boundaries of a single Nation, but across all Nations. Therefore, the new and much larger role of Information Operations is to orchestrate the use of both the processes of destruction through Information Warfare and also the processes of the creation of new potentials and new understandings through Information Peacekeeping. 

Also, because IO in an integrative meta-strategical framework, it extends beyond just one organization. IO is not just the domain of one group or simply a national government function. To be effective it has to be democratized into all fields of human activities. IO needs to integrate medical, social, economic, geographic, political, cultural and religious data, information and events. IO will demand the reform of organizations along with a new set of shared accountabilities. The complexity of the problem begets the complexity of the organization that will try to manage it.  IO = IP + IW, as it is presented here, can and will deliver a new capacity. The Promise of IO is to correct false beliefs and transform faulty belief systems through a process of discovery and communication of factual new knowledge. Moreover, through this there can be new understandings as to how best to resolve the causes of conflict and war. Information Warfare and Information Peacekeeping are powerful concepts that recast and reframe the present strategic analysis processes and the behaviors and budgets that follow from decisions supported by good analysis.

Robert Steele’s book finally breaks through the present approaches to strategic analysis, and delivers a Strategic Imagination capability with an integrative and holistic analytical process. The Information Operations, analytical framework, as presented in this book, does more than just integrate the roles of Information Warfare and Information Peacekeeping into a total continuum of conflict management and conflict resolution. Robert Steele presents the road map to follow to get to these higher levels of technical and organizational performance. In the coming age of semantic organizations, where worldwide access will be considered a universal right, militaries and governments will have to operate at new levels of situational awareness to ensure a safer, productive, and sustainable quality of life for all communities.

[Editor Note – a PDF version (58Mb) of the book may be downloaded at http://www.oss.net/dynamaster/file_archive/060428/989bf5a2d906146bdf66e7751a48f9d6/189961%5fA%2d368.pdf]
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Words in War

By Henry Schuster, CNN, 19 October 2006

(CNN) -- When is a jihadi not a jihadi? It depends what he is fighting for and who he is fighting against.

To Doug Streusand, a faculty member at the Marine Corps’ Command and Staff College, the question is not intellectual wordplay or a matter of being politically correct.

Instead, it goes to the heart of information warfare, whether the U.S. is at war with Islam and even who we are calling an enemy.

Streusand recently wrote an article called “Choosing Words Carefully: Language to Help Fight Islamic Terrorism,” for a journal run by the National Defense University. In it, he argues that “we ... simply do not comprehend the meaning of many words that we use to describe the enemy.”

Jihadi is the term that is Streusand’s biggest bugaboo. He told me that journalists, academics and even U.S. military and government officials use it to describe young Muslim men, often terrorists, who have taken up arms against the United States.

But jihad is a term of great and positive import in Islam. It is commonly defined as striving or struggle, and can mean an internal or external struggle for faith.

If the point is to separate the movement led and inspired by the likes of Osama bin Laden from the larger Muslim population then, Streusand says, the most important thing to do is “make the group of people who identify with our adversary as narrow as possible.”

This is where he believes words matter.

Just how much words matter was brought home shortly after 9/11 when, in answering a reporter’s question, President Bush said: “This crusade, this war on terrorism is going to take a while.”

“Crusade” may have been stripped of its religious context in the West, but to many Muslims, sensitive about the historical meaning of the Christian Crusades against Islam, President Bush’s use of the word just five days after 9/11 was a signal that there was a religious aspect to the war on terror.

Clarifications notwithstanding, that suspicion has not gone away, and Streusand says it was “extremely harmful.”

Using the term “jihadis,” he says, misuses another religious term and causes other trouble.

“Calling our enemies jihadis and their movement a global jihad thus indicates that we recognize their doctrines and actions as being in the path of God and, for Muslims, legitimate,” he writes.

It would have been the equivalent, he tells me, of Americans in World War II calling their Japanese enemies “heroic samurai warriors.”

Even worse, he says, is that by conceding religious legitimacy to this movement, it makes it appear that the war on terror is a war on Islam.

“In short, we explicitly designate ourselves as the enemies of Islam,” he writes.

When American soldiers in Iraq or Afghanistan use the term “muj” or “haji” to describe someone at the other end of a firefight, then they are once again conceding the war of words, Streusand says.

Muj is shorthand for mujahid, which means “holy warrior.” It was a term that came into use in the 1980s to describe the Afghans and other Muslims who fought the Soviet occupation of Afghanistan.

Fair enough, says Streusand. But that was then and this is now.

“To extend the term to our current enemies dishonors our allies as well as authenticates our opponents as warriors for Islam. Even to a Western audience it can lend a sense of nobility to an otherwise ignoble enemy.”

Interesting company

A similar point was made to me earlier this year by Jamal Khalifa—Osama bin Laden’s brother-in-law who says he was close to bin Laden until the two had an ideological parting of the ways in the late 1980s.

The battle against the Soviets in Afghanistan was a jihad, he said, and the men who fought there earned the title of mujahedeen.

But the young men in Saudi Arabia carrying out suicide attacks were terrorists and should not be called jihadis, he said.

When I sent him a copy of Streusand’s article, Khalifa said he agreed. “That is what I was telling you. When you are using the same [words] for everybody, you start mixing people up.”

Saudi religious scholars, he said, have begun using the term “hirabah” (unlawful) to describe the London and Madrid bombers.

Just who is a jihadi religious warrior and who is an irhabi terrorist in Iraq is a little less clear-cut to Khalifa than Streusand, however.

“In Iraq, it is possible for someone to be a mujahedeen. But it is mixed up, you don’t know who is who,” says Khalifa. “In Afghanistan, it was clear.”

Referring to Abu Musab al-Zarqawi, the now-dead leader of al Qaeda in Iraq who orchestrated a number of brutal, high-casualty terrorist attacks, Khalifa said, “I don’t know if he was making jihad or killing people in the streets.”

What it depended on, he said, was the decision by religious scholars as to what was a legitimate jihad.

Is anyone listening?

Doug Streusand would like to see colonels and columnists start using a word such as “irhabi” instead of jihadi, when talking about a current adversary.

And rather than calling al Qaeda and its operations the “global jihadi movement,” he prefers the “global hirabah,” meaning warfare contrary to Islamic law.

Politicians, the military and journalists should start by taking a Hippocratic oath to “first, do no harm” with words, he says.

So far, Streusand’s admonition (don’t call it a crusade or jihad) hasn’t caught on in the West.

I mentioned to Streusand that, in the early days of CNN, founder Ted Turner decided that he was going to ban the word “foreign” from our stylebook. He didn’t like it, he said, because it highlighted the differences between countries and that was something he didn’t think healthy in a world that seemed on the brink of a nuclear confrontation.

Anyone caught using the word would be fined $50.

Ted’s all but gone now from CNN and on any given day you will hear the word foreign used several times on our air.

Streusand doesn’t want to go that route, although he is serious about his war of words.

“There is always a tendency to equate something like this with political correctness. This is a matter of national security.”
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Review Says Military Propaganda Program in Iraq was done Within the Law 

By Pauline Jelinek, The Associated Press, 19 October 2006

WASHINGTON_A controversial U.S. military propaganda program used in the Iraq war was appropriate, a Defense Department investigation has found. 

The department inspector general’s report said laws on psychological operations were followed when the military planted and paid for favorable stories in Iraqi newspapers, defense officials said Thursday. The report has been completed, but not yet released.

“Based on the available information ... the report found that (commanders in Iraq) complied with applicable psychological operations laws and regulations in their use of a contractor to conduct psy-ops and their use of newspapers as a way to disseminate information,” said Col. Gary L. Keck, a Pentagon spokesman.

The inspector general looked at three contracts awarded to the Washington-based Lincoln Group. The report was forwarded to Sen. Edward M.  Kennedy, a Democrat who had asked for the review, another official said.

Kennedy was not immediately available for comment.

The Lincoln Group was mired in controversy last year when it became known that it had been part of a U.S. military operation to run positive stories about U.S.-led coalition forces in Iraq.

Officials said last month that the public relations company has been awarded another multimillion dollar media contract _ this one to monitor English and Arabic media outlets and produce public relations-type products like talking points or speeches for U.S. forces in Iraq.
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US Radio Ramshackle Wins Over Afghan locals

By Christina Lamb, London Times, 22 Oct 06

“ASSALAMU alaikum Nuristan” may not have quite the same ring as “Good morning, Vietnam”, but American troops stationed at the remotest base in Afghanistan are finding a makeshift radio station to be their most potent weapon in the war against Al-Qaeda-led militants. 

Encircled by jagged 15,000ft mountains, Naray is the northernmost base on the border between Kunar province and Pakistan. It is reached via a five-hour helicopter journey along the Kunar river, through narrow gorges so treacherous that the commander and three of his men were killed in a crash in May. Gunners scour the hillsides for enemies and it is not reassuring to see that the Chinook’s cargo includes boxes marked “human blood for Naray”. 

Over the mountain to the north is Nuristan, long thought to be Al-Qaeda’s last hideout in Afghanistan. Intelligence sources believe the organisation’s second and third-tier leadership is hidden in its mountain fastness and that this may be where the recent alleged plot to blow up transatlantic flights from Heathrow was hatched. 

Every night the howitzers of Naray pound away at the enemy in the hills, shaking the whole camp. Every day Voice of the People broadcasts 10-12 hours of music, poetry, readings from the Koran and news into the villages of Nuristan. 

“We’re fighting an insurgency and the cornerstone of fighting an insurgency is winning over the population rather than just destroying the enemy,” explains First Lieutenant Joe Lang, who heads the Information Operations cell. “We still do both but our priorities have switched.” 

Lang is from the 3rd Squadron 71st Cavalry, the first conventional troops to be stationed at Naray. Until six months ago only special forces were based there. 

The creation of the radio station is tacit admission that smashing down doors and raiding houses only turns locals to the opposition. It is also an attempt to counter the same slick Taliban propaganda that British troops have come up against in Helmand, where the population believes they are there to destroy poppy fields and thus livelihoods. 

The radio station does not look like much from the outside. A cabin of nailed-together plywood with an antenna on top encased in a slightly wonky tower, it was built by First Lieutenant Daniel Hampton, whose previous experience was in combat and who had to learn everything from scratch. 

But its importance is clear from the guard post alongside. Inside the cabin, one of a team of four Afghans sits at an old-fashioned microphone with a box of 200 cassettes and a sheaf of handwritten papers. Some of this is international news from the BBC that has been translated. The rest is news provided by the American troops, which ranges from development projects such as building schools to attacks on coalition trucks bearing reconstruction materials. 

“Anything that happens with the coalition we put that out because the bad guys have a habit of putting their news out quickly, so we have to be pretty quick on the draw too,” said Hampton. “We aim to have things on air within an hour.” 

The soldiers have distributed more than 8,000 radios, mostly wind-up or solar-powered, and have another 20,000 to hand out. The station broadcasts to 48 villages comprising 60,000 people but is extending. Boxes have been placed in villages for requests and they receive about 45 a day. “Many of the letters ask, ‘Why are you here?’” laughed Hampton.

In fact, the radio station is already the most listened to of the three available in the area and this has brought some unexpected rewards. “When we broadcast asking people if they had any information about IEDs (improvised explosive devices), people started turning up every day with information,” said Hampton. 

Similarly, when a Raven remote-controlled surveillance aircraft went down, the news was broadcast on the radio. Within an hour, someone was at the front gate with the 4ft craft. 

	

	


US forces are now planning to replicate this in other bases and the British are considering doing the same in Helmand. 

Naray was a particularly difficult place to start. Not only is Nuristan the most neglected part of Afghanistan, and its population naturally suspicious, but it has four different languages. Hampton held a series of meetings with local mullahs to explain the idea and make sure he did not do anything offensive. 

“Initially I was sceptical, thinking people wouldn’t listen,” he said. “But it’s been so successful that, although we still do combat operations, it’s now our main weapon.” 

Radio is the most powerful medium in Afghanistan, which has one of the world’s lowest literacy rates. Nuristan has no television: it is so isolated it cannot receive a signal from Kabul. 

One of the DJs is Safar Khan, a former air force engineer. “People like this radio very much,” he said. “They keep sending letters saying, ‘Don’t lose this radio, it’s our life.’ When we have power failures, they get very upset. 

“We are getting elders fighting to be on the radio.” 

Apart from music, people ask for science, history and poetry. The Americans make sure the station also broadcasts social messages, such as “keep your country clean” and items encouraging people to go to the police over crimes rather than running blood feuds. 

But it is risky work. A local elder, Haji Yunis, working as a contractor for the US forces in the satellite post of Garesh up the valley, was found beheaded last month. On Friday at Korangal, another US base in Kunar, eight Afghan workers were killed by gunmen. 

Apart from the radio station, the Information Operations cell also puts out a newspaper, Olas Arman, or Wishes of the People, distributed in local bazaars. The main story in this week’s edition is about a pipe scheme. 

Although Lang insists it is “not propaganda but truth”, the main focus of the radio and newspaper is to spread the word on reconstruction. Any time a new school or clinic is opened, reporters are sent to cover the event. 

The Naray commander, Lieutenant-Colonel Michael Howard, has a fund of $50,000 a month to spend on projects, from the so-called commanders’ emergency response programme. 

“This can range from school building to micro-hydro projects,” said Captain Todd Polk, the troop commander. “We’re trying to put something in every village so everyone can see the benefits of supporting us rather than the enemy.” 

It is a stark contrast to the British mission in Helmand, where military commanders have expressed frustration that they have not been given funds for such reconstruction. It is under the purview of the Department for International Development, which considers the province too risky to work in. 

But Polk admits US attempts to win support through reconstruction often founder on local rivalries. “We spent $60,000 building a five-room school in Jabbah but the headmaster keeps complaining it was badly built because the contractors were from a different tribe.” 

The clinic on the base treats local people and has already carried out four emergency deliveries. “This shows the trust we’ve built up as their husbands brought them in,” said Polk. 

But the area is a long way from peace. Before the recent upsurge of violence in the south, this eastern corner of Afghanistan had seen the most fighting. While Al-Qaeda is thought to use the remote valleys of Nuristan, Kunar province has long been loyal to the anti-coalition warlord, Gulbuddin Hekmatyar. 

Before his deployment to Naray, Lang was in Helmand commanding a platoon in Musa Qala. “The terrain is much more hostile here,” he said. “Here you’re channelled into one road just wide enough for one vehicle and the enemy stays on the hills and fires at you.” 

Fighters tend to disappear across the mountains into what the American soldiers call “Paksville”. “If we could go 10 miles the other side, we could finish this,” complained one sergeant. 

Polk said there had been a clear rise in attacks on US troops since Pakistan agreed to pull its troops out of North Waziristan, a tribal area bordering Afghanistan, last month. 

Last Saturday, B1 bombers had to be called in to drop two 2,000lb bombs just north of Naray after a convoy of US vehicles was ambushed while marking up a road for widening. The troops fought their way through the 400-yard-long ambush, and called in the guns. An estimated 10 to 12 militants were killed. 

“Where the Russians went wrong is they alienated the population,” said Polk, who was with the convoy. “We’re showing we’re guests, but at the same time that doesn’t mean being a pansy when you’re shot at.”
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CNN Accused of ‘Enemy Propaganda’

From UPI (Washington Times), Oct. 21, 2006 

The chairman of the House Armed Services Committee Friday accused CNN of showing an “enemy propaganda film” of a U.S. soldier shot by a sniper in Iraq. 

Rep. Duncan Hunter, R-Calif., sent a letter to Defense Secretary Donald Rumsfeld—signed by two other Republican members of Congress from California—asking that CNN reporters be barred from being embedded with U.S. troops. 

“I think Americans like to think we’re all in this together,” Hunter said. “The average American Marine or soldier has concluded after seeing that film that CNN is not on their side.” 

CNN producer Brian Doss said that Michael Ware, a Baghdad correspondent, received the tape indirectly from a spokesman for the Islamic Army, and the network decided to air it after extensive internal debate. 

“Whether or not you agree with us in this case, our goal, as always, is to present the unvarnished truth as best we can,” he said on the CNN Web site.

Table of Contents


The articles and information appearing herein are intended for educational and non-commercial purposes to promote discussion of research in the public interest. The views, opinions, and/or findings and recommendations contained in this summary are those of the original authors and should not be construed as an official position, policy, or decision of the United States Government, U.S. Department of the Army, or U.S. Army Strategic Command. 





� EMBED Word.Picture.8  ���











� EMBED Word.Picture.8  ���








Page ii

[image: image4.wmf] 

_1166864218.doc
[image: image1.png]






_1102835277.doc
[image: image1.png]






