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Air Force to Establish New Cyberspace Operations Command 

By John T. Bennett, Inside the Air Force, 4 October 2006

Senior Air Force leaders plan to establish a new command for directing the service’s numerous activities in cyberspace, a move intended to combat the ever-growing Internet prowess of terrorist groups like al Qaeda, according to sources and documents.

Air Force Secretary Michael Wynne and Chief of Staff Gen. T. Michael Moseley have tapped the service’s Air Education and Training, Air Combat and Air Force Space commands to formulate a range of options for the notional “Operational Command for Cyberspace,” according to a Sept. 6 letter signed by the two leaders. Inside the Air Force obtained the letter this week.

“All options are on the table at this point,” one service official involved in Air Force cyberspace operations told ITAF on Sept. 27. The United States is “already at war in cyberspace, so we need to get everything under one umbrella,” the official added.

“We’re going to do more than just move around deck chairs on the Titanic” in molding the new outfit, Lani Kass, director of of the service’s Cyberspace Task Force, told ITAF this week. “This will be a 24/7/365 kind of operation,” she added during a brief interview at an Air Force Association-sponsored conference in Washington.

Moseley established the task force in January to examine the service’s cyberspace capabilities and identify deficiencies, according to a service fact sheet.

Wynne and Moseley appear to be moving quickly to establish the new cyberspace command, giving the three existing commands that are studying its creation 30 days to deliver options, according to the letter.

The leaders, in the missive and in comments made this week during this week’s conference, have described their vision for the new command in broad terms.

“Our enemies are already operating [in cyberspace], exploiting the low entry costs and minimal technological investment needed to inflict serious harm,” Moseley said during a Sept. 27 address. “We cannot allow them to expand a foothold in this critical strategic domain, much less find sanctuary.”

The service secretary, speaking Sept. 25 at the event, warned that because the military is increasingly dependent on network- and computer-based systems, all other aspects of warfighting could be hindered without an increased focus on cyberspace.

“This domain offers many unique opportunities and highlights a new inviolate principle: Without cyber-dominance, operations in all of the other domains are in fact placed at risk,” Wynne said.

Last December, when they were both relatively new to their posts, the two service leaders published a new Air Force mission statement, which reads: “The mission of the U.S. Air Force is to deliver sovereign options for the defense of the United States of America and its global interests—to fly and fight in the air, space and cyberspace.”

The revised strategic statement added two key facets: “sovereign options” and “cyberspace.” In a Dec. 9, 2005, statement, Wynne noted that “we have quite a few of our airmen dedicated to cyberspace . . . from security awareness, making sure the networks can’t be penetrated, as well as figuring out countermeasures.”

The 2005 Quadrennial Defense Review also states that cyberspace is playing an increasingly important role in U.S. military operations.

The new command “should enable the employment of global cyber power across the full spectrum of conflict, both as a supported and/or supporting component of a joint force,” the service leaders’ Sept. 6 letter states.

“Inherent in this requirement is the need to integrate the full range of global effects across the entire electromagnetic spectrum and networked systems and must include scalability of force packages, ease of implementation and enhanced componency and force presentation through” U.S. Strategic Command, it adds.

Wynne and Moseley want the cyberspace command eventually to become the service entity that trains and equips all forces branded with the “cyber” moniker, according to officials and documents. The manpower and personnel shop, or A1 office, at the service’s Pentagon headquarters and “other functional experts” have been tasked with identifying which Air Force specialties will be classified in the cyberspace realm, the letter states.

Plans call for the new organization to be on an equal footing with the service’s numbered air forces, several officials said this week.

“You don’t want to stand up a new thing like this and have it be a major command right off the bat,” the service official involved in Air Force cyberspace operations said. “Maybe it will be a major command one day, but not right now.”

The fiscal year 2009 budget cycle will be key for the new command, offering service officials the first opportunity to implement a research, development and acquisition strategy for cyberspace. The two service leaders have tasked Air Force Materiel Command with formulating that plan, according to the missive.

The service’s move to bolster its efforts to conduct cyberspace missions comes as Islamic extremist groups like al Qaeda and other U.S. enemies have demonstrated expanded capabilities in using the Internet to spread their messages, transfer funds and communicate.

Groups like al Qaeda and other extremist organizations can be effective using cyberspace because “as a warfighting domain, it’s different than the land, air and space domains,” according to Kass, the task force director.

As opposed to expensive weapon systems like fighters, bombers, advanced ground vehicles or aircraft carriers, in cyberspace everything one needs to “cause chaos from afar very cheaply . . . is available off the shelf,” she said at the conference.

Air Force leaders want to beef up the service’s ability to guard against Internet-based attacks because the United States “is uniquely vulnerable because of our reliance on cyberspace,” both militarily and “in our everyday lives,” she said. Cyberspace offers advantages to those who do not want to deal with U.S. forces in a symmetric fight, Kass added.

The effort to create the new command comes as senior Pentagon leaders continue reviewing the classified “2006 National Military Strategy for Cyberspace Operations.” Chairman of the Joint Chiefs of Staff Gen. Peter Pace already has approved the plan, which is now on the desk of the defense secretary awaiting final approval, Kass said.

That strategic document, “for the first time,” calls cyberspace a warfighting domain, she told ITAF. The plan, she added, is “very operationally focused,” but she declined to describe it in detailed because it is classified.

The Pentagon’s newest operational realm, according to briefing slides presented by Kass, is composed of the entire electromagnetic spectrum.

The task force director made clear the service plans to exploit the entire spectrum during its cyberspace missions: “I was asked by a general officer how much of the cyber-domain the Air Force claims, and I said, ‘All of it.’”

Mosely this week echoed that sentiment.

“We understand the physics, the technology, the synergies required to operate in and through cyberspace,” he said during a Sept. 27 address to conference attendees. “We intend to operate across the entire electromagnetic spectrum: radio waves, microwaves, infrared, X-ray, directed energy, and applications we have not even begun to think about.”

Following the release of the Wynne- and Moseley-crafted mission statement late last year, some current and former military officers questioned whether the sudden inclusion of cyber-operations as a core Air Force mission was merely the leaders posturing to become the military’s lead service for the mission.

In an example of that questioning, a retired military officer told sister publication Inside the Pentagon last December that he gives the Air Force “credit for including cyberspace,” but wonders “what exactly do they mean to do there? Is this just another budget-justifying buzzword to them?”

Some officials and analysts contacted earlier this year speculated that the Air Force might be angling to become the Pentagon’s executive agent for cyber-missions, much like it already is the military’s “EA” for space. In an interview in February, however, Lt. Gen. Michael Peterson, the Air Force’s warfighting integration director and chief information officer, dismissed that notion.

When asked by ITAF this week whether creation of the Operational Command for Cyberspace is a move in the executive agent direction, Kass said it is just Air Force officials “tending our own garden.

“We’re not trying to poach any other service’s domain,” she continued. “There’s plenty of work for everyone.”

That work likely will not be easy, a former Air Force official who was once involved in cyberspace efforts while in uniform told ITAF during the conference.

“We tried this once before and it got all fouled up because . . . tribal warfare” within the service doomed a number of initiatives aimed at bolstering such missions, the former official said. “All I’ll say is: ‘Good luck to them,’” he added.

For her part, Kass agreed that securing funding for essential cyberspace programs will be a hurdle the new command must tackle.

“It’s true,” she said, “one challenge will be making sure programs don’t just fall off like they did in the past.”
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US Internet ‘Highly Resilient’ To Terror Attack

By Robert Jaques, Vnunet.com, 03 Oct 2006

The internet infrastructure in the US would still be able to function even if terrorists were able to knock out key physical network hubs, researchers have claimed.

According to academics who have completed a simulation of a major attack on the US internet infrastructure, it would be “very difficult” to cause major disruptions across the country.

However, the research reveals that the destruction of some key elements could “seriously degrade” internet quality.

“When it comes to the internet, there is strength in numbers,” said Morton O’Kelly, co-author of the study, and professor of geography at Ohio State University.

“There are so many interconnections within the network that it would be difficult to find enough targets, and the right targets, to do serious damage to internet reliability nationwide.”

O’Kelly conducted the study with Hyun Kim, a graduate student at Ohio State University, and Changjoo Kim, assistant professor of geography at Minnesota State University.

The results were published in a paper entitled Internet Reliability With Realistic Peering in a recent issue of the Environment and Planning B journal.

The researchers developed computer simulations in which they studied a simplified nationwide internet network.

In order to make the study more manageable, the researchers used just five of the more than 30 major commercial internet backbone providers, and three of the nation’s major public access points in Chicago, Dallas and San Francisco.

They then simulated disruption or failures of parts of the network to see what would happen to internet connectivity between 946 pairs of cities.

The researchers assumed that not all the backbone providers in a network node would be disabled at once, and that peering agreements would allow at least some internet traffic to continue flowing.

As would be expected, results differed greatly depending on the number and specific parts of nodes that were disrupted in the simulations, O’Kelly said. 

For some city pairs, disruptions in nearly a dozen specific nodes would not make much difference in internet reliability, but a disruption in a single critical node would cause major problems.

And such critical nodes may be different for any particular pair of cities. That was largely because there were many separate paths for internet traffic to travel between the two cities, O’Kelly said.

Moreover, traffic could be routed through any of three of the major hub cities, all of which were highly reliable because of the peering agreements between the internet backbone providers.

“There is a rich web of connections in these internet nodes, and a hit on a single city node or even several of them is not likely to wipe out internet connectivity,” O’Kelly said. “Major damage could still be done, but it would be very difficult.”
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US Information War In Iraq Goes Too Far (opinion)
By James Reavis, Daily Evergreen, 5 Oct 06

Last week I discovered an astonishing piece of news. According to The Associated Press, The Lincoln Group, a public relations firm that works for American interests in the Middle East, has been awarded yet another multi-million-dollar contract. 

Why do I have a problem with this? Last year, when I still thought Iraq had the potential to become a democracy, I wrote a column in which I described how our government undermined that potential by contracting the Lincoln Group to produce unattributed articles to rally support for the war effort. 

Here’s how it worked: Translating “news” stories and analyses from the Pentagon’s P.R. department into Arabic, Lincoln would then hand off the stories to Iraqis, who were actually subcontractors. They would then approach an Iraqi newspaper publisher, claiming to be authentic journalists. The result was the publication of articles favorable to Americans, published by Iraqis, but in truth written by Americans. In others words, we planted stories. To paraphrase further, we are good at lying, at least until we’re caught. 

I have nothing against an information war; getting out the proper message is an increasingly important part of attaining victory in today’s conflicts. A major reason Hezbollah emerged victorious in the recent war is because it convinced the Israeli and Lebanese people that they were, in fact, victorious. 

I have no problem with spreading our message, provided it’s truthful and properly attributed. After the Lincoln incident was uncovered, it broke yet another bond of trust between the Iraqis and Americans. If you read an Iraqi newspaper with pro-American articles now, how could you be sure it wasn’t paid by for by the military. 

However, the Lincoln Group is not the only entity that should have been held accountable for this debacle. 

An initial call from the Senate to investigate the matter was boiled down months later into a mere internal investigation. At its conclusion, the Pentagon “had concluded that the U.S. military was not violating U.S. law or Pentagon guidelines with the information operations campaign,” according to www.sourcewatch.org. No policy changes were announced, no apologies were given, not even a half-hearted attempt to address the hypocrisy of America’s actions to the Iraqi people. Illegal or not, it doesn’t undermine the fact that the strategy was tactically stupid. 

What is truly frustrating is that our approach to the information war has only gotten worse. 

Iraqi journalists can no longer criticize their own government. Yes, you heard it right: Prime Minister Nouri Maliki’s government has written and passed laws – many of them paraphrasing Saddam Hussein’s old penal code to the point of plagiarism – that make it illegal to criticize the government. The laws passed, of course, without as much as a peep from our administration. Has it really gotten this bad? Has the time arrived to put Maliki in the same shameful category as Ibrahim al-Jaafari and Ahmed Chalabi. 

Every day, Iraq takes a step down the chaotic spiral of anarchy, and when the people look for information to help keep them grounded, they get propaganda or contraband. I wonder why it seems so hard to win hearts and minds.
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China Jamming Test Sparks U.S. Satellite Concerns

By Andrea Shalal-Esa, Reuters, 5 Oct 06

China has beamed a ground-based laser at U.S. spy satellites over its territory, a U.S. agency said, in an action that exposed the potential vulnerability of space systems that provide crucial data to American troops and consumers around the world.

The Defense Department remains tight-lipped about details, including which satellite was involved or when it occurred.

The Pentagon’s National Reconnaissance Office Director Donald Kerr last week acknowledged the incident, first reported by Defense News, but said it did not materially damage the U.S. satellite’s ability to collect information.

“It makes us think,” Kerr told reporters.

The issue looms large, given that U.S. military operations have rapidly grown more reliant on satellite data for everything from targeting bombs to relaying communications to spying on enemy nations.

Critical U.S. space assets include a constellation of 30 Global Positioning Satellites that help target bombs and find enemy locations. This system is also widely used in commercial applications, ranging from car navigation systems to automatic teller machines.

The Pentagon also depends on communications satellites that relay sensitive messages to battlefield commanders, and satellites that track weather in critical areas so U.S. troops can plan their missions.

“Space is a much bigger part of our military posture than it used to be, so any effort by the Chinese or anybody else to jam our satellites is potentially a big deal,” said Loren Thompson, defense analyst with the Virginia-based Lexington Institute.

FRESH CONCERNS

Clearly, the incident sparked fresh concerns among U.S. officials and watchdog groups about the U.S. ability to determine if satellite problems are caused by malfunctions, weather anomalies like solar flares, or targeted attacks.

Air Force Space Commander Gen. Kevin Chilton said it was often difficult to know exactly what happened to satellites orbiting from 125 to 22,400 miles above the earth.

“We’re at a point where the technology’s out there and the capability for people to do things to our satellites is there. I’m focused on it beyond any single event,” Chilton said.

Satellites are also vulnerable to man-made and natural events affecting their ground stations and the links between the station and the satellite, he told reporters last week.

Theresa Hitchens of the Center for Defense Information cautioned against jumping to conclusions about the Chinese incident.

Beijing may have been testing its capability to track satellites, not damage them, Hitchens said. “We don’t know their intent, and we don’t have the capability to know.”

Hitchens also noted current technology made it difficult to identify anything smaller than a baseball in the orbits where spy satellites fly, a capability that needed to be improved.

At the same time, she said, the Pentagon would be prudent to use lower-cost and lower-risk systems closer to earth to do some critical tasks like surveillance and communications.

ANTI-SATELLITE WEAPONS? 

Hitchens also emphasized that it would be extremely difficult to disable a satellite with a laser—and even U.S. scientists had not developed a system to do that. 

But there is growing concern among lawmakers about U.S. efforts to develop such anti-satellite weapons. 

House of Representatives lawmakers tried to block a planned test of Starfire, a satellite and star tracking program, for fiscal 2007 after learning it could also be used as an anti-satellite weapon. The funds were reinstated only after the Air Force assured lawmakers it would be used only for tracking. 

The Chinese incident also underscored the need to develop an international code of conduct for space. Currently, there are no specific rules or treaties governing behavior of the 40 countries that operate satellites, and about a dozen countries that have launch capability, Hitchens said.
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New Software Teaches Basics of Iraq Culture, Language 

By Cpl. Ruben D. Maestre, II Marine Expeditionary Force, 6 Oct 2006

MARINE CORPS BASE CAMP LEJEUNE, N.C.(Oct. 6, 2006) -- Video and computer games continue to be a popular pastime, captivating many with visual graphics, dynamic settings and realistic gaming scenarios. The Marine Corps is capitalizing on this technology by training a younger generation who grew up with computer graphics rather than the foreign language books and flash cards of the past.

“Younger Marines are accustomed to gaming,” said Michael Mulcahy, simulations technician with Exercise and Simulation Division, II Marine Expeditionary Force. “Our software takes a gaming approach to self-paced training for Marines and sailors.”

The training software program is named Tactical Language and Culture Training System or Tactical Iraqi for short. Using computer and video game technology, ESD initiated a program to train Marines with the linguistic and cultural skills needed for missions in Iraq. 

“I wish this was something we had three years ago,” said Cpl. Joshua W. Zeigler, terminal operator with ESD and a Tube-launched, Optically-tracked, Wire-guided missile system gunner who served in Iraq during that time. “This is a great tool. It doesn’t matter what your aptitude level is, you’re going to learn some proficiency in the (Arabic) language.”

The full course for Tactical Iraqi is nearly 80 hours long. Taken in two to four-hour increments, it is divided into three phases: Skill Builder Section, Arcade Game Section and Mission Game Section. Each phase increases with difficulty, with the second and third sections utilizing a first-person, cyber perspective during the scenarios and presenting tasks on the software.

“The best part is that it’s done at your own pace,” said Zeigler. “If you need to go back through a course or exam, you can do it again.”

Trainees use keyboard and computer screens to participate in the course. A headset connected to the computer is utilized for audio and verbal portions of the training, providing an essential learning tool to act upon and understand basic Iraqi Arabic and culture.

“Cultural sensibilities come into play as you move in a simulation attempting to accomplish a task,” said Zeigler.

The mission of the Corps has changed considerably since Operation Iraqi Freedom began during 2003. Combat missions then focused on destroying the enemy’s capability to fight. 

Today the mission in Iraq requires a higher degree of linguistic knowledge and cultural diplomacy with the locals. What were once combat operations of destroying enemy forces is now securing, stabilizing and maintaining relations with communities and tribes in Iraq. Missions increasingly involve more civil affairs actions with locals, policing and working alongside Iraqi military and police, while maintaining vigilance against any threats.

“When you look at a pamphlet, you’re taking your attention from what’s going on around you,” said Cpl. Terry A. Reddinger, terminal operator, rifleman and Iraq veteran with ESD. “To be able to know some of the phrases without staring at a piece of paper helps you maintain situational awareness.”

Trainers believe Tactical Iraqi provides a good start with language and cultural training.

“You’re not going to be fluent in the language, but you will be able to communicate more effectively with people,” said Zeigler. “It’s basic stuff, but it’s all you need to communicate.”

Those at ESD hope more commanders and their Marines will take advantage of this learning tool, especially those deploying to Iraq soon. They note that units have the option of training in a classroom setting at one of their facilities, checking out a laptop with the software, or checking out the software itself, provided they have the necessary equipment for the program.

“I believe it is important that every Marine and sailor over there should know some aspects of Arabic phrases and Iraqi culture to be successful,” said Mulcahy.

For more information or to schedule training, contact Col. John Ledoux at 451-5436.
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PSY-OPS Journalism: Washington’s Budding New Industry

By Alvin Snyder, USC Center for Public Diplomacy, OCT 7, 2006 

The war in Iraq has spawned a new industry in Washington that could be called Psy-ops Journalism. The new breed of journalists are following the money trail to the Pentagon. 

Some $400 million in media consulting contracts has been awarded during the past few years by the Pentagon, for the purpose of helping “to effectively communicate Iraqi government and Coalition goals with strategic audiences.” Thus far both the Pentagon and its contract psy-op journalists have experienced a painful learning curve, but the most recent contract award will show how much each has learned. The outlook is not promising. 

A practical question is whether psy-ops journalism can work at all. It is a cross between what is accepted as the mainstream journalism of print and TV (and many journalists now blog) and what is known as psy-ops, or psychological operations, those engaged in mind control warfare, to gain military advantage by fooling the enemy. 

A famous psy-op of World War II is frequently recalled, when the allied army, through disinformation, conned the Nazis into believing that the D-Day invasion of Europe would come ashore at Calais, not Normandy. A less notable World War II psy-op involved the British, who dropped false military leave passes and counterfeit money over areas of axis-occupied Europe, hoping to distract the enemy. 

During the Vietnam war, the Australian military distributed leaflets in the countryside warning the Vietcong that spirits of their dead comrades would return to haunt them if bodies were not buried. The ruse prompted Vietcong guerillas to dig graves instead of doing battle, so the story goes, but apparently they were not distracted for very long. 

Even with today’s technology, leaflets were dropped by airplanes during the Coalition’s invasion of Iraq in March, 2003. Almost half-a-million leaflets were scattered, urging Iraqis to tune in American and British special forces broadcasts transmitted from hovering coalition aircraft. 

There was also an effort to influence international press coverage related to Iraq through a new Pentagon psy-ops Office of Strategic Influence, but the project was short-lived when the press got hold of the story, and the White House intervened. 

Next there was a failed effort to pay Iraqi newspapers for the publication of articles written by the U.S. military, which the military could have placed free-of-charge as guest editorials, without all the resulting fuss. Again, the clandestine effort fizzled out when the mainstream media got wind of it. 

It seems that when the U.S. military wants to get its story out to the media through a contractor, the effort turns out to be counterproductive. It is difficult to determine who is at fault. The contractor obviously wants to please the Pentagon for another, bigger deal, or may simply not know how to do it well. Or the military may be pushing too hard to get the message out, or may write the wrong thing into its contract program priorities, with which a contractor gets stuck. My hunch is the latter. 

In the last few years, the Pentagon has awarded contracts in the hundreds of millions for such communications assistance, with little to show for it. To compete, small businesses are formed with a growing number of freelancers lending their names and resumes, along with the politically connected. Although the estimated sum of $400 million in contract awards may seem a blip when compared to the cost of the new B-2 stealth bomber, priced at more than $2 billion each, Pentagon requests for media assistance emerge with built-in visibility, so when projects go awry, the contractors themselves have become the story.

One company, the Lincoln Group, which has won lucrative military contracts, set up shop only three years ago, when the Pentagon sent out word on its contracting Web site that it needed media help. All contracts, of course, do go through the proper competitive bid process. 

The problem I see with the U.S. military’s request for proposals in the media “help wanted” area, if you will, is that they read more like proposals for a B-2 Stealth bomber, and not for a creative media plan. It’s the old story about not knowing what to do, then telling someone how do it, who probably knows a lot better. Instead, the Pentagon should be stating its objectives clearly, and a savvy media professional is the one who should outline the steps on how to get there. 

As I read the latest U.S. military media contract awarded just weeks ago, it is defensive and reactive. The contractor must monitor the U.S. TV networks and cable channels, the Middle East satellite channels and newspapers, in Arabic and English, the U.S. regional media markets, Web sites, Web logs, newsgroup postings and other material publicly available through Internet channels, just for starters. Then what? 

Looks as if the contractor may once again become the story, in multi-media.
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Soldiers Improving Lives of Iraqi Children

By Judy Piazza, newsblaze.com, 7 Oct 06

In the midst of moving barriers and taking part in other logistics missions throughout Baghdad, Soldiers from one support brigade are working on leaving a personal impression on Iraqi citizens.

The Soldiers from 589th Brigade Support Battalion, Fires Brigade, 4th Infantry Division, have collected and delivered clothes, toys and other items to the clinic at the Civil Military Operations Center in the Radwaniya Palace Complex for nearly six months.

The effort started when Staff Sgt. Valrica Pollard, re-enlistment and medical logistics noncommissioned officer-in-charge, 589th Brigade Support Battalion, met Soldiers with the 414th Civil Affairs Battalion, out of Utica, N.Y., who were living and working near 589th BSB Soldiers. 

Pollard had received a box of toys and said she and her colleagues were interested in adopting a school or getting involved in the community in some other way. 

The 414th CA Bn. Soldiers took Pollard, a native of Akron, Ohio, to the clinic, where a local Iraqi doctor teamed with U.S. military doctors to treat local nationals. After the Iraqis were treated, they were presented supplies from the donations. 

After her first visit, Pollard said she sprang to action, writing to family and friends for more supplies. She talks about the CMOC everywhere she goes, especially when she runs into Soldiers from her former units. 

“Even when she was on Environmental Morale Leave, she was meeting with people and churches to get supplies sent over,” said Command Sgt. Maj. Eric Taylor, 589th BSB, a native of Lexington, Ky., who has visited the clinic several times with Pollard.

Pollard also encouraged her fellow Soldiers to solicit supplies and accompany her on trips to the clinic. 

“She just kept asking me,” said Capt. Annette Whittenberger, commander, Headquarters and Headquarters Company, 589th BSB. 

Whittenberger, a native of Simi Valley, Calif., said her mother sent a big box of toys. She has twice visited the clinic with Pollard. 

“It was pretty exciting,” said Whittenberger. “I got to see the kids and their parents and how the whole thing operates.” 

Pollard said she visits the clinic whenever she gets a chance, usually about every other weekend. After turning in the boxes of goodies, she likes to play with the Iraqi children, who get excited about new toys and the animated movies playing in the waiting area. 

“Regardless of what your purpose is, you have a good feeling that you did your part,” said Pollard.
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Cyber Space Flying and Fighting

From Technology News, 2006-10-08

Air Force leaders are gathering in early November to discuss plans for creation of a new command, one chartered with flying and fighting in cyber space.

Cyberspace became an official Air Force domain, like air and space, on Dec. 7, 2005, when Secretary of the Air Force Michael W. Wynne and Chief of Staff of the Air Force Gen. T. Michael Moseley introduced a new mission statement. 

In a letter to Airmen, they said the new mission was to “deliver sovereign options for the defense of the United States of America and its global interests—to fly and fight in air, space and cyberspace.”

Now, Air Force leaders are planning to stand up a new “cyber command,” to be responsible for fighting in that domain, said General Moseley.

“To deliver the full spectrum of effects we will evolve a coherent enterprise, with warfighting ethos, ready to execute any mission in peace, crisis and war,” the general said. “We will foster a force of 21st century warriors, capable of delivering the full spectrum of kinetic and non-kinetic, lethal and non-lethal effects across all three domains. This is why we are standing up an operational command for cyberspace, capable of functioning as a supported or supporting component of the joint force.”

Air Force leaders begin planning for the new cyber command Nov. 16 at the Cyber Summit. During the summit, Air Force leaders will chart a way ahead for the Air Force’s role in cyberspace, also called the cyber domain, said Dr. Lani Kass, director of the Air Force Cyberspace Task Force.

“The chief of staff of the Air Force is going to gather his senior officers and talk about the new domain, in which, according to our mission, we are going to fly and fight,” she said. “Our objective is to come out with a course, a vector, that will set us up for transforming our Air Force, to get us ready for the fight of the 21st century.”

According to Dr. Kass, cyberspace is neither a mission nor an operation. Instead, cyberspace is a strategic, operational and tactical warfighting domain—a place in which the Air Force or other services can fight.

“The domain is defined by the electromagnetic spectrum,” Dr. Kass said. “It’s a domain just like air, space, land and sea. It is a domain in and through which we deliver effects—fly and fight, attack and defend—and conduct operations to obtain our national interests.”

The cyber domain includes all the places an electron travels. The electron, which is part of the atom, can travel from one atom to the next. This concept is key to electronic communication and energy transmission.

An electron may travel from a cell phone to a cell tower, for instance. The path the electron takes, the shape of its path, the speed it travels, and the direction it travels are all critical to ensuring the cell phone works and that a usable signal is received. As part of a signal, an electron can travel from a handheld computer to a reception tower, over a wire to a telephone, to a television through an antenna, from a radio transmitter to radio, and from computer to computer as part of a network.

The electron can also travel, as part of energy transmission, from a microwave oven to popcorn seeds to make them pop, from generators over a wire to a light bulb, and from an X-ray machine through bone to a detection plate to make an image for a doctor to review.

The places where the electron travels is the cyber domain, or cyberspace. And the ability to deliver a full range of cyber effects—to detect, deter, deceive, disrupt, defend, deny, and defeat any signal or electron transmission—is the essence of fighting in cyberspace.

In the United States, Americans depend on the cyber domain for nearly everything they do. The cyber domain is the “center of gravity” for all aspects of national power, including economic, financial, technical, diplomatic and military might, Dr. Kass said.

“Cyberspace is something on which, as a technologically advanced nation, the United States is hugely dependent,” Dr. Kass said. “You use your ATM card, you use your cell phone and you go to an Internet cafe. If somebody is pregnant, they go have a sonogram. If they are sick, they have an X-ray or an MRI. All those things are in cyberspace. Our life has become totally bounded, dependent on cyberspace. Therefore, the importance of that domain is not only for how we fight, but also for our way of life.”

Failure to control and dominate the cyber domain could be catastrophic, both at home and on the battlefield, Dr. Kass said. An enemy who wanted to inflict damage on the United States could use the cyber domain to penetrate any number of online systems. Once they have gained access, they might be able to delete or manipulate information to create an effect.

“Picture for a second that you are trying to fix an aircraft and all the information in your computerized manuals has been corrupted and you begin to put things together backward,” Dr. Kass said.

The attacks of 9/11illustrate another kind of effect that can be inflicted through the use of the cyber domain. The terrorists responsible for the attacks used global positioning system receivers to guide planes into the towers in New York. They trained on aircraft simulators, they used the Internet to recruit participants, and they transferred money to fund their activities electronically.

In Iraq today, America’s enemies are using the cyber domain and improvised explosive devices to inflict damage on American Soldiers, Marines, Sailors and Airmen.

“We just commemorated the 10th anniversary of Khobar Towers,” Dr. Kass said. “What the enemy used for that occasion, and what the enemy is using in Iraq every single day, is the radio frequency spectrum for remotely detonated devices.”

The Air Force now dominates both air and space above a theater of operations, so it has “cross-domain dominance” there. But the Air Force must gain dominance in cyberspace as well, because cyberspace superiority is now a prerequisite to effective operations in all other warfighting domains.

The U.S. military’s control of air, land, sea and space depends entirely on communication and transmission of energy in its various forms. For the Air Force and its sister services, continued dominance in their respective domains means establishing cross-domain dominance across air, space, land, sea and now cyber.

“Cross-domain dominance means being able to deliver effects in all domains at the same time, at the speed of sound and at the speed of light,” Dr. Kass said. “We cannot afford to allow an enemy to achieve cross-domain dominance before us. This is the nature of the transformational mission the chief and the secretary gave us.”

While the Air Force develops mastery of the cyber domain, America’s enemies are quickly becoming more adept in their own use of the domain, in part, because of the low cost of fighting there.

“Enemies who cannot match us on land, at sea, in the air, or in space, are exploiting the fact that in cyberspace you have a very low entry cost,” Dr. Kass said. “Low cost is what makes that domain extremely attractive to nations, criminal and terrorist organizations who could not possibly attack the United States symmetrically. All you need to do is buy a laptop or a cell phone. As a matter of fact, you can just go to an Internet café and not even buy that stuff. You can buy yourself a phone card and you can cause high-impact effects.”

Until recently, the Air Force had not named cyberspace as a separate warfighting domain or said it would fly and fight there. But now that the Air Force has recognized cyber as a warfighting domain, it will begin specific planning on how it can conduct both defensive and offensive actions there.

“What I see in the future is true cross-domain integration, to deliver effects, like we deliver in air and space, where the commander has at his disposal, truly sovereign options, as stated in our mission, which is the ability to do whatever we want, wherever we want, whenever we want, and however we want—kinetically, and nonkinetically and at the speed of sound and at the speed of light,” Dr. Kass said.

The Air Force is still working on what exactly it means to fight in the cyber domain. While the Air Force knows some of what it wants to accomplish—things similar to what it is doing already in air and space, for instance—there remain challenges to working in the new domain.

“One of the most important things we do, in and for cyberspace, is enable the kill chain,” Dr. Kass said. “It allows us to help find, fix and finish the targets we are after. The problem is finding the target. Most of the enemies are hiding in plain sight.”

Finding an enemy in the cyber domain means sifting through the huge amount of data there. In the United States, or above a battle space, there are thousands of signals, and most of those are “friendly.” The challenge is identifying the signal of someone that means to do harm.

“If you could use the cyber domain, this river of ones and zeros, to pinpoint where the bad guy is and who he is talking to, so you can get not only the small fish but get all his best friends and maybe his boss, then you are using cyber to its full capacity,” Dr. Kass said. “That is a lot of data there, and the trick is to find him in that huge flow of information, that one piece that will allow you to find him, fix him in place, or track him if he moves.”

Being able to discern what is a friendly signal and what is an enemy signal is one of the challenges the Air Force faces as it moves into the cyber domain. While the Air Force works on that challenge, it is also working to define which Airmen will be the ones to conduct cyber operations, what kind of training they will need, and what exactly their job will be.

“One of the issues we are going to be discussing is who is the cyberwarrior,” Dr. Kass said. “What will he or she need to be able to do? What kind of educational skills, what kind of technical skills, what kind of training, and what kind of career path do we need to offer to those kids who are coming into our Air Force and wanting to fly and fight not only in air and space, but also in cyberspace.”

Dr. Kass said the Air Force doesn’t believe it will have trouble finding Airmen to fill the role of cyberwarrior, however.

“Kids today live on the Internet, they establish an alternative reality there,” she said. “Getting those kids interested in doing something amazing in our Air Force across the electromagnetic spectrum should be easy. This is new and exciting—where people who love to interact in the high-tech arena, for example, can generate significant effects for the defense of the United States.”

Like in other domains, the Air Force will probably conduct more than just defensive operations. Fighting in cyberspace also means conducting offensive operations. It is unclear now exactly what will constitute an offensive cyber operation, but it is likely the effects the Air Force will eventually bring to bear upon America’s enemies will look much like the effects America’s enemies bring to bear upon America.

“Imagine, hypothetically, if I could substitute—instead of the picture of a beheading on a terrorist Web site, a picture of Captain Kangaroo or an MTV show,” Dr. Kass theorized. “Maybe I could break that cycle of recruiting more guys that want to come to our home and kill us.”
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Computer System Under Attack

By Alan Sipress, Washington Post, October 6, 2006

Hackers operating through Chinese Internet servers have launched a debilitating attack on the computer system of a sensitive Commerce Department bureau, forcing it to replace hundreds of workstations and block employees from regular use of the Internet for more than a month, Commerce officials said yesterday.

The attack targeted the computers of the Bureau of Industry and Security, which is responsible for controlling U.S. exports of commodities, software and technology having both commercial and military uses. The bureau has stepped up its activity in regulating trade with China in recent years as the United States increased its exports of such dual-use items to the growing Chinese market.

This marked the second time in recent months that U.S. officials confirmed that a major attack traced to China had succeeded in penetrating government computers.

“Through established security procedures, BIS discovered a targeted effort to gain access to BIS user accounts,” said Commerce Department spokesman Richard Mills. “We have no evidence that BIS data has been lost or compromised.”

The significance of the attacks was underscored in a series of e-mails sent to BIS employees by acting Undersecretary of Commerce Mark Foulon since July, informing them of “a number of serious threats to the integrity of our systems and data.” In an August e-mail, Foulon reported that the bureau had “identified several successful attempts to attack unattended BIS workstations during the overnight hours.” Then, early last month, he wrote: “It has become clear that Internet access in itself is a vulnerability that we cannot mitigate. We have tried incremental steps and they have proven insufficient.”

A source familiar with the security breach said the hackers had penetrated the computers with a “rootkit” program, a stealthy form of software that allows attackers to mask their presence and then gain privileged access to the computer system. The attacks were traced to Web sites registered on Chinese Internet service providers, Commerce officials said. “We determined they were owned by the Chinese,” a senior Commerce official said. He did not say who in China was responsible or whether officials had even been able to identify the culprits. Although bureau employees were informed of the problem in July, commerce officials declined to say when the attacks were discovered and how long they had been going on. Only over time did bureau officials realize the extent of the damage from the breach.

“The more we learned, the more we did,” the senior official said.

Since Sept. 1, the bureau has blocked employees from accessing the Internet from their own computers. Instead, several separate computers unconnected to the BIS computer network have been set up so employees can try to continue carrying out their duties.

Commerce officials have also decided they cannot salvage the workstations that employees had been using and instead will build an entirely new system for the bureau in the coming months with “clean hardware and clean software,” the senior official said. Foulon told employees in late August that they hoped to replace all the bureau’s workstations within three months.

The official acknowledged that some of the emergency measures have made it more difficult for the bureau to communicate with other government agencies and the public, including companies that turn to BIS for export licenses.

In July, the State Department confirmed that hackers in China had broken into its computers in Washington and overseas. Last year, U.S. officials reported that the Defense Department and other U.S. agencies were under relentless attack from unidentified computers in China.

China has long been a focus of high-level attention at BIS and was the destination for the largest number of licenses approved by the bureau in 2004, according to the bureau’s most recent annual report. In weighing applications for licenses, bureau officials seek to protect U.S. national security interests without hamstringing legitimate commercial trade.

Commerce officials recently reported that they had taken significant steps to enhance computer security at the department, both by deploying new software and improving the management of the system.

These steps came after the General Accounting Office (since renamed the Government Accountability Office) issued a scathing report five years ago, which concluded that “significant and pervasive computer security weaknesses place Department of Commerce systems at risk.” The report found that outsiders could gain unauthorized access to the computer system and access confidential data. “Intruders could disrupt the operations of systems that are critical to the mission of the department,” the report found.
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Modern Consciousness Research, World War II Lessons Combine to Win Hearts and Minds, War and Peace

By Steve Hammons, American Chronicle, October 12, 2006

Breakthrough research and discoveries in human psychology and consciousness might be successfully applied to U.S. efforts in Iraq, Afghanistan and globally to decrease violence and accomplish worthwhile objectives.

Personnel using the conventional military and intelligence tools of psychological operations and information operations might find new opportunities by using knowledge developed from other intelligence efforts such as research into “anomalous cognition,” “remote viewing” and related fields.

Additional insight might be gained from careful study of the human assets in past U.S. intelligence operations during World War II such as the U.S. Army Military Intelligence Service (MIS) and the U.S. Marine Corps Code Talkers.

Combining state-of-the-art consciousness understanding with awareness of the successes of the MIS and Code Talkers, as well as using other resources, can allow U.S. “soft power” to succeed where bullets, bombs, imprisonment and torture have failed.

Effective information operations using films, books, stories and articles, fiction and nonfiction, can all provide valuable perspectives for Americans and for peoples we are dealing with around the world. 

For example, the new film FLAGS OF OUR FATHERS, produced by Steven Spielberg and directed by Clint Eastwood, explores the psychological factors of not only our troops in the Pacific during World War II, but also the persuasion operations by the U.S. Government to influence the American people.

SOFT POWER, SMART POWER

Recent assessments by elements of the U.S. military have concluded that sheer military force, “hard power,” when dealing with an indigenous insurgency can often be counterproductive. This is probably true of many situations.

A new Army-Marine Corps field manual focuses on the limits of hard power and the advantages of soft power.

Killing innocent civilians including women and children, securing geographic areas only to lose them again to adversaries and creating more violence and hostility in an area of operations can simply make matters worse. 

Making enemies instead of friends is not useful.

These factors, along with many other widely-recognized mistakes in the Iraq and Afghanistan situations, have created and are currently creating increasingly difficult and tragic consequences for the people of these regions, U.S. forces and Americans at home.

The view internationally and here at home that American forces around the world are the “good guys” has been seriously damaged by the invasion and occupation of Iraq. 

To try to improve this perception and the underlying realities, significant changes on many levels seem to be indicated.

As far as the actions and decisions of U.S. national leaders that began the invasion and occupation of Iraq, the American people and our system of democracy and justice will hopefully resolve some of these problems. 

And people around the world will watch and judge what America does and whether the U.S. is an asset for or danger to world peace.

In the specific challenges facing U.S. and NATO forces in Iraq and Afghanistan, human psychology and human behavior come into play. 

This is true for our own forces and for the indigenous people. Both can be positively affected by intelligent and appropriate awareness and understanding of human consciousness research.

What are these specifics and how can they be utilized in successful psychological, information and persuasion operations?

WORLD WAR II AND TODAY

In the Spielberg and Eastwood film, we can get some useful information and viewpoints because there seem to be both similarities and differences regarding World War II and the situation we find ourselves in today. 

Media platforms such as this movie teach us, and our friends and adversaries around the world, about the complexities of American society and American history, which also continue now. 

Both in World War II and currently, Pearl Harbor and the “new Pearl Harbor” (the 9/11 attacks) triggered the fear and anger in Americans that led to significant militarization of the U.S. and widespread military operations. 

In both cases, suspicions arose about whether these Pearl Harbors were allowed to happen on purpose, or even if they were desired to accomplish the aims of U.S. administrations in office. 

Some people wanted us to get into World War II just as some now want us to fight a World War III. 

And as with most wars and human endeavors, there are many different motivations in these situations that may be honorable or dishonorable. This is more of the complexity that is useful to try to understand.

In FLAGS OF OUR FATHERS, one character is the famous and tragic Marine Ira Hayes. He was a Pima Indian from southern Arizona. 

The complex factors of his combat service in the Pacific (when “post-traumatic stress disorder” was not fully understood), the pressures on him and others to become public relations figures for the war effort and aspects of his Pima heritage are parts of this new movie.

The 2002 film WINDTALKERS starring Nicholas Cage also examined battles in the Pacific in World War II and told part of the story of the Navajo Code Talkers. 

Now widely known, the Code Talkers were a top-secret project that used Navajos from northeastern Arizona and the Four Corners area and their native language to convey American military radio communications in code. 

It was a code the Japanese military was never able to break.

The Navajos used native words for animals to represent certain military terms. For example, a fighter plane was the Navajo word for a hummingbird, “da-he-tih-hi.” A submarine was an iron fish, “besh-lo”. A tank was a tortoise, a “chay-da-gahi.”

When they had to spell out a word, they also used Navajo that meant an English word that began with letters of the alphabet. In this case, the letter “a” was the Navajo word for ant, “wol-la-chee.” The letter “b” was the word for bear, “shush.” The letter “c” was cat, or “moasi,” and so forth.

Another much less known group of Americans in the Pacific was the Army Military Intelligence Service, the MIS. This top-secret group was composed of Americans of Japanese ancestry. 

They were recruited primarily from California, Hawaii and even from the detention camps in the U.S. where their families were forced to spend the war years, behind barbed wire and armed guards.

Like the Navajo Code Talkers, MIS personnel were also involved in intelligence and communications. MIS men translated captured Japanese documents, intercepted Japanese radio transmissions, tried to break codes, interrogated prisoners and conducted behind-the-lines and deception operations.

Interestingly, in contrast to recent and current infamous U.S. interrogation and torture activities, MIS men treated captured Japanese prisoners with decency and dignity, according to many accounts. 

MIS interrogators used psychological understanding to help Japanese prisoners cope with the indoctrination they had received at home. MIS men used mutual respect and effective communication to persuade the Japanese prisoners of war to provide useful information to the Americans. 

The MIS reportedly used their knowledge of Japanese culture and psychology to work with the prisoners in a humane way and this reportedly yielded sound military intelligence results.

This kind of approach is, of course, in stark contrast to recent U.S. approaches that include torture, degradation, sexual humiliation and other techniques which some experts say constitute severe violations of the Geneva Conventions, international law and U.S. law – war crimes.

In addition, these activities may be counterproductive in the short-run – not getting valid intelligence, and in the long-run – making enemies for the U.S. instead of friends.

In the case of the MIS, during the occupation of Japan, they were instrumental in rebuilding that country and cementing long-term positive relations between Japan and the U.S. 

There are many different kinds of lessons to be learned from the Code Talkers and the MIS. The way they used their ethnic psychology and communications in accomplishing crucial intelligence missions are part of the importance of human assets and human consciousness.

HEARTS, MINDS AND CONSCIOUSNESS

Navajos and other Native American Indian tribes also had a long history of exploring different kinds of consciousness, as have other cultures. 

“Vision quests,” fasting, dreams and in some cases the use of certain plants, mushrooms or cacti were seen as legitimate methods for information gathering, spiritual development and insight, and to contact the Great Spirit, departed loved ones and ancestors.

Now, various research efforts over the past few decades have discovered that human psychology is far more complex and interesting than many believed. 

The human brain, mind and emotional heart are linked to a larger field of consciousness in ways not completely understood. Some people suspect that the human spirit and soul are also involved.

Normal, everyday consciousness is only a limited wavelength or channel, much like a channel or frequency on a radio or TV. There are other levels and modes of using our consciousness, many of which can be valuable.

For example, well-known health and wellness expert Andrew Weil, M.D., wrote a book called THE NATURAL MIND, published in 1972. In the book, Weil proposed that human consciousness not only has the capability of moving into different states, but that humans actually have a natural tendency to do this.

Examples he cites include children who spin in circles or roll down hills to experience dizziness, and people who enjoy the adrenalin rush of dangerous or exciting activities. 

Skydiving, rock-climbing, roller coaster-riding, sexual activity and lovemaking, fighting and warfare, prayer and meditation, coffee, tobacco, alcohol and certain plants, mushrooms, cacti and medications can all change human consciousness. Even sleep is a form of “altered consciousness.”

With some, but not all, of these consciousness-adjusting methods, positive results can occur. For example, in the case of one well-known plant, cannabis, testosterone levels are said to be affected in ways that can reduce the violent tendencies in men.

Along these same lines, it is generally accepted that healthy and frequent sexual activity among men may also reduce violent and anti-social behavior in many cases. In situations or cultures where normal and natural sexual activity is limited, increased violence can result.

Weil also pointed out that the human race has been doing things to explore inner consciousness for thousands of years. 

In fact, he indicates that maybe human development and even spiritual development might be linked to this inborn inclination to change the channels, the wavelengths of our awareness.

Also in the 70s, 80s and early 90s, the CIA, Army Intelligence and the Defense Intelligence Agency (DIA) were conducting research into the ability of U.S. military personnel and civilians to move their consciousness into a mode that allowed them to perceive things, people and activities at a distance, without any direct sight or other information coming through their five senses. 

They soon found that valuable intelligence information could be accessed.

The U.S. efforts were originally begun as a counterintelligence program, to understand and keep up with similar “psychic spy” research and operations in the Soviet Union. 

Since that time, other intelligence services around the world have also reportedly conducted similar activities regarding these kinds of phenomena.

Remote viewing was a term used to describe the specific techniques used by the U.S. military and intelligence personnel involved in these operations. 

The specific parameters of remote viewing are just one part of a much larger aspect of human consciousness commonly called anomalous cognition. This phrase refers to the wide range of interesting phenomena such as telepathy, telekinesis (affecting physical objects with one’s mind) and other abilities.

This kind of research was quite different from the “mind control” experiments that U.S. intelligence conducted post-World War II, such as the MK-ULTRA projects. Reportedly drawing on some Nazi research and using techniques and mind-altering drugs, many objectionable and unethical activities were allegedly conducted.

In contrast, remote viewing looked at some of the best and most promising aspects of the human mind, freeing the consciousness of these U.S. personnel to explore the far reaches of human capability and even human spirituality.

Today, taking these kinds of consciousness studies as a whole, there seems to be an emerging consensus that there exists a kind of “psychic internet.” Famous psychologist Carl Jung called this idea the “collective unconscious.” Others prefer the physics-oriented term “zero-point field.”

Whatever words are used, these ideas propose that consciousness of individual human beings, groups of people and larger psychological, natural and metaphysical elements and forces are connected.

Understanding and utilizing these connections in ways that achieve positive outcomes in international efforts and relations are something that our intelligence personnel could be, and probably are, pursuing.

Research into all of these areas and then applying the resulting knowledge to achieve positive goals are missions that are not just optional and desirable, they are absolutely necessary if we are to live in a peaceful world and help the human race advance as an intelligent species. 

In fact, our very survival may depend on it.

Using human assets, human psychology and human consciousness will help us win the war, and the peace.

The veteran MIS men, many of whom are alive and well, can help us learn how to deal with an adversary to gather information and persuade the opponent to join us as friends and allies.

The Code Talker vets can teach us about applying Native American wisdom from the ancient ones to successfully resolve current challenges. 

They can help us protect “Ne-he-mah,” the Navajo word for “our mother,” which in Code Talker code meant … America.
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Winning Hearts and Minds 

By Kevin Peraino, Newsweek International, 2 Oct 06

Oct. 2, 2006 issue - It’s a cliché to say that Islamists are skilled at winning Mideast hearts and minds. But even some Israeli officials acknowledge that they’re being outmaneuvered by Hizbullah in the ongoing battle for international public opinion. Remember those MADE IN THE U.S.A. banners that sprouted everywhere amid the rubble of southern Lebanon right after this summer’s fighting? That was just the opening salvo—and some Israelis worry that they’re still not fighting back. “We’re simply not there,” says one senior Israeli security official, who requested anonymity because he is not authorized to speak on the record. “And [Hizbullah leader Hassan] Nasrallah is extremely adept.”

Part of the Islamists’ new strategy: a $100,000 advertising blitz called “Divine Victory,” featuring more than 600 billboards around Beirut and southern Lebanon touting Hizbullah’s exploits during the 34-day war. (Cleverly, the slogan is almost a literal translation of Nasrallah’s last name.) The panels line the road to Beirut from the city’s international airport, and the new buy includes slogans like “America and its tools have been defeated”—in English. Last week the group expanded the campaign, adding dozens more billboards, and Nasrallah himself made an appearance at a massive rally in Beirut, standing in front of one.

Who are the masterminds behind all this? Meet Idea Creation, a Beirut ad agency and design firm that works for both the Islamists and a handful of other Lebanese clients. Thirty-year-old Mohammad Kawtharani, the company’s wiry and affable creative director, says he’s never met Nasrallah; the group works from a few broad guidelines the leader suggests and then submits them for approval. A former philosophy and architecture student, Kawtharani says he sympathizes with Hizbullah but doesn’t consider himself a member. On the eve of the Beirut rally, NEWSWEEK spoke with Kawtharani about his campaign strategy. He offered a few tips:

Lower your “message density”: Islamist propaganda was once known for its densely impenetrable Arabic, peppered with quotes from the Qur’an. But Kawtharani says that in this campaign, Hizbullah has made an effort to get “straight to the point” with its slogans. The international public “expects a clear and single message,” he says. “That’s the language of the media these days.” So Hizbullah settled on the simple and catchy “Divine Victory” slogan, and repeated it over and over.

Speak in the lingua franca: One of the striking things about Hizbullah’s campaign is that many of the billboards around Lebanon are in English, crafted explicitly for foreign TV cameras. Some of Hizbullah’s six-man creative team, like Kawtharani himself, studied at the American University of Beirut and are fluent enough to employ a more subtly effective English idiom—the MADE IN THE U.S.A. banners, for example.

Employ irony: Some of Hizbullah’s most common ads use a tactic that Kawtharani calls sending “double messages.” One example: a red banner featuring the slogan extremely accurate targets! juxtaposed against the rubble of Beirut’s southern suburbs. “In advertising, irony is part of the modern style,” says Kawtharani. “The audience will receive the double message.”

Sanitize the images: Conventional wisdom holds that Hizbullah gained sympathy throughout the war by circulating graphic images of Lebanon’s dead, often in e-mail chain letters. But now that the war is over, says Kawtharani, publicizing what he calls the “more aggressive” visuals can be counterproductive. Some of Hizbullah’s ads thus feature symbolic images of the killing—bodies wrapped in blankets, for instance—but avoid the most horrific scenes. The West already considers Hizbullah a “bloody party,” Kawtharani acknowledges. Continuing to publicize carnage would reinforce this image, especially among foreign audiences.

Stay out of the firing line: Everybody knows advertising can be a cutthroat business. But in wartime, Hizbullah’s ad team literally had to dodge bullets to get their message across. Kawtharani says two of his designers were killed during the war. His original headquarters in an office building in Beirut’s predominantly Shia southern suburbs was leveled by an Israeli airstrike. “It used to be 10 floors,” says Kawtharani. “Now it’s about one-and-a-half floors.” Still, the ad man tried to turn the attacks to his advantage. Nearby, one of Kawtharani’s new banners now flutters in the wind.
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Now on YouTube: Iraq Videos Of U.S. Troops Under Attack 

By Edward Wyatt, NY Times; October 6, 2006

LOS ANGELES, Oct. 5 - Videos showing insurgent attacks against American troops in Iraq, long available in Baghdad shops and on Jihadist Web sites, have steadily migrated in recent months to popular Internet video-sharing sites, including YouTube and Google Video.

Many of the videos, showing sniper attacks against Americans and roadside bombs exploding under American military vehicles, have been posted not by insurgents or their official supporters but apparently by Internet users in the United States and other countries, who have passed along videos found elsewhere.

Among the scenes being viewed daily by thousands of users of the sites are sniper attacks in which Americans are felled by snipers as a camera records the action and of armored Humvees or other military vehicles being hit by roadside bombs.

In some videos, the troops do not appear to have been seriously injured; in one, titled “Sniper Hit” and posted on YouTube by a user named 69souljah, a serviceman is knocked down by a shot but then gets up to seek cover. Other videos, however, show soldiers bleeding on the ground, vehicles exploding and troops being loaded onto medical evacuation helicopters.

At a time when the Bush administration has restricted photographs of the coffins of military personnel returning to the United States and the Pentagon keeps close tabs on videotapes of combat operations taken by the news media, the videos give average Americans a level of access to combat scenes rarely available before, if ever. 

Their availability has also produced some backlash. In recent weeks, YouTube has removed dozens of the videos from its archives and suspended the accounts of some users who have posted them, a reaction, it said, to complaints from other users.

More than four dozen videos of combat in Iraq viewed by The New York Times have been removed in recent days, many after The Times began inquiries. 

But many others remain, some labeled in Arabic, making them difficult for American users to search for. In addition, new videos, often with the same material that had been deleted elsewhere, are added daily.

Russell K. Terry, a Vietnam veteran who founded the Iraq War Veterans Organization, said he had mixed feelings about the videos.

“It’s unfortunate there’s no way to stop it,” Mr. Terry said, even though “this is what these guys are over there fighting for: freedom of speech.”

One YouTube user, who would not identify himself other than by his account name, facez0fdeath, and his location, in Britain, said by e-mail that he posted a video of a sniper attack “because I felt it was information the U.K. news was unwilling to tell.”

“I was physically sickened upon seeing it,” he said, adding, “I am wholly opposed to any form of censorship.”

The video he posted, which had been viewed more than 33,000 times, was removed earlier this week. 

Another YouTube user, who said he was a 19-year-old in Istanbul and who posted more than 40 videos of Iraq violence, said via e-mail that “anti-war feelings and Muslim beliefs (the religion of peace) motivates me.”

Neal O. Newbill, a freshman at the University of Memphis who viewed some of the YouTube videos and posted comments on them, said in an interview that he was enraged by the recorded chants of “Allahu Akbar,” Arabic for “God is great,” that follow some of the sniper attacks.

But Mr. Newbill added that he was awed by the size of the blasts from the improvised explosive devices, or I.E.D.’s, used against American vehicles. A son, nephew and grandson of American veterans, Mr. Newbill said he had sought out the videos, searching on YouTube for “I.E.D.,” “because I like watching stuff blow up.” 

The Web sites also contain a growing number of video clips taken by American soldiers. One shows the view from the back of a truck containing several members of a platoon, whose vehicle then hits an I.E.D. and is turned on its side. A few videos also show American servicemen or private security guards firing at attackers, and one shows an American rocket-propelled grenade hitting a building from which insurgents are firing.

A spokesman for United States Central Command, which oversees troops in Iraq, said the military was aware of the use of common Internet sites by both insurgent groups and American military personnel.

“Centcom is aware we are facing an adaptive enemy that uses the Internet as a force multiplier and as a means of connectivity,” Maj. Matt McLaughlin, the spokesman, said by e-mail.  While posting of Web logs, pictures and videos by American troops is subject to military regulations, Major McLauglin said, “Al Qaeda uses the Internet and media to foster the perception that they are more capable than they are.” 

Some of the videos are obvious propaganda, with Arabic subtitles and accompanying music, while others simply have scenes without sound or graphics. 

One frequently posted video shows individual photographs of several hundred American soldiers allegedly killed by a Baghdad sniper referred to as Juba. But a television news report from the German weekly Der Spiegel that also has been posted on the video sites shows an interview with one American soldier whom the insurgent group claimed to have killed but whose protective vest stopped the sniper’s bullet. 

Geoffrey D. W. Wawro, director of the Center for the Study of Military History at the University of North Texas and a former instructor at the United States Naval War College, said the erosion of the command structure of terrorist and insurgent groups had led them to increase their reliance on the Internet and videos to gain recruits.

American troops, too, have always sent snapshots home from the front, Mr. Wawro said, and digital pictures and video are simply a new incarnation of that. 

 “This is how the new generation does things,” he said. “It results in a continued trivialization of combat and its effects,” Mr. Wawro added, “but no one feels completely comfortable saying, Don’t do it.”

YouTube does feel comfortable saying so, however, as does Google Video. Both have user guidelines that prohibit the posting of videos with graphic violence, a measure that spokeswomen for each service said was violated by many of the Iraq videos. Julie Supan, senior director of marketing for YouTube, said the company removed videos after they were flagged by users as having inappropriate content and were reviewed by the video service.

In an e-mail message, Ms. Supan said that among the videos removed were those that “display graphic depictions of violence in addition to any war footage (U.S. or other) displayed with intent to shock or disgust, or graphic war footage with implied death (of U.S. troops or otherwise).”
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