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Strategic Communication: Key Enabler for Elements of National Power

By Richard J. Josten, IO Sphere (Joint Information Operations Center), Summer 2006

Editorial Abstract: Mr. Josten describes US Government challenges in exercising elements of national power, developing unified strategic messages, and balancing messages with actions. He recommends a reexamination of current guidelines for military support to public diplomacy.

Mr. Josten’s Note: In an article I wrote for the Joint Information Operations Center IO Sphere (Winter 2005), made a case for a Capabilities Compendium, detailing the need for an integrative approach for the Elements of National Power. Essentially, the US has often favored hard power capabilities of military or economic might to coerce adversaries — a Cold War mentality that has started to change.

“Since the attacks of September 11th, 2001, US public diplomacy has followed an ineffective information strategy borrowed from the Cold War.” 1
Hard power can be effective, and must remain credible even when held in reserve. However, the United States Government (USG) should not overlook use of soft power.  Joseph Nye claims soft power “arises from the attractiveness of a country’s culture, political ideals, and policies.” Some have called for an increase in ‘cultural diplomacy’—a more focused effort than public diplomacy. Whether using elements of hard or soft power, together these capabilities “form the crux of national strategic communications capability,” according to Jeff Jones, former Director for Strategic Communications and Information at the National Security Council (NSC). In a recent Joint Force Quarterly article he was critical of the US effort, stating “There is little evidence of cooperation, coordination, or even appreciation of the impact of strategic communication.” 2 

What is Strategic Communication?

Presently the Department of Defense (DOD), US Strategic Command (USSTRATCOM), and other USG agencies are struggling with the concept of Strategic Communication (SC).  There are several definitions of SC within the government, with some consensus that Military Information Operations (IO), Public Diplomacy (PD), and Public Affairs (PA) are primary components. At a glance, we can easily derive these SC pieces from the recognized Elements of National Power—Diplomatic, Informational, Military, and Economic Power (DIME). The coherent application of national (and allied) elements of power, using effects-based processes to accomplish strategic objectives, defines an effects based strategy. Any USG agency can create a strategic level effect, whether intentionally or unintentionally, though only one agency has the lead for Strategic Communication: the Department of State (DOS).  
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Figure 1 - The National Elements of Power are typically recognized as US Diplomatic, Informational, Military and Economic Power. Many writers include Law Enforcement and Intelligence capabilities in the line-up. However, national security strategy only reflects the first four.
President Bush designated Ms Karen Hughes as Under Secretary of State for Public Diplomacy and Public Affairs—basically the US Director for Strategic Communication, to lead efforts to improve America’s dialogue with the world.  She leads policy development in this arena, and oversees three bureaus at the Department of State: Educational and Cultural Affairs, Public Affairs, and International Information Programs.3 More recently, the President charged Ms Hughes via the NSC to form a new Policy Coordination Committee on Public Diplomacy and Strategic Communications (8 April 2006).4 Ms Hughes has a daunting task before her: to improve the image of the US abroad, and to convey key USG strategic messages. Strategic Communication, which is both message and action, provides the means to harness the Elements of National Power in an effective manner. SC must be driven by policy from the White House, the NSC, DOS, DOD and other the interagency organizations. All major interagency organizations have a public affairs entity, but they are chiefly proprietary - concerned more with their own organization’s message than the national strategic communications message. “Apart from the Department of Defense, no US department or agency devotes substantial resources to long-range planning,” said Bruce Gregory of George Mason University.5 In a work prepared for the Conference on International Communication and Conflict, he reviewed some thirty expert studies concerning Strategic Communication and the need for Public Diplomacy reform. Gregory cited no more studies are required concerning the recognized deficiency, because now is the time for a plan of action. Again I return to my argument in “Elements of National Power—Need for a Capabilities Compendium” that: “Military planning expertise must be lent to interagency personnel coordinating their efforts with those of DOD. Further, in order to employ non-DOD capabilities, there must be a better accounting of capabilities.” USG capabilities must translate to deliberately planned actions. The NSC defines Strategic Communication similarly to the Joint Staff: The coordination of Statecraft, Public Affairs, Public Diplomacy [Military] Information Operations and other activities, reinforced by political, economic and military actions, in a synchronized and coordinated manner.6

Strategic Communication: An Effects-Based Approach

US Joint Forces Command (USJFCOM) collected recent research on effects based operations (EBO) and related concepts in a series of transformationally-oriented doctrinal pamphlets.7 Under the concept of Operational Net Assessment (ONA), effects are physical or behavioral, the result of actions applied against system nodes. ONA resources are essentially national power (DIME) capabilities [Author’s note: Capabilities Compendium] directed at nodes, which are persons, places, or physical things in a system. In Information Operations (IO), those capabilities are often non-kinetic, sometimes non-lethal, and often aimed at processes within systems — that is, behavioral effects aimed at cognitive processes. Often networked globally, SC both informs and influences, synchronizing and deconflicting PA and IO themes and messages. In the world arena this is sometimes accomplished via the third element of SC: Public Diplomacy. Defense support to public diplomacy (DSPD) is presently receiving renewed USG attention.

Defense Support to Public Diplomacy

Joint Publication 1-02, DOD Dictionary of Military and Associated Terms, defines Public Diplomacy as: “Those overt international public information activities of the United States Government designed to promote United States foreign policy objectives by seeking to understand, inform, and influence foreign audiences and opinion makers, and by broadening dialogue between American citizens and institutions and their counterparts abroad.” The new version of JP 3-13, Information Operations, slightly revises the previous JCS definition (approved for inclusion in the next edition of JP 1-02):

“Focused USG efforts to understand and engage key audiences in order to create, strengthen or preserve conditions favorable for the advancement of USG interests, policies, and objectives through the use of coordinated programs, plans, themes, messages, and products synchronized with the actions of all elements of national power.” 8
Strategic Communication must include synchronized themes and messages reinforced by premeditated actions. The effort must also include activities with long-ranging effects—too often the USG relies on short-term fixes to policy or image problems that actually require lasting changes. In his IO Sphere (Fall 2005) article on SC, Major Marshall Eckland recognized the primary reason for this shortcoming: “unlike diplomatic, military, and economic instruments of national power, no single government agency is responsible for providing the strong leadership and strategic direction necessary to operationalize the nation’s vast portfolio [Author’s note: Capabilities Compendium] of informational assets.” 9
A Government Accountability Office (GAO) report entitled “Interagency Coordination Efforts Hampered by the lack of a National Communication Strategy” criticized various failed USG efforts to solve the identified problem. The report recognizes DOD work to augment White House, NSC, and DOS efforts, but notes the Defense Department has “been reluctant to define any of its activities in public diplomacy terms.” However, this reluctance must change. DOD involvement with ambassadorial staffs regarding Theater Security Cooperation Plans (TSCP) is one successful avenue of approach that can be further enhanced. The report also states DOD “has begun to develop a ‘defense support for public diplomacy’ strategy which acknowledges that the department has a role to play in this arena.” 10 In a February 2006 speech, Defense Secretary Donald Rumsfeld called for a more aggressive, non-traditional information campaign to counter messages of extremist and terrorist groups in the world media. Following the completion of the Quadrennial Defense Review, he said, “Victory in the long war ultimately depends on strategic communication.” 11
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Figure 2 - National Security Planning Linkages: Diplomatic & Military
Creating an Effective National Strategic Communication Architecture

There is no doubt that the key USG strategic communicator is the President, followed by the President’s closest administration officials. However, the USG is so large, and government agencies so separated by policies and intra-organizational goals—there must be one voice to promulgate the Executive Branch position in ways that do not contradict and lead to intragovernmental “message fratricide.” Both recent and historical solutions have been eliminated when the need seemingly went away (WWI era Committee of Public Information, and WWII Office of War Information); or collapsed from the sheer weight of the monumental undertaking (DOD Office of Strategic Influence, White House Office of Global Communication, and NSC Strategic Communication Policy Coordination Committee).12 The SC task does not need to be overwhelming, but it must be sustained, resourced, coordinated, planned, and executed. It demands integrated action and consideration of unintended consequences, by all Elements of National Power, and with academic, private industry, and other non-government organization (NGO) support.

In April 2005, US Representative Mac Thornberry (Texas) proposed a bill to strengthen US Strategic Communication. The legislation called for “creation of a non-partisan and non-profit Center for Strategic Communication.” 13 The proposed center would be a privately-run entity to provide information and analysis to the State, Defense, Justice, and Homeland Security Departments, plus the Director of National Intelligence.  According to Thornberry, “the Global War on Terrorism is actually a Global War of Ideas and that terrorism is one of the tactics used in that War. Military power, alone, will not win this War…” He further stated, “As a non-governmental entity, the Center can take advantage of the experience and expertise of those outside of government who may be unwilling or unable to work within government but would like the opportunity to contribute.” The bill was inspired by recommendations of the Defense Science Board (DSB) Task force on Strategic Communication. 14 In addition to this independent, federally funded research and development center (FFRDC) proposal, the DSB recommended the National Security Council oversee the SC Center. Senator Richard Lugar introduced this idea in January of 2005, calling for a deputy NSC advisor to serve as the President’s principal SC advisor. It begs the question whether the Global Innovation and Strategy Center (GISC), intended to be an FFRDC subordinate to USSTRATCOM, will satisfy the overall USG requirement, or will merely be seen as part of the military component of the SC effort. 15 In his statement before the Senate Armed Services Committee, USSTRATCOM Commander General James Cartwright said: “When fully operational, the Global Innovation and Strategy Center will be able to access on-site and public/private sector experts to conduct rapid analysis of national security situations. The center will also have access to a wide range of available technologies to assist in the development of strategies incorporating capabilities well in excess of those of the military alone.” 

In his guidance to the Joint Staff, Chairman of the Joint Chiefs General Peter Pace stated “Our enemies are violent extremists who would deny us, and all mankind, the freedom to choose our own destiny…We must find and defeat them in an environment where information, perception, and how and what we communicate are every bit as critical as the application of traditional kinetic effects.” 16 General Pace also identified key enablers critical to winning the war on terrorism. He cites improvement in organizational agility as the first, noting “We must also help close the seams and gaps across the staff, the combatant commands, the department, and our interagency partners....” As a second key enabler, he identifies a need for speed of action and decision, then a requirement for collaboration within the JS, DOD, interagency, and Coalition partners. Finally, he calls for outreach from prospective GISC elements, when the center formally stands up in 2006. General Pace notes “we can both learn from and help others through a proactive outreach program to nontraditional partners. Academia, industry, think tanks, and a host of other organizations possess a wide-range of expertise and insights invaluable to finding solutions to our most pressing problems.”

In addition to STRATCOM’s establishment of the GISC, the Joint Information Operations Center stood up a Joint Strategic Communication (Support) Cell (JSSC) in April 2006. In essence, the COCOMs, Joint Staff, and USG agencies all acknowledge requirements for more SC support and synchronization. USSTRATCOM delegated SC planning in support of USSTRATCOM missions, and when directed in support of other COCOMs, to the JIOC. Liaison officers help link JIOC to STRATCOM J5 and the Joint Staff.  STRATCOM J5 is responsible for ensuring information element integration in all its missions, and into any strategy related to their accomplishment. This will be done in concert with other COCOMs and Joint Staff, and through the Office of the Secretary of Defense (OSD) into the multi-agency process. Since establishment of its predecessor organization, the Joint Electronic Warfare Center (JEWC) in the 1980s, the JIOC has maintained a well-established relationship with Joint Force Commanders via COCOM support teams (CCST).  The implementation directive builds upon this long-standing relationship in three ways: directing the JSSC to provide SC planning support to the CCSTs; directing trans-regional SC planning support to the JIOC support teams (in line with the national objectives); and assigning JIOC direct liaison authority with OSD, other joint and service components and COCOMs. 17 Multi-agency interaction will be via JS and JIOC liaison officers.

A recent US News and World Report article described the new Pentagon road map for winning the battle of ideas against terrorists—including the new Strategic Communications Secretariat, and a Strategic Communications Integration Group (SCIG). 18  The article also brushed on JIOC involvement in the new road map—a mission still being defined. Air Force Lt Gen Victor E. Renuart, a member of the SCIG, recently commented the USG must craft “not (just) a military strategy, (but) a diplomatic, informational and communicative strategy, and (an) economic strategy.” He went on to note “this is the first time we’ve incorporated in a national strategy document the importance of strategic communication. For the first time, we have a real effort at orchestrating the strategic communications across the USG.” 19
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Figure 3 - The Department of State leads the interagency in disseminating the Strategic Communication message of the President of the United States. Diplomatic and informational elements of national power are supported by the military element via the concept of Defense Support to Public Diplomacy.

Message and Action

Today’s form of terrorism is essentially strategic communication in the purest definition—message and action—utilizing the global communications network more to influence than inform. Modern global terrorism is also an extreme form of political warfare enabled by global processes, speed of technology, global media, and Internet resources. Currently, the Al Qaida (AQ) movement is not attempting to gain legitimacy as some terrorist movements have in the past. For example, the Palestinian Liberation Organization successfully achieved diplomatic recognition; other terror organizations like Hamas and the Badr Organization position themselves as political parties. So far AQ is not trying to gain legitimacy in the eyes of other governments, or gain diplomatic recognition. Al Qaida’s motives and messages are extra-governmental, and their movement thrives in anarchic environments. The 9/11 Commission Report stated the US needs “a preventive strategy…more political as it is military” and that we should strive to insure they cannot find sanctuary in “the least governed, most lawless places in the world.” 20 In the SC arena, AQ goes one step beyond attempting to influence the US to depart the Middle East—the leaders of Al Qaeda state they also want to destroy the Western way of life. Thus, their strategic message makes their position irreconcilable. AQ is a non-state entity, often with ‘non-governed’ sanctuaries or denied areas. Strategic communication directed at their leadership would be largely ineffective, as pressure applied via public diplomacy toward a shadowy extra-governmental entity is basically impossible. However, AQ operates in dozens of countries, some with permissive environments, making those countries susceptible to our Strategic Communication efforts. With state entities, the USG can employ traditional public diplomacy. To paraphrase the views of Shibely Telhamai, the US has primarily focused on attacking the “supply side” of terrorism and on the “demand.” Telhamai observes “Public despair and humiliation are often fertile ground for terror organizers. If this demand side persists, the terrorism phenomenon is unlikely to be contained. For every terror organization that is destroyed, other suppliers will arise to exploit the persistent demand.” 21
Strategic Communication messages, supported by actions that create enduring effects, can reduce the demand for terrorists. The US cannot decrease “despair and humiliation” in each state, but can develop TSCP plans, and engage in DSPD projects that mitigate conditions which contribute to enlistment of new terrorist recruits. International political analyst John W. Rendon recently noted “The US military operation for Tsunami relief is the only strategic victory in the GWOT in four years.” 22 The relief effort itself was effective Strategic Communication—message and action—because it was both noble and generous, and was successful because it was not overbearing. The Tsunami effort was not a plan pulled off a dusty shelf—a Joint Task Force swiftly and expertly executed support operations in a manner in which DOD excels. Imagine what we could accomplish on a global scale with a dedicated effort, earlier planning, sustained coordination among DOD, DOS, relief organizations, the interagency, and our coalition partners?

Programs like the President’s Proliferation Security Initiative or the Partnership to Defeat Terrorism are good examples of wielding the Capabilities Compendium of US power, through integration of our allies along with public and private sector cooperation. DOD must still define the boundaries and capabilities of military support to public diplomacy, and identify those effects achievable through public diplomacy, public affairs, and information operations. To reach this goal, the rest of the USG must echo the President’s Strategic Communication as a consistent, effects-based strategy—words must match actions. Presently, it appears that the Under Secretary of State for Public Diplomacy and Public Affairs has a notable portion of that mission. We must seamlessly integrate IO capabilities and DSPD with other USG and State Department capabilities, in order achieve effective Strategic Communication and gain strategic advantage in the Global War on Terrorism.
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Top Cyber-Security Post Is Filled

By Brian Krebs, Washington Post, September 18, 2006

The Department of Homeland Security on Monday announced that a technology industry lobbyist will become the nation’s top cyber-security official, filling a key post that has been vacant since Congress created the position more than 14 months ago. 

Greg Garcia, the vice president of information security policy and programs for the Information Technology Association of America, will become the first-ever assistant secretary for cyber-security and telecommunications. 

In a written statement, DHS Secretary Michael Chertoff said “Greg brings the right mix of experience in government and the private sector to continue to strengthen our robust partnerships that are essential to this field.” Garcia did not return calls seeking comment. 

Garcia will oversee DHS’s implementation of the “National Strategy to Secure Cyberspace ,” a far-reaching blueprint for securing the nation’s most critical information networks and for crafting a disaster-recovery and response plan in case of a major cyber-attack or other massive malfunction.

The strategy, first released in early 2003, envisions strong industry and government collaboration should an attack or malfunction disrupt the information systems that control the most vital information networks --- such as those that control regional telecommunications, water and power systems. 

Insufficient progress has been made in meeting those goals over the past three years, according to a DHS report released last week summarizing the results of “Cyber Storm,” a four-day exercise designed to test how nimbly industry and the government would respond to a concerted cyber attack on key information systems. The report suggested that government and private-sector participants had trouble recognizing the coordinated attacks, determining whom to contact, and organizing a response. 

“I think Cyber Storm showed that we really haven’t made that much progress in figuring out how we’d respond if something bad like this does happen,” said James Lewis, director of technology and public policy at the Center for Strategic and International Studies, a think tank located in Washington, D.C. “With just two and a half years left, this administration is on a tight timeline to get anything done here... . But Greg is a great pick and should be able get things up and running at a good pace.”

Past candidates for the post have been criticized by industry groups either for not having enough clout in Washington or not enough experience in the private sector. Garcia’s experience in both worlds—he served several years as a congressional staffer and as head of the Washington office for 3Com Corp., a Santa Clara, Calif.-based networking equipment company --- makes him an ideal choice for the job, said Shannon Kellogg, director of government and industry affairs at RSA, the security division of EMC Corp. 

“He’s a solid choice and will do a good job,” Kellogg. “At the same time, it’s important for him not to go in there and try to boil the ocean. He needs to choose three or four key priorities on cyber and work to move those forward.”

The DHS cyber-security post was originally assigned to a lower hierarchical rung when the agency was first created in 2003. Three former top cyber-security officials resigned, and two complained publicly about their lack of authority, prompting Congress to elevate the position to the assistant secretary role last year.
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Operation Together Forward Brings Life to Ameriyah 

Combined military operations and a variety of civil service projects serve to deter terrorist attacks in Ameriyah. 

U.S. Army Spc. Joshua Ramey, Defend America article, 19 September 2006 

BAGHDAD, Sept. 18, 2006 — Since the beginning of Operation Together Forward, Baghdad’s Ameriyah neighborhood has seen several social and economic improvements as the Iraqi army and Multi-National Division – Baghdad (MND-B) forces work to rid the area of terrorist violence.

The combined military operations in the area includes a variety of civil service projects, such as a large-scale trash cleanup, medical services, and establishing a generally close working relationship with local residents – all of which serve to deter further terrorist attacks.

“Many of the shops that were once closed have reopened, such as a butcher shop and a bakery,” said Staff Sgt. John Davis, of Company A, 412th Civil Affairs Battalion, 2nd Brigade Combat Team, 1st Armored Division, Multi-National Division – Baghdad. “Main roads in the neighborhood are starting to look and feel like a neighborhood again, and economic activity and employment have increased since the beginning of the operation.” 

“The whole idea of Operation Together Forward is to help the Iraqis restore a sense of normalcy to their lives,” said U.S. Army Capt. Stacy Bare, Company A, 412th Civil Affairs Battalion. 

 The projects being worked are the direct result of requests from the neighborhood stake holders and the local population themselves, said Bare, and the local government is leading the charge back to prosperity in the area.

“The residents are quite accustomed to Coalition Forces’ presence in the area,” said Spc. Zachary Gray, Troop G, 1st Cavalry Regiment, 2nd Brigade Combat Team, who works as a security escort in Ameriyah. “The civilian population is not hostile to our intentions despite the necessity of blocking off roads and enforcing a curfew. During the day, Ameriyah is extremely busy.”

As of Sept. 14, Iraqi Security Forces and MND-B have cleared more than 55,500 buildings, 60 mosques and 50 muhallas, detained more than 90 terrorist suspects, seized more than 1,200 weapons, registered more than 780 weapons and found 33 weapons caches. The combined forces have also replaced more than 1,100 doors, 35 windows and 1,350 locks damaged during clearing operations and have removed more than 110,000 cubic meters of trash from the streets of Baghdad.
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One More Time, A Mission to Iraq

By Edward Colimore, Philadelphia Inquirer, 15 September 2006 

Three years ago, they were called up to serve in Iraq, in dangerous places such as Mosul and Hilla, south of Baghdad. Many of them came under sniper fire in convoys and were attacked by mortar rounds and rockets in their camps. Some were wounded. One was killed by a car bomb.

Now, members of the Army’s Norristown-based 358th Civil Affairs Brigade are among the relatively few reservists heading back for a second tour of duty. Amid increasing violence, they will help restore electricity and water supplies, and reestablish hospitals, schools and law enforcement.

About 10 percent of reserve units across the country have been returned to Iraq, and that percentage is likely to increase if the American military presence continues, Pentagon officials said.

“My family is not happy about it, but they support me,” said Maj. Christopher Lewis, 38, a 358th member and Coatesville resident who is married and has two children, 6 and 3. “I just got back, but I’m going over for another year.

“The kids don’t understand; they just know I’m going away for a long time.”

Under the present system, reserve units can be called back to Iraq a year after they have returned from a tour of duty, but the vast majority have not, said Pentagon spokesman and Army Reserve Maj. Nathan Banks.

The Defense Department hopes to create a six-year cycle that would require a unit that has served overseas to rest for two years, train for two years and have two years during which it can be mobilized, Banks said.

“We’re trying not to overuse the soldier and his family,” said Banks, 42, a Blackwood resident who also will be heading to Iraq this fall. “We’re not there yet, but that’s our future plan. That way, when you join a unit, you know its status.”

About 20 percent of the National Guard force across the country have volunteered to return to Iraq, said National Guard Bureau spokesman Emanuel Pacheco. Troops trained as military police or engineers have been especially in demand.

National Guard troops normally are under control of the states, but they can be federalized by the Pentagon for national military service such as duty in Iraq and Afghanistan.

The military reserves are federal troops.

Active-duty members of the Marine Corps, who are usually more involved in combat roles, have seen three or more tours of duty, according to Banks.

This week, the troops in the 358th Civil Affairs Brigade were training at Fort Dix for their return. Among them were teachers, doctors, engineers, lawyers and environmental experts who spent Tuesday morning in a classroom learning how to tow a disabled humvee out of the “kill zone” without stopping - and without holding up a convoy.

They spent the afternoon getting hands-on instruction from Sgt. Steven Pyluck, 38, of Hightstown, N.J., who demonstrated a tow with humvees in an open field. They also practiced convoy and “aggressive” driving maneuvers that could help save their lives.

On Wednesday, the troops ran convoys through mock battles in which they came under attack by Iraqi role-players. They are scheduled to leave next Saturday for Fort Bragg, N.C., where they will undergo six weeks more of training before heading to Kuwait, then on to assignments in Iraq.

Col. Chuck Steinmetz, 49, of Drexel Hill, said about 20 percent of the more than 125 members of the 358th heading to Iraq served there in 2003 and 2004. The rest are new to the unit.

“Civil Affairs is a small community of reservists,” he said. “It’s like being in a family; they take care of one another. Many feel a duty to go back. Morale is high.”

The last time Lewis, of Coatesville, was in Iraq, he helped coordinate operations and went on about 10 convoys, never coming under fire.

Others were not so lucky. A member of the 416th Battalion of the 358th was manning a gun turret of an armored humvee when a sniper shot him in the chest. He survived because of a bulletproof vest, with only the wind knocked out of him.

Col. Chuck Hutt, 48, of Langhorne, who helped train the troops this week, wanted the other soldiers to see the result of the shooting, and displayed the vest with an AK-47 round embedded in it.

Lt. Col. Paul Dougherty, 45, a Philadelphia native living in Exton, said he and other troops came under attack from rocket and mortar fire fairly regularly when they were in Iraq the first time.

“One of my buddies and another [soldier] were killed when a car bomb slammed into his [convoy] vehicle in Mosul in 2004,” he said, referring to the death of Lt. Col. Mark Phelan of Green Lane.

One way of avoiding casualties is constantly training. “There are new lessons to learn,” said Lewis. “The emphasis is on force protection. They brought in a trainer who just got back from Iraq to tell us about the latest tactics of the enemy.”

While ducking bullets, the unit will be trying to rebuild Iraq and bring in humanitarian relief. The 358th “identifies the critical infrastructure needs,” said Dougherty, a special-education teacher who plans to marry when he returns. “It means getting things turned on, whether it’s electricity, water purification or a sewage system. It may mean getting a hospital or university going.”

On his second tour, Sgt. Ryan Wildermuth, 23, of Coatesville, hopes to continue rebuilding the police department and local government.

“I worked on the public safety team with [Iraqi] firefighters, police and prison guards,” said Wildermuth, who wants someday to join a police force or the Secret Service. “We were training and equipping the Iraqis, and you should have seen their faces when they got new equipment, things as simple as handcuffs and nightsticks. I’m proud to be going back.”

Another member of the unit, Lt. Col. Kathy Brill of Philadelphia’s Overbrook Park section, is also looking forward to the rebuilding mission. She has served Bosnia and Afghanistan and “is married to the Army.”

“We don’t know what they need until we get there,” she said. “But we’re trained to do all civil-affairs missions and work with the people and communities.”

Col. Kevin McAleese, the 358th’s spokesman, who lives in Philadelphia’s Fairmount section, said that part of the mission for him in 2004 involved working with U.S. corporations and Kuwaiti officials to provide donated items such as sneakers, school supplies, medical equipment and computers.

As the training progressed at Fort Dix this week, Col. Toby Pennels, commander of the 358th, said he had “seen things over the past five days that I didn’t anticipate - new tactics and procedures.

“I’m never above learning,” said Pennels, a Portland, Maine, resident who leaves a wife and children for his second tour. “Everybody has got to know everything. The key is repetition.”

In the back of everyone’s mind, though, was family.

“My family is concerned but supportive,” said Maj. Steven Hart, 44, a Plymouth Meeting resident who is married and has a 9-year-old daughter and 7-year-old son.

“But I tell them what they do is harder than what I’m doing. I’m trained well and confident.”

Second Tour of Iraq

About 10 percent of federal military reserve units across the country have been returned to Iraq.

About 20 percent of state National Guard forces across the country have volunteered to return to Iraq.

In Pennsylvania, 500 of the 15,000 members of Army National Guard and 10 of the 4,000 Air National Guard have chosen to go back.

In New Jersey, 2 percent to 5 percent of the Army National Guard’s 6,000 members and about 20 percent of Air National Guard’s 2,300 have volunteered to return.

Twenty percent of the more than 125 members of the 358th Civil Affairs Brigade served in Iraq three years ago and are heading back.
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PR Joins Fight for Hearts and Minds

By David Robertson, the London Times, September 18th, 2006

 Governments turn to private firms

A new business in military public relations that is worth millions of dollars is emerging as consultants are being drafted into the battle for the world’s ‘hearts and minds’.

Advertisers, media experts and public relations companies are being recruited to adapt their opinion management skills to the business of modern warfare.

The United States Government is thought to have earmarked at least $400 million (£213 million) since the terrorist atrocities of September 11, 2001, to enlist private companies to supply skills and ideas for an information war, covering propaganda and psychological operations (psyops).

Typical of the contracts being offered is one for $20 million that the US Defence Department is allocating to monitor Middle Eastern media and promote positive coverage of the US.

One leading consultant is the Renton Group, which has been awarded contracts worth $56 million since 9/11. Others include Science Applications International and SYColeman, a subsidiary of L-3 Communications, which is rumoured to be a bid target for BAE Systems, of Britain.

This is part of a broader outsourcing of the military, with companies awarded contracts to provide logistics, transport and security in active war zones such as Iraq and Afghanistan.

However, leading experts have told The Times that the outsourcing of information warfare is losing the United States support in its War on Terror. About a dozen propaganda and psyops specialists met at Cliveden, Berkshire, last week to discuss how America and its allies can use strategic communications more effectively in the War on Terror.

These advisers are bringing corporate ideas to the military. Rebranding is one example, with Operation Enduring Freedom replaced by Operation Iraqi Freedom, then the War on Terror and, finally, the ‘Long War’. This may be the same conflict, but the name changes reflect changing goals.

Another corporate idea is the use of the chief executive as the voice of persuasion during a crisis. This year, President Bush has taken a higher profile to explain where the War on Terror is going.

Nancy Snow, of the University of Southern California, who is a former propagandist for the US State Department, said: ‘There has been too much emphasis on having the President as persuader-in-chief and it isn’t working because he lacks credibility, especially abroad.’
The information war experts also pointed out that private companies were motivated by the need to win short-term contracts, while military goals were long term.

The Lincoln Group, thought to have won contracts worth at least $100 million, has been criticised for attempting to generate positive press coverage in Iraq by paying Iraqi journalists, which has led citizens to trust neither good-news stories about the Americans nor members of the Iraqi press.

Phil Taylor, of Leeds University, an adviser to the US and British governments, said: ‘The fundamental mistake the American Government is making is assuming that corporate skills developed to sell ideas, through advertising and public relations, can be applied to win the peace. It is the difference between selling an idea and selling values. We should be explaining what sort of people we are, rather than telling Muslims to be more like us.’
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Police Blotter: Alleged Al-Qaida Hacker Goes To Court

By Declan McCullagh, CNET News, 22 September 2006

What: Man designated by President Bush as “enemy combatant” who allegedly entered the United States to disrupt computer networks fights charges. 

When: U.S. District Judge Henry Floyd in South Carolina rules on Aug. 8. 

Outcome: Court rejects defendant’s request. 

What happened, according to court documents: Ali Saleh Kahlah al-Marri is a Qatari national who earned a bachelor’s degree in business administration from Bradley University in Peoria, Ill., in the 1990s. On Sept. 10, 2001, he legally returned to the United States with his wife and children, saying he was going to obtain a master’s degree from Bradley in computer science. 

Three months later, the FBI arrested al-Marri in Peoria and held him as a “material witness” until he was indicted on Feb. 6, 2002, and again on Jan. 22, 2003. The charges include making false statements to the FBI, making false statements in a bank account application and using a fake ID for a bank account. Al-Marri has pleaded not guilty. 

On June 23, 2003, President Bush designated al-Marri an “enemy combatant” and ordered that he be held in a military detention facility. Al-Marri was transported to the Naval Consolidated Brig in Charleston, S.C., and apparently is still being held in solitary confinement there today. 

In July 2004, al-Marri’s attorney filed a legal request for a “writ of habeas corpus,” which would direct the military to produce its prisoner in open court. The Bush administration opposed the motion and submitted a declaration classified “secret” prepared by Jeffrey Rapp, the director of the Joint Intelligence Task Force for Combating Terrorism at the Defense Intelligence Agency. 

Rapp’s remarkable 16-page declaration (PDF), which is partially redacted, is what makes this case relevant to Police Blotter. 

Rapp’s declaration says al-Marri “met personally” with Osama bin Laden and was dispatched to the United States to “explore computer-hacking methods to disrupt bank records and the U.S. financial system.” In addition, Rapp claims, “al-Marri was trained by al-Qaida in the use of poisons and had detailed information concerning poisonous chemicals stored on his laptop computer.” 

“Al-Qaida instructed al-Marri to explore possibilities for hacking into the mainframe computers of banks with the objective of wreaking havoc on U.S. banking records,” Rapp said. The FBI reported that a probe of al-Marri’s laptop showed bookmarks to Web pages describing how to make potassium cyanide, hydrogen cyanide and other poisons. 

Finally, the declaration claimed, al-Marri’s laptop had “numerous computer programs typically utilized by computer hackers; ‘proxy’ computer software which can be utilized to hide a user’s origin or identity when connected to the Internet; and bookmarked lists of favorite Web sites apparently devoted to computer hacking.” The FBI also reported finding a list of 36 stolen credit card numbers on the laptop. 

Normally, that kind of written someone-told-me declaration would be considered “hearsay” and not directly admissible in a criminal proceeding. But U.S. District Judge Henry Floyd ruled that in the Hamdi v. Rumsfeld case, the Supreme Court said proceedings against alleged enemy combatants can be reworked to permit hearsay evidence. 

Floyd ruled that the test would be this: Whether al-Marri’s lawyers had “more persuasive evidence” than that presented by the Department of Justice, a reversal of the normal burden of proof that says defendants are innocent until proven guilty. 

For their part, al-Marri’s attorneys objected to this (PDF), saying “Rapp has no personal knowledge of any asserted facts” and that their client has the right to call witnesses on his behalf. (Rapp’s declaration said only that the information in it was “derived from specific intelligence sources” that are “highly classified.”) 

In a normal criminal proceeding, al-Marri’s lawyers would have had a good argument. There’s not much difference between computer hacking and computer security research, after all, and plenty of graduate students in computer science are intellectually curious about these topics. What’s more, the names of Web sites al-Marri allegedly had bookmarked weren’t even divulged in the declaration, nor did his attorneys have a chance to review the laptop for themselves. 

In the end, Floyd sided with the Bush administration. He ruled that al-Marri “has received notice of the factual basis supporting his detention and has been afforded a meaningful opportunity to rebut that evidence,” and he denied the writ of habeas corpus. 

Excerpt from Judge Floyd’s opinion: Hamdi, then, clearly permits the introduction of the Rapp declaration by respondent at this initial stage of the enemy combatant proceeding...Having determined that Hamdi authorizes the consideration of hearsay evidence at the initial stage of this enemy combatant proceeding, the court need go no further. Whether the Rapp declaration would be admissible during the later phases of such a proceeding is not a question before the court today. 

Hamdi provides that once the government has offered evidence in support of its continued detention of an alleged enemy combatant, the detainee must be permitted “to present his own factual case to rebut the government’s return.” In so doing, the detainee must present “more persuasive evidence” to overcome the facts offered by the government. 

As summarized by the magistrate judge, the petitioner asserts: 

A. He is a civilian who came to the United States lawfully to pursue a graduate degree at Bradley University. 

B. He denies he came to the United States as an al-Qaida “sleeper agent” or he was otherwise a member of, or affiliated with, al-Qaida. 

C. He generally denies the allegations contained in the Rapp declaration as well as his designation as an “enemy combatant.” 

D. He denies he entered the United States to commit “hostile or warlike acts,” including acts of terrorism, or he is otherwise a member of, or affiliated with, al-Qaida. 

Despite being given numerous opportunities to come forward with evidence supporting this general denial, petitioner has refused to do so. Instead, he stated, “petitioner respectfully declines at this time the Court’s invitation to assume the burden of proving his own innocence, a burden that is unconstitutional, unlawful, and un-American.” 

As the magistrate judge noted, this stance by petitioner ignores his responsibility to prosecute this habeas action...Petitioner also neglects his burden of persuasion on this habeas petition. Most importantly—and most critically for petitioner—petitioner’s refusal to participate at this stage renders the government’s assertions uncontested. This leaves the court with “nothing specific...to dispute even the simplest of assertions (by the government), which (petitioner) could easily” refute, were they inaccurate. This puts petitioner in an untenable position.
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The Final Verdict on Able Danger (opinion)
By William Arkin, Washington Post, 25 September 2006

Distrust of the White House and Congress has become so epidemic, vast numbers of Americans now accept conspiracy theories about September 11, 2001, including the most diabolical: that the U.S. government somehow was complicit and even responsible for the events.

A strange corollary is a collective penchant to lionize retired generals, former ambassadors, career bureaucrats and CIA officials who “speak out.”  People who otherwise think the CIA or the military are responsible for the world’s ills witlessly quote and defend these supposed heroes against imagined Rove-ian and Darth-Cheney assaults.

This tendency is on display in the “scandal” over a top-secret, special-operations effort—“Able Danger”—that existed before Sept. 11 to develop a “campaign plan” to fight al-Qaeda.  A mélange of government and industry flunkies came forward in August 2005, egged on by conspiracy monger Rep. Curt Weldon (R-PA) to claim that Able Danger had identified Mohamed Atta and other Sept. 11 hijackers more than a year before the attacks.  The operation, the whistleblowers said, was subsequently shut down by—and here you can fill in whatever conspiracy blanks pleases you—Clinton administration baddies, military toadies or Pentagon “lawyers.”

Now a new Defense Department inspector general report (caution: huge file provided courtesy of the Federation of American Scientists) on the scandal lays to rest the Able Danger fantasy: Mohamed Atta was never identified. Lawyers never stopped the organization from doing anything. There is no conspiracy.  But the real story of Able Danger is one of secret “off-the-books” organizations and “outside-the-box” efforts and the potential corrosive and negative impact they have.   It is a phenomenon that affects Republicans and Democrats alike. 

The Defense Department Inspector General (IG) has concluded that pre-Sept. 11 top-secret intelligence and planning programs—collectively known as Able Danger—“did not identify Mohammed Atta [sic] or any other of the Sept. 11 terrorists before the Sept.11 attack.”

The IG report shows, however gingerly and circumspectly, that a principal public face of Able Danger, an Army reserve lieutenant colonel named Anthony Shaffer, who has worked in a variety of Defense Intelligence Agency “special” and secret projects as an officer on active duty and as a civilian, exaggerated, lied and possibly worse.  Shaffer, who is shown in the IG’s report to be peripheral to the Able Danger effort and less knowledgeable than he claims, also is shown to have a selective and inconsistent memory.  On the one hand, Shaffer remembers specifically seeing photographs of Mohamed Atta on charts and documents that by his own telling he only saw once or twice six years ago.  Yet Shaffer’s mind goes blank and he can not recollect if he had or set up a meeting with an FBI official who also happens to be a best friend from high school.

The IG found no evidence that Able Danger or any other government entity had identified Mohamed Atta or other terrorist cells involved in the attackes of Sept. 11, period.  “None of the Able Danger team members, who were in a far better position to describe Able Danger findings” than Shaffer or Weldon, including the Air Force commander of the unit, agree that Mohamed Atta or other Sept. 11 hijackers were ever identified, the IG says.   They found not only inconsistent statements from Shaffer and other witnesses who previously have spoken up in the media and in conversations and testimony before Weldon, but also witnesses who later changed their statements and disavowed memories and stories attributed to them by Shaffer and Weldon.

For offenses that are redacted from the IG report on privacy grounds, Shaffer’s security clearance was revoked by the Defense Department in February 2006.  Some will take this to mean that Shaffer is an honorable whistleblower whose life and career is being ruined by the system.  My sense, after reporting on the Able Danger story for over a year is that if anyone is to be blamed, it is Congressman Weldon: he cynically has used Shaffer & co. to pursue a fantasist political agenda.  He is indefensible.

The Able Danger initiative began with an October 1999 request from former chairman of the Joint Chiefs of Staff Gen. Henry H. (Hugh) Shelton for U.S. Special Operations Command (SOCOM) to develop an information warfare “campaign plan” to take on al-Qaeda.  By “identifying terrorist leaders, command and control infrastructures, and supporting institutions,” the thought was that the target could be better mapped in a consistent way to attack.  

Shelton says he was concerned that the JCS was inundated with “snippets” of information about al-Qaeda but had no comprehensice picture of the organization and its activities—hence the request for a “campaign plan.”

The team building the Able Danger campaign plan set to work using state-of-the-art information technology and advanced analytic techniques such as data mining and link analysis, classified and open source, that were then just being developed.  Initially they utilized “crony targeting” techniques from the Joint Warfare Analysis Center (JWAC) to try “map out” the al-Qaeda network.  This effort was an overall failure, according to the IG.  The team shifted to link analysis techniques being experimented on by the Army’s Land Information Warfare Activity (LIWA) at Fort Belvoir, Va.  In a way, you could say LIWA was itself another off-the-books activity, doing “edge-of-the-envelope” information-analysis experiments, many on the edge of usefulness—fine for an experimental organization—but also, as the IG found, many on the edge of legality as well.

LIWA in the end provided Able Danger with three link analysis charts of al-Qaeda: one titled “The al-Qaeda Network: Snapshots of Typical Operational Cells Associated with UBL;” one called “Al-Qaeda and Pan-Islamic Extremist Associations and Linkages;&rdquo, and one untitled along the same lines.  The first two charts were produced by Orion Scientific Corporation in May 1999.  Orion, itself a secret contractor of LIWA and other off-the-books organizations, was attempting to demonstrate the potential for visualizing relationships and organizations in new ways (using their Orion Magic proprietary software).   They were also, the IG report suggests, receiving raw data and photographs collected by private investigators whose surveillance activities included photographing men entering and leaving Los Angeles mosques.  In other words, illegally gathered material on American citizens was finding its way into U.S. government files, a problem that later would lead to the shutdown of the LIWA project, including its support for Able Danger.

What is fascinating about the Able Danger story is that all the claims relate to a supposed single link analysis chart of al-Qaeda that the IG now says contained the names and/or photographs of 53 terrorists connected to the 1993 World Trade Center attack and other pre-1999 events.  The techniques employed by LIWA and Orion were useful, Able Danger found, but overall in terms of their mission, looking ahead rather than back, the SOCOM organization thought the actual value of the intelligence derived from the charts, according to testimony provided to the IG, was “zero.”  This is SOCOM we’re talking about here, not some namby-pamby lawyer in the White House.

In its short period of existence, Able Danger then moved from JWAC to LIWA to a Raytheon Company facility in Garland, Texas.  There, the Able Danger team, once it got up and running, ingested more than a dozen intelligence databases and hundreds of thousands of downloaded news articles and terrorist-related Web sites to create a forward-looking picture.  (Shaffer at this point enters the picture, providing the intelligence databases from DIA and a non-attribution method of accessing Web sites through yet another off-the-books unit called Stratus Ivy.  Interestingly, Stratus Ivy is never mentioned in the IG report.  My sources say Shaffer’s revealing of its existence and other revelations are the reason for his ultimately losing his security clearance.)

Able Danger’s mission, according to the IG report, was to focus on “identifying and exploiting vulnerabilities associated with al-Qaeda’s command and control infrastructure, its leadership and supporting organizations.”  Utilizing bits and pieces from the techniques developed at JWAC, LIWA, Orion and Raytheon, the objective was to develop a planning cell in SOCOM at Tampa, an organization that would allow new ways to use incoming intelligence and produce what we today call “actionable intelligence.”

The IG reports shows that Able Danger, while innovative and ahead of its day, also suffered from a history of office moves, computer issues, roadblocks in access to real time intelligence and personnel problems.  In less than two years, Able Danger worked from four different operational locations, moving across the country and losing valuable time.  Its true history is filled with false starts, conflated and convoluted events and wishful thinking. 

Able Danger found itself caught in bureaucratic battles between the DIA and FBI; the Army and DIA; operators and intelligence types; lawyers and renegades as well as straddling the divide between the macho individualism of special operators and the dogged approach of the “non-special.”  Along the way, any progress made came when Able Danger or LIWA or DIA went outside normal channels, due to personal relationships – including, I understand, at least one affair—and because of lobbying on the Hill.  Though Shaffer and Weldon claim the organization was so successful it was shut down, the IG concludes that “the termination decision must be understood in terms of the objective of Able Danger—the development of a campaign plan; i.e., a strategy for using advanced analytical tools to target the al-Qaeda infrastructure.”  In that regard, it was “successful” and disbanded.

The IG concludes:

“The evidence did not support assertions that Able Danger identified the September 11, 2001, terrorists nearly a year before the attack, that Able Danger team members were prohibited from sharing information with law enforcement authorities, or that DOD officials reprised against LTC Shaffer for his disclosures regarding Able Danger.”

Though Shaffer and Weldon have tried to turn Able Danger into an indictment of those who follow the rules or the Clinton administration and its attack-dog lawyers, in the end there is no evidence that this is actually Able Danger’s story or legacy.  

Unconvinced, Weldon has denounced the Pentagon’s “sickening bureaucratic” investigation, insisting that Able Danger had “historic” importance.

There is historic importance.  In the Defense Department’s credible investigation and the Able Danger story, what is revealed is the enormous power and allure of anything and everything that is “off-the-books.”  The complex and the deliberate and the coordinated are shunted aside for the special and the secret and the ad hoc.  The process of creating an Able Danger or an office of Special Plans intrinsically is about the “failure” of the normal system to innovate or respond.  Partly it is also bureaucratic reality: The special and secret also demands enormous attention from policy-makers, crowding out the established and the traditional.

The Able Danger “phenomenon” is the genesis of how one report or one stream of reports—say, regarding Iraq’s WMD or Saddam’s connection to Sept. 11 -- becomes more compelling than the entire “normal” system of reports.  The phenomenon is also the genesis of programs of warantless surveillance and secret prisons: Laws are perceived as hurdles to accessing necessary information, hence the “need” for the extrajudicial.

When Sept. 11 happened, the easy assumption of those in government was that “rules” and “laws” and the bureaucracy were to blame for the failure.  God forbid, the blame should have been leveled on intelligence agencies, law-enforcement goons or the Bush administration itself.  The culture of the sectret, the clandestine and the special easily fed the impulse to go outside the system, to employ the ad hoc and the new and shunt aside what existed.  

This is the root of the Iraq problem today.  We will not even begin the understand how to repair the problem until we look at the history honestly.
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Pope’s Statements Bolster Radical Islamist Propaganda Efforts

By Chris Zambelis, Jamestown Foundation, 26 September 2006

As the fallout from Pope Benedict XVI’s recent controversial speech continues to resonate across the Arab and Muslim world through street protests, official condemnations and even sporadic incidents of violence, radical Islamists have been busy waging their own attacks against the Vatican on Arabic language website discussion forums frequented by al-Qaeda sympathizers and websites linked to violent Islamist extremists. 

There have been numerous explicit calls for the Pope’s assassination in a number of chat forums and websites, which have prompted heightened security measures at the Vatican and Catholic and Christian sites across the region. A September 15 post by a forum participant who goes by “Abu Bakr” stated: “He who was able to kill the dirty Dutch filmmaker can kill the Danish cartoonist and the Pope, God willing” (http://www.tajdeed.org.uk). Other forum participants have likened the pontiff to an extension of the Bush Administration and U.S. foreign policy in the Middle East, essentially claiming that the Pope’s controversial choice of words are proof of a violent U.S.-led Christian crusade against Islam. In a September 23 posting, a forum participant submitted a fictional dialogue between President Bush and what is described as the “Criminal Vatican” where Bush describes in detail U.S. plans for its dealings with Muslims: “My dear Pope, we want to invade these Muslims—we want to destroy them—we want to make them our slaves—we want to make their riches our own—and what we want above all else is to destroy their religion, which is the cause of their strength and honor” (http://www.tajdeed.org.uk).

In a statement posted on http://www.mohajroon.com, the owners of the website lament the current state of affairs and regional inaction in response to the pontiff’s statements: “the nation of Islam remains in silence and shame, and our Prophet is insulted, time and time again by the worshippers of the cross…they occupied our land, they raped our land, they destroyed our mosques…after all of this, what are we waiting for…condemnations and denunciations and demands for an apology? Is this all that we can do for our Prophet?” They also declare: “our merciful armies will break the cross.” A statement on http://www.althabeton.co.nr, a website representing Egyptian extremists with concrete links to al-Qaeda, including alleged members such as Muhammed al-Hakaima who are reported to have split with organizations that have renounced violence such as Egyptian Gama’a al-Islamiyya, interpreted the Pope’s recent speech as proof that he is “standing with Bush and his allies in their crusader war against our Islamic nation and our Prophet, peace and blessing be upon him...just like the first Crusade against the Muslims…we here call on our mujahideen brothers in the European nations in general and in Italy especially to unleash jihad against the hated crucifix which causes harm to God and his Prophet, peace and blessing be upon him…”

Like the Danish cartoon controversy, the desecration of the Quran and the Abu Ghraib scandal, among other incidents, the Pope’s controversial statements will prove to be an effective propaganda tool for radical Islamists to mobilize support for their cause for years to come. Given the Pope’s powerful religious credentials and international influence, his statements are likely to bolster the position of violent extremists and al-Qaeda even further. From the perspective of radical Islamists, the pontiff’s speech supports al-Qaeda’s narrative since one of Osama bin Laden’s stated goals is to inspire Muslims to defend themselves from what he often describes as a U.S.-led Christian crusade against Islam.
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Understanding Information Operations

By Heike Hasenauer, Soldiers Magazine, October 2006

Convincing the “other side” to surrender for its own collective good, encouraging the foe to support U.S. forces by educating them about America’s ideals and purposes — and, ultimately, nurturing friendships with adversaries to help America gain their trust and cooperation — are all impossible without what’s called information operations, said LTC Chuck Eassa, deputy commander at the U.S. Information Operations Proponency at the U.S. Army Combined Arms Center and Fort Leavenworth, Kan.

IO is made up of five components: electronic warfare, psychological operations, operations security, computer-network operations and military deception, said Dane Reves, deputy S-3 at the 1st Information Operations Command at Fort Belvoir, Va.

Additionally, military-civil operations and public affairs support a commander’s IO mission, Reves said. That mission could be as basic as preventing an adversary from attacking U.S. personnel in a particular village at a particular street corner, or as complex as helping a commander achieve a national military objective.

Flooding the areas with leaflets dropped from the air (psychological operations, or PSYOPS); using electronic capabilities to protect Soldiers from improvised explosive devices (electronic warfare, or EW); reaching out to local nationals in their homes and businesses through radio, television and face-to-face meetings (via public-affairs and civil-affairs assets); and protecting U.S. military personnel and the information they receive and exchange (via operational security, or OPSEC, computer-network operations and military deception) are all invaluable toward meeting the commander’s goals, said Reves.

Ten years ago, the 1st IO Cmd. — then known as the Land Information Warfare Activity — “was all the Army had as far as IO,” said Eassa. “Now, much IO work is done by divisions in the field.” 

Soldiers of the 1st IO Cmd. provide additional expertise to existing division, corps and echelon-above-corps IO staffs throughout the Army, through IO field support teams, the IO Support Element and regional computer emergency response teams, Reves said. 

The command is composed of two battalions. The 1st Battalion provides the IO field-support and vulnerability-assessment teams, as well as the Army’s OPSEC Support Element, while the 2nd Bn. focuses on computer-network operations. 

It’s the field-support teams, or FSTs, that go out with units to help them integrate IO into their operations, and vulnerability assessment teams that help identify and correct IO deficiencies and vulnerabilities. The vulnerability-assessment teams return to a unit — after giving it time to correct deficiencies — to try to exploit the earlier-identified weaknesses, Reves said.

IO weaknesses could be in the areas of operational security, computer-network defense or physical security, all of which are important to protecting information that affects the safety of U.S. troops. 

“Today’s computer age opens doors for a host of problems,” said Reves. One of these, from an OPSEC perspective, is Web log, or blog, sites. Many Soldiers have blog sites from which they write letters about their experiences in Iraq and Afghanistan and post photos online to keep their loved ones informed.

These blog sites provide our adversaries free access to information that often includes unit identifications, unit movement times and routes, and photographs of equipment that they can use to plan and execute attacks, Reves said.

The OPSEC Support Element works to train and familiarize Soldiers about OPSEC, to help them protect themselves.

First [sic] IO Cmd.’s 2nd Bn., working closely with the Army Network Enterprise Technology Command, 9th Signal Command and intelligence agencies, orients on computer-network operations and, in particular, computer-network defense.

Someone is always trying to gain unauthorized access to Army computer networks, Reves said. Second Bn. Soldiers, who are stationed worldwide at regional computer emergency-response-team locations, help Army units protect their computer networks by identifying computer vulnerabilities, implementing protective measures and issuing software “patches” to correct new vulnerabilities.

The 1st IO Cmd. currently has two FSTs deployed to Operation Enduring Freedom in Afghanistan and two in Iraq, in support of Operation Iraqi Freedom, said Reves.

MAJ David Painter, a field-support team chief, recently trained a team of IO specialists that is supporting Combined Joint Task Force-76 in Afghanistan. 

“We trained with the 10th Mountain Division at Fort Drum, N.Y., before the division deployed to Afghanistan,” Painter said. “We looked at their IO capabilities.” 

Units typically have “general planners who are trained at Fort Leavenworth,” said Reves. “They also have individuals specially trained in OPSEC, and there may be someone in the unit who’s focused strictly on electronic warfare — but no division has an inherent PSYOPS capability.” 

The Army’s 4th PSYOPS Group provides most of the PSYOPS teams that support major commands around the world. The teams are composed of active-duty, Reserve and National Guard Soldiers.

As with the 10th Mtn. Div., “We primarily augment the IO assets of other units,” Painter said. The 10th was strong in IO, in virtually every area.

“What we have to do is look at who we want to get information out to, and how do we want to get it there,” said Painter. 

MAJ Keith Ramsey, also a FST chief, was deployed to Afghanistan from January to June 2005 to provide support to a special-operations task force. “The task force’s mission was to gain popular support for coalition forces. We needed to find out where all the country’s civilian radio stations were, and determine each individual station’s coverage.

“The task force was able to do that largely because of the IO reach-back cell’s interface with interagency sources, including the Central Intelligence Agency and the National Security Agency,” Ramsey said. 

Supporting the teams that are forward-deployed are IO reach-back cells at Fort Belvoir, which provide invaluable support to the teams forward, Reves said. 

LTG David Petraeus, now commander of the Combined Arms Center at Fort Leavenworth, spent two and a half years in Iraq as the commander of the Multi-National Security Transition Command.

In a news briefing in October 2005, just before he assumed his new assignment at Fort Leavenworth, Petraeus said what has been accomplished in Iraq since the transition to sovereignty in June 2005 was remarkable.

“There has been enormous progress in the training of the Iraqi security forces even in the face of a brutal insurgency. Iraqi security-force readiness has continued to grow with each passing week.” 

He additionally lauded the equipping of Iraqi forces; infrastructure reconstruction; addition of indigenous units in the fight; construction of schools and re-establishment of training academies as “remarkable.” 

These positive changes would not have resulted without the behind-the-scenes work of the information-operations community, Reves said. 

What’s not widely publicized is how information operations, in conjunction with public-affairs and civil-military operations, plays an important role in virtually every success story, Reves said.

“IO tends to focus on a decision-maker,” Reves added, “from a common Soldier to a national leader.” Commanders use the five IO assets to target a particular person or group to achieve a desired result.

“The IO officer may say, ‘I want the adversary soldier not to engage me, and this is how I want to accomplish my goal using the five IO assets available to me,’” Reves explained. To complement his IO assets, the IO officer would turn to the public affairs officer for support in getting media coverage of U.S. support to the Iraqi people and others that reinforce the U.S. resolve, as repeated on many occasions by President George W. Bush, “to stay the course.”

The playing field in IO is not fair, said Reves. Because while the United States and its coalition partners may use the Internet to get messages out to the local population, or may broadcast messages through donated radios to ensure the Iraqis or Afghanis are receiving information, the insurgents, too, have similar access to the Internet, radio stations and print publications.

Information operations is “a science and an art,” said Reves, “which allows us to use information by putting all the IO pieces together to create a positive and beneficial effect.”

Today, in the Iraq and Afghanistan theaters, “we’ve provided IO assistance to help units on their ‘beats,’” Reves added. 

As an example, “We were able to put together a city study of Baghdad, to help Soldiers understand who the IO players are — the local city officials — and ultimately help the commander on the ground achieve his IO mission by understanding IO sensitivities,” said Reves.

The bottom line is that the Soldier on a street corner in Iraq and Afghanistan is, himself, an IO tool, Reves said. “He can communicate to the locals that he’s there to protect them and improve their lives, which in the end is not only favorable to them, but also to us.” 

Without the benefit of information operations, America’s intervention in hostile regions of the world could not have positive outcomes, Army officials said. 
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BACKGROUNDER: Hezbollah’s Media Weapon

By Rikki Hollander, Committee for Accuracy in Middle East Reporting in America, 26 Sep 06

In July 2000, following Israel’s withdrawal from Lebanon, Hezbollah southern commander Sheik Nabil Qaouk boasted to New York Times reporter John Kifner about Hezbollah’s successful use of the media in its fight against Israel. “The use of media as a weapon had an effect parallel to a battle,” he told Kifner, describing in detail how Hezbollah videotaped its successes for distribution to the media. “By the use of these films, we were able to control from a long distance the morale of a lot of Israelis.” (New York Times, July 14, 2000)

A year later, the terrorist organization held a graduation ceremony in Nabatieh for 180 reporters and photographers it had trained. Qaouk addressed the graduates, describing the media as “an example to the Arab world on how to fight the enemy psychologically,” and declaring that “this graduation adds to our preparations for the final battle with the Israelis.” (Quoted in Daily Star [Lebanon], July 27, 2001)

Six years later, how has Hezbollah used and manipulated the media?

Al Manar

Broadcasting from Lebanon, Hezbollah’s Al Manar television station has been the organization’s official propaganda instrument since 1991. By 2000, Al Manar had expanded its reach to the larger Muslim public and to a worldwide audience through satellite providers and around-the-clock programming. With a stated mission to wage “psychological warfare against the Zionist enemy,” Al Manar employs news programs, documentaries, music videos, and talk shows as vehicles of incitement against Israel and the U.S. These have included clips of Hezbollah leader Sheik Hassan Nasrallah calling for “Death to America” and “Death to Israel” and videos aimed at recruiting suicide bombers.

In a 2004 monograph (“Beacon of Hatred: Inside Hizballah’s Al-Manar Television), Avi Jorisch revealed Al Manar’s operational structure and methodology and analyzed its militant Islamic, anti-American and anti-Israel content. He recommended the American government take steps to limit the scope of Al Manar’s propaganda operations, and in December 2004, the State Department designated the station a terrorist organization. Broadcasts within the U.S. were consequently blocked. (Al Manar broadcasts have also been banned in France and Spain.) The U.S. Department of the Treasury followed suit in March 2006, officially naming Al Manar a “specially designated global terrorist entity,” making it illegal to fund or carry out any financial transactions with the station.

Use of Other Arabic Media Outlets

But Hezbollah’s media operations are no longer limited to Al Manar. On August 27, speaking for the first time since the cessation of hostilities between Israel and Hezbollah, Nasrallah spoke publicly on television. The Hezbollah leader granted a lengthy interview to Maryam al-Bassam of Lebanon’s secular New TV station. His introductory remarks, reminiscent of an Oscar acceptance speech, offered profuse thanks to the media for its wartime efforts in aiding Hezbollah:

In the name of God, the merciful, the compassionate.

First of all and in the name of the resistance I would like to thank you as well as the television management and all workers, journalists, and media men in this establishment for the large efforts you made during the war. You, just like other institutions—to be fair to all—were our voice and the voice of the resistance men and steadfast people who want glory, dignity, and loftiness for this country. Of course, any words of thanks to you and all those who acted in solidarity with the resistance in this war fall short of what should be said but they must be said. Thank you.

Nasrallah was openly affirming Arab media complicity in conveying Hezbollah’s message, fully aware that in this age of global communication, Arab news reports are easily imported to the West via satellite television, the foreign Arab press, and the internet. Moreover, Hezbollah’s media campaign has extended beyond Arabic news stations to the international press as well. 

Use of Foreign Journalists

In an exceptional exposé aired on July 24, CNN’s Anderson Cooper discussed not only Hezbollah control of journalists’ access to subjects in southern Lebanon, but also the staging of scenes for the international press to record. He chronicled a Hezbollah-guided tour for foreign reporters where interview and photographic opportunities were strictly managed by Hezbollah minders who followed the participants’ every movement. Describing Hezbollah’s orchestration of events, Cooper recounted:

...After letting us take pictures of a few damaged buildings, they take us to another location, where there are ambulances waiting. This is a heavily orchestrated Hezbollah media event. When we got here, all the ambulances were lined up. We were allowed a few minutes to talk to the ambulance drivers. Then one by one, they’ve been told to turn on their sirens and zoom off so that all the photographers here can get shots of ambulances rushing off to treat civilians. That’s the story—that’s the story that Hezbollah wants people to know about. These ambulances aren’t responding to any new bombings. The sirens are strictly for effect... (Anderson Cooper 360º, July 24, 2006) (View clip here.) 

Cooper’s senior producer, Charlie Moore, shared more details of what he described as Hezbollah’s “dog-and-pony show”on the Anderson Cooper blog. (Read the entire entry here.)

On the previous day’s segment of the CNN media program Reliable Sources, host Howard Kurtz (media critic for the Washington Post) asked CNN’s senior international correspondent Nic Robertson about the difficulty of independently verifying claims made by Hezbollah. Robertson responded:

...there’s no doubt about it: Hezbollah has a very, very sophisticated and slick media operations...They deny journalists access into [Hezbollah-controlled] areas. They can turn on and off access to hospitals in those areas. They have a lot of power and influence. You don’t get in there without their permission...And when I went we were given about 10 or 15 minutes, quite literally running through a number of neighborhoods that they directed and they took us ...They had control of the situation. They designated the places that we went to, and we certainly didn’t have time to go into the houses or lift up the rubble to see what was underneath...Hezbollah is now running a number of [press tours] every day, taking journalists into this area. They realize that this is a good way for them to get their message out, taking journalists on a regular basis.

Yet just five days earlier (July 18), when Robertson broadcast from a southern Beirut neighborhood hit by Israeli missiles, he did not provide viewers with this information. On the contrary, he emphasized only the “exclusivity” of his “fast-paced tour” of the area with Hezbollah press officer Hassan Nabulsi, and provided him with a ready-made platform from which to address both Israelis and an international audience. The Hezbollah representative took full advantage of the CNN stage, verbally attacking Israel’s military, insisting that the IDF’s targets were civilians, and shouting repeatedly that Hezbollah would “never surrender.” Far from providing viewers with the context he revealed to Kurtz, Robertson underscored Nabulsi’s claim that civilians being primarily targeted by Israeli missiles:

Israel says it targets Hezbollah’s leadership and military structure. Hezbollah wanted to show us civilians are being hit...As we run past the rubble, we see much that points to civilian life, no evidence apparent of military equipment.

Perhaps the full realization that he was being manipulated hit Robertson only days later. Perhaps he felt more secure describing Hezbollah’s media campaign in a domestic forum. Whatever the case, those who did not view CNN’s subsequent Reliable Sources program (aired only on U.S. TV) or Anderson Cooper’s followup exposé were left with the misleading message Hezbollah wanted them to hear.

Unfortunately, it is Robertson’s July 18 report–and not Anderson Cooper’s exposé–that seems to have been the more typical response to Hezbollah’s media initiatives. Take, for example, the results of a July 20 Hezbollah tour led by Hassan Nabulsi, the same press officer who had given Robertson his “exclusive” tour two days earlier. Dozens of Western journalists and photographers were taken to Haret Hreik, a southern Beirut suburb hit by an Israeli air strike.

Like Robertson, the majority of journalists acknowledged they were reporting from a Hezbollah-led tour of damaged areas, but few questioned whether or not the evidence they were shown was contrived. Instead, the journalists served, to some extent, as Hezbollah dispatchers, dutifully recounting the signs of civilian life pointed out, and quoting Nabulsi’s fierce charges against Israel.

At least one journalist on that tour—Scripps Howard News Service reporter Mark Mackinnon—went even further in propagating Hezbollah’s message. He wrote an emotive human interest article entitled “Busy Beirut Enclave Reduced to Oblivion” (Toronto Globe and Mail, July 21, 2006) without once mentioning the Hezbollah minders who filtered what was being seen and heard. Instead, Mackinnon expounded on what was pointed out by the Hezbollah guides if his were independent observations, even exaggerating, “...along with hitting [a Hezbollah] building, and several others in the neighborhood that were also targeted, the Israeli air force obliterated an entire community.” Apparently caught up in his own rhetoric, Mackinnon portentously declared, “The destruction in Harat Hreik is a microcosm for what has happened to much of southern Lebanon over the past nine days.” 

Contrived Evidence?

The obvious, unasked question is how much of the evidence shown to journalists was contrived?

Stories filed from the Nabulsi-led Harat Hreik tour included descriptions of a teddy bear, wedding and graduation photos, strollers, and a recliner, among other things. Mackinnon’s account of “the detritus of family lives” also included “a comfortable-looking blue chair—still intact–that was catapulted out of someone’s home and into the road.” While it is not inconceivable that household items might catapult out of people’s homes without exhibiting any damage, shouldn’t reporters have entertained the possibility that Hezbollah operatives prepared the ground for the tour, strategically placing artifacts of everyday life in the rubble for the benefit of the foreign journalists? But otherwise probing and skeptical reporters were mute.

Hezbollah leaders must have been pleased with how effective their media campaign proved in getting Hezbollah’s message out. What they probably did not count on, however, was the growing influence of the blogosphere in creating skeptical news consumers who questioned that message.

“Fauxtography” 

The discovery by vigilant bloggers of fraudulent pictures taken in southern Lebanon resulted in the coining of a new word–“fauxtography”–to denote the manipulation and staging of photographs.

Throughout the recent hostilities between Hezbollah and Israel, questions have been raised about photographs of incongruous objects amidst the rubble in southern Lebanon. For example, CAMERA noted the surprising number of wire service photographs taken of family snapshots and photo albums sitting undisturbed atop the destroyed remains of buildings. These were taken weeks apart in different locations by different photographers, with the only common denominator being that all purported to depict Israel’s destruction of Lebanese civilian life. But how likely is it to find clean, undamaged snapshots sitting alone on building ruins. (See “A Reprise: Media Photo Manipulation”) 

Others have wondered about the seeming ubiquity of relatively untarnished toys–Mickey Mouse dolls, stuffed animals and teddy bears–lying pristinely amidst the debris, as evidenced by Reuters and AP photos sent from southern Lebanon. (See “Passion of the Toys”)

Several bloggers skeptically noted a Reuters photograph by Sharif Karim depicting a mannequin in a wedding gown poignantly posed in front of a collapsed building, distributed with the caption “A mannequin adorned with a wedding dress stands near the site of an Israeli air raid in Qana July 31, 2006, where more than 54 women and children [sic] were killed a day earlier.” 

Others scoffed at a photograph depicting a burning Koran, with the caption “A copy of the Koran burns in Southern Beirut after the Hizbollah stronghold was targeted by Israeli airstrikes July 16, 2006..” What was the chance, bloggers asked, that a photojournalist would happen upon just one identifiable object–conveniently evidencing the desecration of Islam—still in flames among charred remains hours after the air strike was over? (In fact, the burning Koran image was taken by the now-notorious Reuters freelance photographer Adnan Hajj who had doctored several images sent from southern Lebanon. Hajj was fired by Reuters and his 920 photographs were removed from their database.) 

Without readily ascertainable facts to confirm or deny journalists’ reports from the area, online news consumers began to rely on photographic records (easily found on the internet) to support the suspicion that many of the seminal news events during the Israeli/Hezbollah war were misrepresented. Below are two examples.

Qana

Initial reports of a July 30, 2006 Israeli airstrike on a building near Qana claimed to have taken the lives of between 56-60 civilians, mainly children. While some journalists were circumspect in their reporting (the New York Times characterized it as “the single most lethal episode in the course of the war” and estimated that “tallies of the dead varied, from as many as 60 to 27, many of them children”), others–particularly in the European media– pounced on the event as an Israeli “massacre”(El Pais [Spain]), “massacre of children” (TV Channel Four [UK]), “kids slaughter” (Daily Star [London]). European headlines similarly trumpeted Hezbollah’s message:

“34 killed as slaughter of the innocents escalates in Lebanon” (Daily Record [Scotland])

“Babies slaughtered as they lay sleeping” (Irish Independent)

“The children went to sleep believing they were safe. And then Israel targeted them as terrorists” (Daily Telegraph [London])

“An atrocity that only aids the cause of Hizbollah” (Independent [London])

Without fully determining the facts, many rushed to condemn Israel, announcing its fall from world favor (For example, France’s Liberation announced that “The kind of tolerance which Israel enjoyed on the part of the international community is exhausted,” and London’s Daily Telegraph suggested that “Israelis [made] a bad position worse,”) and most noted the significance of Qana as the location of an Israeli strike 10 years earlier. The Israeli shelling there in 1996 killed over 100 civilians and precipitated Israel’s 2000 withdrawal from Lebanon. 

In fact, the initial reporting of the July 30th Israeli air strike overstated the number of victims by more than double--27 people were killed, including 16 children. And the site of the strike was not in Qana itself but in the small hamlet of Khuraybah about a mile north of the town. But inaccurate, condemnatory reports of an Israeli-led massacre at a site fraught with historic symbolism was exactly what Hezbollah wanted the world to see and hear. It reflected what their supporters told journalists. It also indicated the readiness by many journalists to accept unquestioningly whatever they were told.

In the blogosphere, news consumers were far less accepting. Richard North of the British blog “EU Referendum” became intrigued with wire service photographs of the rescue mission. They looked staged to him, largely because an unusual number of images included one particular rescue worker he dubbed “Green Helmet” displaying dead children in a variety of locations and poses. These photos did not appear to reflect a typical rescue mission. North, with the help of other bloggers, studied all the wire photos of the rescue available online and concluded that

the bulk of the relief effort at Khuraybah on 30 July was turned into a perverted propaganda exercise. The site, in effect, became one vast, grotesque film-set on which a macabre drama was played out to a willing and complicit media, which actively co-operated in the production and exploited the results.

His observations seem to be supported by a film broadcast by German television station NDR (Norddeutscher Rundfunk) which showed a boy being removed from an ambulance and “Green Helmet” directing a cameraman to film as he clears the area and uncovers the body for a close-up shot. (North’s entire analysis, entitled “The Corruption of the Media” can be found here.) 

The Red Cross Ambulance Incident

On July 24, 2006, the Lebanese Red Cross suggested that Israeli munitions had struck two ambulances in Qana the night before, while first-aid workers were transferring wounded patients from one ambulance to another, “although both vehicles were clearly marked by the red cross emblem and flashing lights that were visible at a great distance.” Nine people including six Red Cross volunteers were said to have been wounded in the attack. The international media immediately picked up the story, implying that Israel had violated international law by targeting a clearly marked ambulance.

In the blogosphere, however, many were skeptical. The reporters, after all, had not actually witnessed the attack. They were basing their evidence on interviews with the Lebanese ambulance workers and an amateur video provided by one worker. A blogger known as “Zombie” analyzed the photographs of the damaged ambulance and victims, comparing them to news accounts of the event, and found the photographs did not support the claims. According to Zombie:

1) The hole in the roof of the ambulance, with its perfectly central location and rounded shape, did not resemble missile damage as much as it did a standard, pre-existing opening for a siren light. 

2) Multiple areas of rust in dents on the roof were indicative of old—not recent—damage.

3) The damage inside the ambulance was not consistent with that caused by a missile strike and fire.

4) Photographs of the interviewed ambulance driver taken at the time of and several days following the event (showing no apparent injury) were inconsistent with those of him swathed in bandages in the hospital right after the event.

Based on these observations, Zombie, supported by many other bloggers, concluded the entire event was a hoax.

Intimidation of Journalists

Of course, journalists reporting from the scene may not always feel safe to voice their outright suspicions. Hezbollah operatives have been known to threaten reporters on the ground. Freelance journalist Christopher Allbritton acknowledged on his blog “Back to Iraq” that Hezbollah had “a copy of every journalist’s passport, and they’ve already hassled a number of us and threatened one.”  And writer/blogger Michael Totten described how he had been yelled at and even threatened by Hezbollah press officer Hassan Naboulsi. (LA Weekly, December 29, 2005)

Nonetheless, the following facts are incontrovertible:

1) Hezbollah is considered a terrorist organization by most Western countries 

2) It is committed to the destruction of Israel and calls for “Death to America”

3) Its representatives have proudly proclaimed they use the media as a weapon to achieve that goal. 

4) Hezbollah and its supporters have lied to journalists, staged media events, and used intimidation to ensure their message is broadcast to the world.

While there are some courageous journalists who have exposed and reported this, there are many more who have not adhered to the journalist’s code of ethics calling for honesty, fairness, and courage in gathering, reporting and interpreting information. All serious journalists should display appropriate skepticism when reporting from Hezbollah-contolled areas and major media outlets should thoroughly investigate and expose the entire matter of Hezbollah media manipulation. Otherwise they risk becoming just another tool in the arsenal of a terrorist organization that is undermining the very foundations of journalism.
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New Website Incites Electronic Jihad

By Abdul Hameed Bakier, Jamestown Foundation, 3 October 2006

The latest criticism of Islam being a violent religion, which was sparked by incendiary comments made by Pope Benedict XVI, has caused internet jihadis to launch a new website called Electronic Jihad, located at http://www.al-jinan.org. The purpose of the website is to help organize an electronic jihad against websites that insult Islam and Islamic sacred figures. The site has been well publicized on more established jihadi websites. Jihadi forums are posting quotes from the Quran in order to encourage and convince jihadis and regular Muslims of their duty to engage in electronic jihad and to attack anti-Islamic sites in order to shut them down. Furthermore, postings from August on the Electronic Jihad site already claim that they successfully shut down the Israeli website http://www.haganah.co.il. Thus, it seems that while street protests in response to Western criticism of Islam have died down in the Islamic world, the battle is still raging on the internet.

The way that the Electronic Jihad site works is by coordinating and organizing its users and followers. The website offers programs that those willing to engage in the electronic jihad need to download. Currently, there are two main programs that the website is offering. The first program is used for hacking attacks. The second program, when installed, places a toolbar on the user’s computer that connects automatically to Electronic Jihad and acquires data containing the specific date, time and target site for the attack. When that time arrives, the user simply has to run the first hacking program, select the target site to be attacked and then allow the program to do the rest. The key to these attacks is that they must be done simultaneously by many different users so that they can overload the target site. The hacking program is called the Electronic Jihad Program 1.5 (Silver Edition). One individual in palestinianforum.net claims that the program was designed by a Saudi national.

The website also lists the results of previous electronic attacks, noting that it had hacked 14 anti-Islamic websites successfully, although it did not provide the addresses for these websites. The site also claims that one server hosting an anti-Islamic site acquiesced to their threats and suspended the site. The site owners remind Muslims of the harm done by anti-Islamic groups that have hacked into Islamic sites and turned many of them into pornographic websites. To convince indifferent Muslims of the importance of electronic jihad, the site has a link to a report on the al-Jazeera Forums site mentioning Electronic Jihad’s achievements in shutting down anti-Islamic websites (http://www.aljazeeratalk.net/forum). The al-Jazeera report, however, does not identify the attackers as “jihadis,” but rather as hackers and pirates.

On the Electronic Jihad website, the moderator of the website claims that the site organizers do not belong to any specific Islamic group or sect, instead pointing out that they are fighting on behalf of all Muslims, united under one flag to defend Islam. The website domain, however, is registered to an “Ahmad Adel” who has an Iraq mailing address, although it is not clear whether this is a false name and address. The site itself appears to be hosted by Saudi Arabian company IBTEKARAT.com, based in Saida. Software companies and programmers will, eventually, figure out ways to counter the hacking programs used by Electronic Jihad, but it will only hold off the determined jihadis temporarily until they devise other methods to attack sites that they believe offend Islam.
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In Afghanistan, US Troops Tackle Aid Projects - And Skepticism 

By Scott Peterson, Christian Science Monitor, 2 October 2006

Mirdish Village, Afghanistan 

The white-bearded Afghan police chief is not pleased with his village “force” of 15 rag-tag cops. They have no radios, just two AK-47 assault rifles, and a single pistol with 9mm ammunition that jams.

Afghan officials have also not paid police salaries for months in this remote eastern Afghanistan province of Nuristan on the Pakistan border. An officer is said to be collecting funds now - the proverbial “check is in the mail” - but the delay is hampering US plans to start police training this week.

“Of course it’s a good idea to train,” chief Nur Mohamed tells the US Military Police platoon leader, as they meet under a rock overhang. “The day they pay us, we will be there.”

Money talks in Afghanistan, particularly in this undeveloped region. Whether training local police or getting tips on insurgent positions, success for US forces depends on fulfilling promises of aid and reconstruction. That’s the logic behind a new fight-and-build strategy that arms the US military with millions of dollars to spend on projects to convince Afghans, one village at a time, of the benefits of opposing Taliban-led militants.

But obstacles abound here. In the wilds of Nuristan, sheer rock cliffs and mountain run-off rivers leave few options for roads. US Army convoys have been attacked nearly every time they set out in recent weeks. The terrain not only makes ambushes easier but also frustrates logistics, like getting money and supplies flowing to Mr. Mohamed’s police.

Mohamed tells the MP that his unit only patrols a few hundred yards down the road to the graveyard - “where you were ambushed the other day.”

“The [insurgents] couldn’t come here, but we see a lot in the mountains, and they [are armed with] everything,” says Mohamed. “That is why we are so afraid. How could we attack them?”

“It’s been pretty frustrating,” the MP, 1st Lt. Candace Mathis from Rome, N.Y., says later. “It’s hard because they do not have the food, ammunition, and blankets - all the stuff they need to be successful. All I can do is pat them on the back and say security is important.”

US Army takes up infrastructure 

So far, the Army has signed more than a dozen contracts in a string of villages. Work has begun on popular road building, water pipe schemes, and micro-hydro projects to bring electricity.

So when troops join the police chief and mullah for a visit to Mirdish village, there is a cautious welcome, and even gratitude. More information about militant movements is coming to the Americans from such villagers. More elders want projects for their areas.

“We like you Americans here, and want to work with you,” the police chief tells the MP, before adding a warning. “We appreciate when you take care of us. But when you fire [into valleys] with women and children, they are so scared.”

While officers deem these to be positive signs, the US strategy is long-term, and envisions keeping militants on the run throughout a cold winter - depriving them of shelter in the villages - as progressing projects convince people to side with the government.

But there have also been two high-profile killings in this district in the past month, of one cooperating elder and a border police chief, both claimed by the Taliban.

The Islamist militia has historically had little presence in Nuristan, but use it as a route to Kabul from Pakistan and an out-of-the-way area for training grounds. The murders have shocked and intimidated elders, and the 200 fledgling police recruits.

“In counterinsurgency, you can’t lead with a rifle,” says Lt. Col. Mike Howard, who commands the 3rd Squadron 71st Cavalry from Fort Drum, N.Y., in Nuristan. “You must lead with actions, with reconstruction.”

“The elders have bet on reconstruction, and ending this stupid fighting,” says Colonel Howard, who is on his third Afghan tour. “You’ve got to come and stay, and plop down in the middle of [insurgent territory], and make them choose to work with you, or fight you, or leave.”

Nuristan’s extreme isolation once earned it the name “land of infidels” because it was the last Afghan region to accept Islam, a little more than 100 years ago.

Two enemies: insurgents, skepticism 

US forces are fighting two enemies here: the insurgents, and local skepticism that they will stay and deliver on promises of projects that will improve their lives. For two years, one elder carried a letter and business card from a US State Department official - and his unfulfilled promise to build a road.

The 3-71 Cavalry has so far approved $1.33 million worth of projects, contracted $966,000 of that, and disbursed some $250,000 in the long-neglected Kamdesh District alone.

It is one element of the US Army’s 3rd Brigade Combat Team, that is spread across 19 forward bases and several outposts in eastern Afghanistan. It is fielding 13 Provincial Reconstruction Teams (PRTs) which include two civilian engineers each, civil affairs personnel, and military police, in areas under US control.

Road project opened new paths 

An initial $200,000 road project to Kamdesh - though tangled because of an Afghan contractor from a distant city - whetted local appetites for more work. Building a five-classroom school building in Naray, a basic $23,000 effort, prompted more local requests and a better welcome across the district.

“They don’t trust anybody,” says an Afghan-American translator named Pali, who visits villages with US patrols and PRT teams.

She remembers the first visit to Mandagal village, when “people were so afraid of the Americans, and women and children were crying. They told us: ‘We thought you were just like the Russians’ “ who occupied Afghanistan during the 1980s, says Pali. “I told them: ‘the Americans are different.’ “ In Mirdish over the weekend, children trailed the soldiers, laughing, and watched from high rooftops.

“The only thing to convince them is to build something and pay people. They are sick and tired of insurgents,” says Pali. “They say: ‘For heaven’s sake, if you are here to build for us - promise and do it. If we see one or two projects, all Nuristan is with you.’ “

Though still in its early stages, the US effort is sparking a violent reaction. Before moving into the district last July, officers held meetings and killed a goat with elders, and signed contracts.

But forward bases were attacked daily for weeks. The first 30 days at Kamdesh outpost, as construction got under way, no one took up the US offer to hire base guards for $153 per month. Last week they reached their goal of 60 guards, requiring just two critera that recruits be at least 18 years of age, and have a rifle. But many have aged rifles, or appear too young to grow beards, or both.

Radio chatter indicated that insurgents planned to “attack [Americans] like the Russians.” Then insurgents switched to going after convoys on the single-lane dirt road that winds along the river - and invites ambush.

In the past month, this unit at Kamdesh has earned eight Purple Hearts. One soldier lost a hand to a rocket-propelled grenade round - the only one to make a direct hit out of 30, says Capt. Matt Gooding, commander of Alpha Troop, 3-71 Cav, which is building Kamdesh outpost.

The unit moved here from Helmand Province in the south, where the fighting was intense, but conducted in a by-the-book manner across a desert battlefield.

“In Helmand, you knew when you cleaned house; you knew when you had a good day,” says Capt. Gooding. “I don’t feel that here, and it’s frustrating.”

But this unit has become adept at fending off an attack for an hour, then they “transform - you can see it in their faces,” says Gooding, when they continue on to a village visit. But still the attacks continue.

Insurgents in the dark 

On Saturday night last week - during a storm and with no moonlight at all - three groups of 10 to 15 men moved toward the Gowardesh outpost, but were spotted and hit with US mortars and dispersed.

A few days before that, officers called in a 2,000-pound bomb 10 minutes after an ambush. For days after, insurgent radio traffic all but stopped.

“I haven’t attacked a thing up here, but I killed a lot of bad guys because they can’t bear me being here, putting in water pipe,” says Howard, of the frequent ambushes. “Now if [soldiers] go into a village, and enter every home and go through their underwear, who has the high ground then?”

But the Taliban is making its mark. On Aug. 29, a well-known elder from Gowardesh village, Haji Younis, was kidnapped, tortured, and dumped near the Pakistan border. He had signed a US Army contract three days before, and was on the road to get it ratified by the sub-governor when he was abducted.

A note pinned to his clothes said: “Don’t work with coalition forces. This will happen to you.” It was signed in the name of Mullah Omar, the fugitive Taliban leader.

“Haji Younis was a friend of mine,” says Howard. “But his killing backfired. Instead of being intimidated, people were outraged.”

A blood feud between families has now erupted, a tradition in Nuristan. Such feuds can last for decades, and often end in further revenge bloodshed.

Ahmad Shah has been another victim. A colonel in the border police, he was killed by a roadside bomb on Sept. 13. The Taliban claimed responsibility, sending “shock waves” that “completely intimidated” the untrained police force, which one US officer says has gone from “extremely awful to just bad.”

Counterinsurgency a 15 year project 

“Realistically, it will take three to five years to be where we want to be with the police,” says Col. John “Mick” Nicholson, who commands the 3rd BCT. “This is a counterinsurgency; it’s going to take 15 years.... What we’re looking for is buy-in.”

Some results may be emerging, judging by the number of roadside bombs discovered and turned into US or Afghan forces for cash. Only two of 21 on the main Kamdesh road have exploded, US officers say.

Elders have come to this outpost four times in a week, asking for projects. And Afghan police - green as they are, out in this wilderness - have been passing on tips about the insurgent presence.

“I see indications that we are being successful,” Lt. Col. Anthony Feagin, the Kamdesh PRT commander, tells his projects team. “But we’ve got to make sure we don’t make any tactical blunders.”
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Afghan Politics - One Chicken Dinner At A Time 

By Scott Peterson, Christian Science Monitor, 3 October 2006

Naray, Eastern Afghanistan 

To stem the growing Taliban resurgence in remote Afghanistan, US military leaders win over village elders with local development projects. 

Bold, full of hope, and with a healthy fear for their speck-on-a-map villages, the Afghan elders arrived at this US firebase recently for a change-of-guard ceremony.

Expected to be a gracious host - but with little suitable food and after being caught off-guard by the elders who had arrived one day in advance - US Army Capt. Dennis Sugrue invited the handful of weathered men to join him for lunch on cushions on the floor.

The air was thick with concerned expectation. The US officers hoped to win these elders as allies against a growing insurgency with promises of development projects and friendship. And there has been some progress: a growing number of project requests, and even help finding insurgent locations.

But would there be enough food, when the lids were removed, to honor the Afghan guests? Or would the two Army captains find themselves embarrassed by a meager offering?

After the lids were swept from two large platters, the assembled party caught its collective breath. Two small grilled chickens would be enough meat to forge closer bonds between these Afghan elders and their American hosts. Business could commence.

“The American help is very important,” says elder Haji Hamidullah, who ticks off four US-funded projects in his village of Mandagal, including water pipes and a collection basin, and a microhydro power setup. “Now there is now clean water, but there will be. At night, we stay in the dark. If we have light, it will be very good.”

Mr. Hamidullah’s village is one of more than a dozen in the poor Kamdesh district of Nuristan along Afghanistan’s porous border with Pakistan. US Army units of the 3rd Squadron, 71st Cavalry moved in over the summer to pay attention, with projects and money, to a region that ranks near the bottom of Afghanistan’s development index.

“If some [insurgents] come down to the village, we will fight them,” vows Hamidullah, who is here to accept the first installment - more than $6,000 worth of freshly printed red 1,000 Afghani notes, in three bundles - for the $25,000 water-pipe scheme. The day before, US officers had doled out $75,000 for approved projects.

Trust was so high in Mandagal that the Americans would pay, that elders had already hired an engineer and paid with their own money to complete much of the work.

“There are a lot of hills and trees in Nuristan. In the day, the enemies hide in the trees; at night, they plant IEDs [improvised explosive device] and leave night letters,” says Hamidullah.

“We’re not afraid of these people,” boasts Hamidullah. “People are sometimes scared, but they see the government is powerful and fighting them,” he says, gilding the lily a bit. But he acknowledges that “without the Americans” there would be “big problems.”

A firm stance like Hamidullah’s is not easy to maintain, as pressure grows from the Taliban and other insurgents. In the past month, one prominent elder was tortured and killed, and a senior border policeman assassinated. Threats are common, and come in the form of “night letters,” which appear overnight from insurgents, warning people that they will die if they cooperate with US or Afghan forces.

“Whenever construction is going on, [militants] come down from the hills to stop it,” says Captain Sugrue, a civil engineer from Watertown, N.Y., who launched the first 15 or so projects with discretionary funds available for such work to US commanders. He says the rugged terrain makes Nuristan a “natural refuge” for militants looking for training bases.

“The insurgents can’t compete with the money we are going to pour into reconstruction,” adds Sugrue. “People who are likely targets are scared. If you are a shura [local council] leader, you are a target.”

The learning curve for the Americans has been steep. The first time they set foot in Kamdesh, US troops were fired upon. Later, at a US-sponsored gathering of district elders, a moderate mullah from Mirdish, named Abdullah, explained the need to develop local relationships.

“ ‘If you had come to me first, you would not have been shot at,’ “ Sugrue recalls Mr. Abdullah telling him. “What he was saying is that there is a right way to do things.”

Local know-how is a requirement to successfully balance the needs of the villages while navigating among the local contractors and spreading wealth. But it’s an uncommon trait among US military officers in Iraq and Afghanistan, whose tours are often too short - and whose mandates are too uncertain - to gain such a detailed knowledge of an area.

Sugrue’s first big project taught another important lesson. Engineers had chosen the worst 14 sections of the 20-mile road from Naray to Kamdesh village for improvement. To do the job, Sugrue tapped a well-established contractor from Jalalabad - some 70 miles away.

But when it became clear to locals from the Naray region that the road project was proceeding with an outside firm, they began to have second thoughts about initially cold-shouldering the effort. One group of out-of-town road workers was beaten up. While the project is nearly complete, Sugrue says “I have a guy with no vested interest in a doing a good job with the road; he’s just trying to get away with his life.”

Contracts are now made in conjunction with village leaders “to make sure the right people do the work, and have a stake in it.” The trade-off is that, while there is a community approval for the work, there are local limits to technical expertise. Sugrue and his colleagues are now plotting the best way to do another road project that goes through 10 villages, and has become more of a political problem than an engineering one.

Of the 15 or so US-funded projects in Kamdesh so far, half of the biggest ones are now being handed over to the Provincial Reconstruction Teams (PRT), which are purpose-built US military units that are being deployed across eastern Afghanistan in areas controlled by US forces. Each PRT includes two civilian engineers and civil affairs officers to handle big-ticket projects like roads and bridges.

Small, high-visibility projects will still be run by individual squadrons, at least here with the 3-71 Cav., so that US patrols have a reason to keep visiting villages to assess progress and make their presence felt.

“We are improving our methods, though there are still shortfalls,” says Sugrue. Elders understand the long-term importance of such projects for the community, he says, though many villagers are illiterate and see the projects solely as a “job for three months swinging a hammer.”

But there are larger issues at stake for some. At the same lunch, Mir Mohamed Khan, an elder from nearby Nangal village - where Army money will help to complete a previous drinking water project started by a European-funded agency called Afghan Aid - breaks off a piece of grilled chicken and wraps it in bread.

He says that recent US shelling from this base at insurgents who had attacked with rockets overshot the target. “They fired from the first village, and you almost hit the third village,” says Mr. Khan. “If you come to our village, everyone will let you know where they fired from.”

Outside, Khan pointed to the configuration of hills, where he said shepherds had seen insurgents in action. They had been trained by Pakistani intelligence, he claimed, and in religious schools.”

“They call it a religious way, but it is not a religious way,” says Khan. “They are enemies of both of us....The enemies are trying to stop reconstruction, but they will never do it.”
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Spinning Pop Tunes To Beat The Taliban 

By Scott Peterson, Christian Science Monitor, 4 October 2006 

Naray, Eastern Afghanistan 

A US-sponsored radio station endears itself to Afghans by broadcasting the truth - along with a few good hits. 

The first words 1st Lt. Daniel Hampton learned in Pashto were ones he had heard time and time again in the remote reaches of eastern Afghanistan: “ Mana raka radio,” or “Give me one radio.”

First Lieutenant. Hampton’s Afghanistan “combat” has turned him into something of a disc jockey, running a small radio station that broadcasts from this American firebase into the Kamdesh district of Nuristan, along the Pakistan border - the target of a US counter-insurgency effort to defeat Taliban-led militants.

Hampton has handed out about 4,000 small radios, sometimes distributing them while his Afghan journalists report at events such as the openings of a new school, mosque, or women’s clinic.

It’s a rare distinction for a combat arms officer in the US Army’s 3rd Squadron, 71st Cavalry, who has been trained more to win battles than wars of ideas.

Once part of what the miliary called psychological operations, or “psy-ops,” such propaganda exercises are now called “information operations.” Senior officers say that distinction matters in this remote area, where they recognize the risk of being seen purely as a mouthpiece of US forces. They - and the Afghan journalists working for the station and a new regional magazine - are trying to gain credibility with their audience by presenting more balanced news content.

The result has turned the journalists into celebrities in these far-flung villages - and also into targets for insurgents.

“People like the music. Everybody has a radio, and they can listen,” says Mohamed Iqbal, the 19-year-old translator who launched the station in early June and helped expand it with other journalists. “People walk around like this, holding their radios in their hand, listening,” says Mr. Iqbal, gesturing with his hands, “They love news.”

The aim of the radio station is to help win support by publicizing the Army’s local development projects. The programming is diverse: Daily progress reports on US-funded projects; the death tolls of insurgents and US soldiers alike; and a mix of popular music that brings in 40 tune request letters a day from local villages.

But the need for credibility with the audience has led to an unlikely departure for the military.

“I want the car bomb effect,” says Lt. Col. Michael Howard, commander of the 3-71 Cavalry, describing his first rule for the radio. “As when a car bomb goes off in Iraq, and everyone knows about it, I want everyone in Nuristan to know that we really are building a road, a water pipeline.”

Lt. Colonel Howard says his second rule is: “Just facts. No psy-ops,” referring to the units that the military has traditionally deployed to spin information aimed at a local population. At ground level, US soldiers and Afghans alike say that “no psy-ops” is the only way they have a chance to be heard in these villages.

“It’s not just the good stuff,” says Hampton, of the news decisions. “If we lose a US soldier, we broadcast it. We let them know we are human, and are here to help them. What’s helping us up here is not the bad guys we’re killing, but the facts of what we’re doing, coming from these Afghan voices,” says Hampton.

The killings of two prominent men in the district in the past month for cooperating with the Americans - a village elder and a border police chief - are coinciding with an increased number of threats, delivered after dark, in what are called “night letters.” Journalists now stick closer to the base at Naray, and travel less on dangerous roads between villages.

At first, Iqbal’s family was pleased that their son was becoming locally famous. Then they received a letter from insurgents who said they knew that Iqbal was translating for US forces. Such letters often claim that the Americans are trying to separate Afghans from their Muslim religion, and come with specific threats, telling people not to sleep, or they will be tortured and killed.

“My father told me: ‘Son, it is very dangerous for you. You should stop,’ “ Iqbal says. But the young man says he is sticking with it. “Father,” Iqbal replied, “when my time is finished for God, I will leave anyway.”

Iqbal is not the only journalist working in this remote region. Besides the radio, a weekly magazine is now in its first few editions, and employs a handful of Afghan journalists. The basic, tabloid-size periodicals, with color and black-and-white photos, are distributed in these villages where normal newspapers rarely arrive.

“This is very essential, that people hear the news to show the people the right way,” says Shakib Sanin, a journalism graduate, and editor of a US-established magazine called “Wishes of People.” In a region where the top priority for many are the happenings in Nuristan and the isolated Kamdesh district, the magazine news content mirrors that of the radio, with a mix of national and some very local news.

A recent issue leads with a story on the Afghan police, but portrays them as heroes.

“The police are like a light; a place without light is dark,” part of the headline reads. This issue of the magazine also features a story on education improvements in Afghanistan, and one on the “dark time of the Taliban” that notes how female education was once forbidden; how male curriculums focused on Islamic studies; and how so many Afghans once fled the country.

The local news names the man, Haji Osman, believed to be behind the killing of the respected village elder for working with US forces.

“All of this is done because they don’t want reconstruction,” the story reads.

The publication also includes a status report on local US-funded projects. There is also space for detailed biographies of the murdered elder and border police chief, whose obituary concludes: “We pray to God for him.”

The purpose of the US-sponsored media blitz: “So people choose the way to build the country and be safe. They will read the papers and know their country is being rebuilt,” says Mr. Sanin, the magazine’s editor. “We are like a bridge between the people and the government.”

Even the Taliban are frequent listeners, Hampton says.

“The Taliban like it, and the music, but they just don’t like us,” he says Afghans tell him. “We’re providing entertainment for both sides.”

Among those who ignore the threats is Golamrahim Muridi, a Naray school teacher who once taught Iqbal and some of the other journalists, and who is now one of the station’s top presenters.

In a tiny dark booth, he sits at a plywood desk covered with cassette tapes of local music, queued up for playing on an old cassette deck jerry-rigged for broadcast. Between songs, he reads items of local and national Afghan news. Afghan journalists say the broadcasts - six hours of live broadcasting each day followed by another six-hour period of repeat - are widely heard in a region with some of the highest rates of illiteracy in Afghanistan.

Mr. Muridi steps out of the booth, clutching some of the letters from listeners - mostly music requests and questions that listeners would like answered on air - that are delivered from boxes in three nearby villages. Muridi also carries a map he has drawn showing the radio’s 11-mile reach, which he says encompasses 48 villages and hamlets and includes about 35,565 people.

Other areas have demanded their own stations, and the Army plans to install a larger system at Kamdesh in the coming weeks.

“Hello to the radio. We like your programs,” says one letter from a listener. “We listen to the best radio news, and best information. Could you play this song?’ “

Muridi also reads listeners’ questions, posed on a weekly question-and-answer program each Friday. In this batch: “‘When was sport created?’ “says Muridi with a smile, a pencil-sized stick for cleaning teeth in his vest pocket. “ ‘Why did coalition forces come to Afghanistan?’ “is another question. And the last: “‘Why is the earth round?’ “
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