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Investigators Say New Al Qaeda Video Makes Headlines, Not Converts

By Andrew Taylor, Associated Press (Los Angeles Times), September 3, 2006 

WASHINGTON—Federal investigators do not believe an American convert to Al Qaeda who appeared in a propaganda video is a high-ranking member of the terrorist group, and they doubt his efforts to promote the organization are having much effect.

Adam Yehiye Gadahn, whom the FBI believes attended Al Qaeda training camps in Pakistan, has appeared on several long and rambling Al Qaeda videos at strategically chosen moments such as before the 2004 election and on the first anniversary of the July 7, 2005, London bombings.

Gadahn’s most recent appearance on a 48-minute video posted on an Islamic militant Web site—released Saturday, just days before the fifth anniversary of the Sept. 11 Al Qaeda assaults—urged U.S. soldiers to “surrender to the truth (of Islam), escape from the unbelieving army and join the winning side. Time is running out, so make the right choice before it’s too late.”

Such messages try to communicate Al Qaeda’s message to a hostile U.S. audience, but they also serve to remind the public that al-Qaida is still a functioning organization.

“Al Qaeda has sought to use Gadahn as a propaganda tool,” FBI spokesman John Miller said Sunday. “The purpose is to have someone who can translate Al Qaeda’s message into English and deliver it to a Western audience. It’s part of their ‘psy-ops.”’

Such messages reach the public more through media accounts than through people actually logging on and watching them.

“The obvious advantage (of his appearances) is it makes headlines in the West. ... He is an asset to them, definitely,” said Thomas Hegghammer, a research fellow at the Norwegian Defense Research Establishment who studies jihadi Internet sites and videos.

Gadahn is also believed to have appeared on a 2004 video released just before the presidential election two years ago, saying that “the next attack will make you forget all about 9/11” and that the “streets would run red with blood.”

The FBI believes Gadahn, 28, joined al-Qaida before the Sept. 11 attacks. One of his duties was to translate fatwahs and other statements by Osama bin Laden into English. He assumed an on-camera role after the attacks.

A missive after the London bombings contained messages from a London bomber as well as Bin Laden lieutenant Ayman al-Zawahri and seemed aimed at reaching a varied audience of followers of al-Qaida, British muslims and Americans.

“There is no indication that he is a high-ranking member of al-Qaida,” Miller said, “but it is clear that he has had access to the highest levels of the organization.”
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Sandia’s Red Teams: On the Hunt for Security Holes

By Chris Preimesberger , Eweek, September 3, 2006

Is it possible for a cyber-terrorist to hack into a city’s water distribution system and poison thousands? Or disrupt air traffic communications to cause two airplanes to collide? Or create a surge in the power grid that would leave millions of people in the dark?

These are the types of questions pondered by the so-called Red Teams, based at Sandia National Laboratories here. 

On the fifth anniversary of the Sept. 11 terrorist attacks on New York and Washington, these scenarios are front and center for Sandia, the Department of Homeland Security and law enforcement agencies across the United States. 

The Red Teams’ job is to anticipate cyber-terrorism, create contingency plans that assume the worst and ultimately thwart a pending attack by plugging existing holes. 

Michael Skroch, leader of the Red Teams, said utilities and government agencies are increasingly at risk as they replace custom IT systems created in the 1950s and 1960s with less expensive, off-the-shelf Windows and Unix systems that incidentally are easier marks for hackers. The older systems were secure because they weren’t well-known and had limited contact with other systems. 

Thus, “It’s clear that the threat and risk level has never been higher for cyber-security,” Skroch said. 

Sandia is owned by the Department of Energy, is run by Lockheed Martin and is located at Kirtland Air Force Base. It was formed in 1945. 

The Red Teams are part of Sandia’s Information Operations Red Team & Assessments group.  Each one comprises a small group (three to eight people) of computer and systems experts who are the IT equivalent of the Navy SEALs special-operations outfit. 

The Red Teams provide independent assessments of information, communication and critical infrastructure to identify vulnerabilities, improve system design and help decision makers increase system security. 

Although often viewed as a singular entity, the IORTA group breaks into several smaller groups to tackle individual Red Team projects. 

In layman’s terms, Sandia’s Red Teams are hired by countries and companies to anticipate and stop cyber-terrorism and other security breaches before they happen. 

The teams, which focus on the potential for attacks from adversaries, apply a wide spectrum of methodologies, tools, research and training to help achieve the customers’ security goals. 

The Information Design Assurance Red Team is part of the IORTA program. The overall mission of Sandia is “to enhance the security, prosperity and well-being of the nation.” IORTA has been around since 1996. 

Blind to cyber-threats? 

To critics, groups like Sandia’s Red Teams are pivotal because, they say, the United States is asleep to the threat of cyber-terrorism, just as it was to the Japanese threat in the months and years leading up to the attack on Pearl Harbor in 1941. 

Evan Kohlmann is one of the more vocal critics. Kohlmann, a terrorism researcher at the University of Pennsylvania, is the author of “Al-Qaida’s Jihad in Europe: The Afghan-Bosnian Network,” and he runs the Globalterroralert.com Web site. 

“The United States is gradually losing the online war against terrorists,” Kohlmann wrote in an article titled “The Real Online Terrorist Threat” in the current issue of Foreign Affairs magazine. 

“Rather than aggressively pursuing its enemies, the U.S. government has adopted a largely defensive strategy, the centerpiece of which is an electronic Maginot Line that supposedly protects critical infrastructure (for example, the computer systems run by agencies such as the Department of Defense and the Federal Aviation Administration) against online attacks,” he wrote. 

“The U.S. government is mishandling the growing threat because it misunderstands terrorists.” 

Meanwhile, the DHS has also struggled with cyber-security. It hasn’t had a cyber-czar for a year and has been panned by Congress for its internal computer security practices. 

However, Skroch, manager of IORTA’s Red Teams, said the critics are off base. 

“My immediate reaction to [Kohlmann’s] assertions is that he may have limited information, not being on the inside,” Skroch told eWEEK. 

“Not being inside the [anti-cyber-terrorist] group, he wouldn’t be able to see exactly what they were seeing. There is a great deal of sensitive information that is never made public.” 

Another critic, Gabriel Weimann of the U.S. Institute of Peace, wrote in a December 2004 special report that “the potential threat, indeed, is very alarming. And yet, despite all the gloomy predictions, no single instance of real cyber-terrorism has been recorded. 

“Psychological, political, and economic forces have combined to promote the fear of cyber-terrorism. This raises the question: Just how real is the threat?” 

Finding IT’s Achilles’ Heels 

Rest assured, Sandia—and several hundred clients—believes the threat is real. Red Team members search for vulnerabilities in IT infrastructures and find solutions or patches before a cyber-terrorist abuses the weakness. This practice is referred to as “red teaming.”

“Our experience has shown that one fixed methodology is insufficient to properly assess a given system, component or scenarios,” Skroch said. 

“We have a spectrum of assessment methodologies and assessment types that we apply as needed to most efficiently meet customer goals and provide consistent, measurable and actionable results.” 

IORTA claims there are eight natural categories of red teaming that are combined to drive all their assessments, from high-level evaluation of risk through sophisticated analysis. The eight categories are design assurance, hypothesis testing, benchmarking, behavioral red teaming, gaming, operational red teaming, penetration testing and analytic red teaming. 

One type or a combination of types is selected to achieve optimum results for a Red Team sponsor. 

The IORTA process and its subprocesses were composed and refined from those developed at Sandia and its 50-year history of design-assess techniques. 

The Red Teams also use external techniques such as fault trees and event trees, processes such as the COBIT (Control Objectives for Information and related Technology, a standard framework for information security) governance framework, as well as tools such as open-source computer and network security tools that are appropriate for a given assessment. 

They refine their own techniques through continued R&D activities, Skroch said. 

One recent example was a request from the Environmental Protection Agency to assess IT system security at all water distribution plants in the United States that serve more than 100,000 people. 

Theoretically, a local or regional water system could be compromised via a Trojan horse or another attack and be forced to add an incorrect measurement of chemicals to untreated water—for example, an amount far above the maximum safety zone. The resulting excess could poison the water. 

But, “When we looked into this, we said, ‘Whoa—we can’t do that,’” Skroch said. “There was no way we could visit and assess all 350 such facilities. 

“So we selected five key systems—including [the Washington Aqueduct]—and produced our normal detailed assessments. From that, we distilled our methodology into an audit-type assessment tool called [Risk Assessment Methodology for Water, or RAM-W] that could be performed by the infrastructure owners once they received basic training on the process. 

“We developed the core training and transferred that to [the] industry so they could train the 350 sites.” 

For example, since 9/11, security procedures at the Washington Aqueduct have been under new review and evaluation based on guidance and directives from the DHS and the Sandia Red Teams. 

“As a result, [the] aqueduct now has strengthened its guards against intrusion [including computer hacking], and we have increased our vigilance,” an aqueduct spokesperson said. 

“Our security program uses a systems approach with controls on physical access, chemical storage and operational systems to safeguard the water.” 

As a DHS-designated Critical Infrastructure Facility, the aqueduct is provided with up-to-the-minute threat information and security enhancements “that won’t be visible to the casual observer,” the spokesperson said.

Sandia found many areas for improvement in these and about 30 other Red Team engagements of critical infrastructure. Many of them can be found in a paper, which Sandia delivered at multiple security conferences and is available on the IORTA Web site, titled “Common vulnerabilities in critical infrastructure control systems.” 

“From the RAM-W reports, [the EPA was] able to come up with a set of Red Team research-based recommendations for those water districts, so they could know how and where to invest their money in security tools and policies,” Skroch said. 

Another ongoing project involves the detection of explosives, weapons or other military contraband being shipped into the country through U.S. ports. 

“Security technologies are often brittle to threats,” Skroch said. “Those developing security solutions usually forget that their technology or solution will itself become a target. For instance, when you put a lock on a door, a criminal may give up, attack the lock or find ways to go around the lock. 

“Locksmiths know there are ways to pick a lock. It seems that many security vendors forget that their systems may be attacked once placed in the field.” 

Sandia also is contributing to systems that detect localized biological and chemical attacks in military and civilian event settings. 

These projects utilize Red Teams to understand what types of threats must be detected and also to ensure that each chemical or biological system is hardened against possible attacks that might stop it from working. 

Skroch would not elaborate on what the Red Teams are doing on these projects but said they are working on both the IT and the physical natures of the problems. 

Red Teams’ Toolbox 

IORTA utilizes both hardware and software tools in its efforts. “Some tools are used for analysis, others for planning attacks, while other tools are used to reach out and touch our target,” Skroch said. 

“Our team’s preference for tool environments are Linux-based operating systems for a number of reasons. However, we regularly use Windows platforms as needed,” he said. 

“In one approach, we regularly operate with open-source tools available on the Internet. There are a lot of great tools there and the communities that surround each are doing great things. 

“We are very careful to not apply these tools to operational or sensitive networks, because there could be additional features in some of the tools. We will rewrite functionality of certain tools from scratch in-house to apply to such networks.” 

Skroch said the Red Teams also develop their own tools and scripts as needed on the fly. 

“Red Teams portray a dynamic threat—it’s no surprise we encounter unanticipated security barriers or situations,” Skroch said. 

“So, when we’re in the field attacking a system, we have to develop our own scripts, hardware or social engineering attacks to penetrate information systems.” Whether the Red Teams and their tools are successful remains to be seen. Ultimately, it’s unknown how a cyber-attack would unfold. 

Gregory Rattray, faculty member of the U.S. Air Force Academy, wrote on the academy’s Web site that cyber-terrorism is likely to become a “more significant national security concern.” 

And although terrorists face multiple hurdles in launching a digital attack, “U.S. efforts to mitigate cyber-terrorism will have to advance incrementally.” 

In other words, the Sandia Red Teams have their work cut out for them.
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Cyber-Mobilization: The New Levée en Masse 

By Audrey Kurth Cronin, Parameters (pp. 77-87), Summer 2006

The means and ends of mass mobilization are changing, bypassing the traditional state-centered approach that was the hallmark of the French Revolution and leaving advanced Western democracies merely to react to the results. Today’s dynamic social, economic, and political transitions are as important to war as were the changes at the end of the 18th century that Clausewitz observed. Most important is the 21st century’s levée en masse, a mass networked mobilization that emerges from cyber-space with a direct impact on physical reality. Individually accessible, ordinary networked communications such as personal computers, DVDs, videotapes, and cell phones are altering the nature of human social interaction, thus also affecting the shape and outcome of domestic and international conflict. 

Although still in its early stages, this development will not reverse itself and will increasingly influence the conduct of war. From the global spread of Islamist-inspired terrorist attacks, to the rapid evolution of insurgent tactics in Iraq, to the riots in France, and well beyond, the global, non-territorial nature of the information age is having a transformative effect on the broad evolution of conflict, and we are missing it. We are entering the cyber-mobilization era, but our current course consigns us merely to react to its effects. 

Background: The Levée en Masse in the French Revolution 

The French Revolution marked the beginning of the age of modern warfare, characterized by the culmination of a fundamental shift from dynastic warfare between kings to mass participation of the populace in national warfare. Although the Treaty of Westphalia of 1648 is commonly cited as the point of origin for the sovereign state, the French Revolution marks its true consolidation, with the formal abolition of the Holy Roman Empire as the result of Napoleon’s conquests in 1806.1 The character of war is constantly in flux: the American Revolutionary War was associated with many of the same anti-authoritarian passions that powered the French Revolution. But as George Washington’s correspondence reflected, without national institutions to support the army, the problem of mobilizing and directing resources hobbled the American colonists’ war effort. The key element in the firm establishment of the modern secular state within the West, and a watershed in the evolution of modern war, was the state’s connection with the mass mobilized army. And at the heart of that new army was the levée en masse. 

The French term levée has two meanings in this context, both “levy” and “uprising,” each of which is important for understanding the nature of the levée en masse and its relationship to the dramatic changes that occurred in warfare at the time.2 In its first meaning, the levy referred literally to the 23 August 1793 decree by the French National Convention that the entire population was obliged to serve the war effort. As a result, all single men between the ages of 18 and 25 were required to join the army. The French population at the time was the second largest in Europe, bested only by the Russians, and thus it supported a huge military mobilization: by September 1794, the French Republic had 1,169,000 men under arms, out of a total population of about 25 million.3 For comparison, the current population of France is approximately 61 million, with about 134,000 on active duty.4 The percentage of population mobilized during the wars of the French Revolution was unprecedented in Europe, in itself a revolutionary achievement. Therefore, the first meaning of the word referred literally to the goal of mass mobilization: the provision of large numbers of soldiers supported by the people. 

For all of his brilliance as a general, Napoleon could not have accomplished his dramatic transformation of the European landscape without the broad-based participation of the French populace, both its young male conscripts and its civilian labor, and his ability to harness these things for the army. Numbers were crucial to the strategy of the French Army, enabling it to function on several fronts simultaneously and to sustain casualties that its opponents usually could not bear.5 The French tended to win when they had superiority in numbers. They enabled Napoleon to take greater risks, engage more often in battle, spread his troops over wider territory, and embark on more daring political ends.6 His opponents soon learned to counter his mass, with the result being a dramatic increase in the average number of men engaged in European battles, from a height of 60,000 to 80,000 on the field in the mid-17th century, to a total of 250,000 (Wagram, 1809; Borodino, 1812) or even 460,000 (Leipzig, 1813) by the early 19th century.7 The resulting mobilization of the people in the service of the state, indeed now actually embodying the state, was a watershed. It foreshadowed the nationalized warfare of the industrialized era that followed, culminating in the First and Second World Wars. For Napoleon, the people were clearly the “engine of war.” 

This literal meaning of the levée en masse, referring to mass conscription, is best known. But its second meaning, levée as uprising, is more crucial in explaining the paradigm shift now under way. If conscription was the end, inspiration was the means. Education and ideology helped to drive young men to the army and the broad population to support of the war effort.8 The French populace was reached, radicalized, educated, and organized so as to save the revolution and participate in its wars. It is no accident that the rise of mass warfare coincided with a huge explosion in the means of communication, particularly a dramatic growth in the number of common publications such as journals, newspapers, pamphlets, and other short-lived forms of literature. No popular mobilization could have succeeded in the absence of dramatically expanding popular communications. 

The publishing world in France was deregulated between 1789 and 1793, resulting in a sharp drop in the publication of books and a corresponding dramatic increase in shorter, cheaper, more accessible forms of communication. Censorship of forbidden texts, particularly so-called “philosophical books,” was also removed. The resulting spread of the ideology of the Enlightenment drove cultural and social changes, with a free and extensive public exchange of ideas that had been illegal under the old regime. The highly competitive, chaotic publishing trade that resulted moved toward an emphasis on shorter, more frequently produced, less capital-intensive tracts intended to reach a broader market and earn a quick profit. Over the course of the French Revolution, the number of journals produced in Paris went from four to a peak of 335, the number of printers quadrupled, and the number of publishers and sellers nearly tripled.9 Ideas spread by exploiting the freest and cheapest of all possible means of communication, within the constraints of the technology of the time. 

Thus the deregulation of the presses democratized communications. The outcome was a dramatic expansion vertically, horizontally, and temporally, as communications more frequently reached a wider range of people, some of whom could not even read. In the provinces, a strong tradition of reading aloud in homes or worship services flourished. The oral tradition also encompassed a large number of songs, printed and distributed or simply heard and repeated. Famous songs such as the “Marseillaise” created unity and a sense of republican identity. Revolutionary images were also extremely important; the storming of the Bastille by the Parisian populace on 14 July 1789 was pictured in a flood of newspapers, pamphlets, and engravings. Such powerful symbolic pictures appeared on paper money, letterheads, stamps, membership cards, calendars, even wallpaper and children’s games. Communications were central to developing a national identity, a sense of passion among the people, who were thus motivated to fight for the broader cause. 

The role of the poor French peasant in particular, supporting the revolution and fighting its wars, was central to the power of the popular army. The passionate participation of the working-class Frenchman, who previously would not have been granted the right of citizenship, was a vital evolution in the organization for war.10 The unprecedented range of communications effected a transformation of individuals in the lower strata of French society into the “People,” the holders of popular sovereignty.11 They also enabled the quite conscious building of a national identity: from a focus on warfare in the service of local nobility, those on French territory drew themselves into one focused and motivated fighting unit. The French people believed that they were fighting a war for freedom and against tyranny, for their revolution and against monarchical power, and the bombardment of information from above and within consolidated those beliefs. In this culmination of social, political, and military change, the French nation and the army were as one. 

Carl von Clausewitz’s expression of war as the continuation of politics “with an admixture of other means” was at least in part a description of this extraordinary process of physical and ideological mobilization of the masses into war in the service of the French Republic. The French military mobilization was admittedly not an instantaneous and overwhelming success: its effects were felt gradually, required trial and error in organization, and combined elements of old and new. Clausewitz’s On War was essentially a philosophical treatise in Hegelian tradition, examining elements of continuity and change and working toward a new synthesis. But he stressed that war could be understood only within its political, social, and historical circumstances. Even as he also appreciated that the massive French mobilization he had witnessed might not necessarily be the model for future wars, Clausewitz recognized the political forces that Napoleon had harnessed and understood their larger significance. 

Emerging “Cyber-mobilization” 

Today’s Western armies are faced with ends and means of mobilization that diverge from those that predominated during the era of revolutionary nationalism. In its inherent connection to changes in communication, its ideological narrative, and even its employment of specific means, the process currently in progress is a historical successor to the popular uprising at the heart of the changes that Clausewitz observed. Instead of driving toward the industrialized state, 21st-century mobilization is presently perpetuating a fractionation of violence, a return to individualized, mob-driven, and feudal forms of warfare. 

Under way is a broad social and political evolution through ordinary communications that reach vulnerable individuals and catalyze changes in violence. The typical focus of military planners on using high-end tools for tactical connectivity has missed the point: what is unfolding is a widespread egalitarian development more related to the explosion of publications and printing that catalyzed and consolidated the French Revolution than it is to the high-technology military advances of the late 20th century. We are poised at a new era, ripe for exploitation in unpredictable and powerful ways. Western nations will persist in ignoring the fundamental changes in popular mobilization at their peril. 

Numerous, obvious parallels to the revolutionary years of the late 18th century can be drawn. These include a democratization of communications, an increase in public access, a sharp reduction in cost, a growth in frequency, and an exploitation of images to construct a mobilizing narrative. Each will be treated here in turn. 

First, today’s means of communication have gone through a process of deregulation and democratization similar to that which occurred in France at the end of the 18th century. The result has been a global explosion in chaotic connectivity. The press of the revolutionary era developed in an institutional vacuum, with no copyright, no rules on publishing or journalism, no concept of intellectual property, no libel laws or vetting of information.12 Although states like China and Singapore have recently instituted highly controversial web censorship, for good or ill the current state of cyber-space is roughly comparable to the era of expansion in publishing that followed the deregulation of the French press. Few institutional frameworks or standards provide structure in cyberspace, and the broad political potential of this new realm is little analyzed or understood. 

Second, there is a dramatic increase in popular access to information. The Internet was designed during the height of the Cold War to be redundant, decentralized, persistent, and survivable in the event of a nuclear attack. After the disintegration of the Soviet Union, the world wide web consortium was created to facilitate the spread of global connectivity. It has wildly succeeded. Throughout the 1990s, the use of the Internet at least doubled each year, and although the pace has recently slowed somewhat, global connectivity continues to grow.13 Currently there are more than a billion Internet users in the world, with by far the largest number in China.14 The resulting popular access to the web provides those same structural advantages of decentralization and survivability to ordinary people, including businesses, nongovernmental organizations, and advocacy groups, but also to members of criminal networks, gangs, terrorist groups, traffickers, and insurgents. Effective combinations of new technologies, such as laptops and DVDs, along with “old” technologies, such as videotapes and cell phones, are facilitating political and social movements driven by newly powerful ideologies. The result is creative anarchy, full of heady opportunity but also pregnant with unpredictable change and real-world effects, especially for war. 

Third, the Internet and associated technologies represent the same type of low-cost, high-regularity communications that were so popular during the French Revolution. While vast regions of the world continue to lack computer access, growth in connectivity in the developing world now represents the key force behind the global expansion of the Internet.15 Of course, cyber-mobilization need not be directly correlated with numbers on the net; in less connected local or regional settings, access by individuals and small groups can give them disproportionate power. Cell phones are especially popular in countries that lack a fixed infrastructure for land-line telephones; in 2002, the number of mobile phones per capita internationally for the first time exceeded the number of traditional telephones.16 Today’s audience can select its sources of information from an astonishing array of choices: blogs are today’s revolutionary pamphlets, websites are the new dailies, and list serves are today’s broadsides. 

Fourth, like its predecessor, today’s cyber-mobilization uses powerful images to project messages, even to those who cannot read. There are countless examples. Al Qaeda’s mobilization and recruitment techniques are often mentioned: instead of engravings of the storming of the Bastille, al Qaeda’s catalytic images are pictures of Osama bin Laden in a cave, attacks on Muslims in Chechnya and Bosnia, Americans’ torching of bodies in Afghanistan, and British attacks on civilians in Iraq. In order to demonstrate ruthlessness and gain followers, Abu Musab al-Zarqawi has likewise posted images of beheadings, the training of suicide bombers, live-action attacks in Iraq, a monthly online magazine, and pictures of some 400 “martyrs.” Zarqawi’s slick video, “All Religion Will Be for Allah,” is available for downloading off the Internet and can even be shown on a cell phone.17 DVDs and videos downloaded on the web or simply passed from person to person and carried across borders contain footage of brutal attacks and fiery speeches. The low cost threshold affects not only the demand side but also the supply side of cyber-mobilization. High-speed Internet access is increasingly available, and inexpensive tools for producing high-quality videos, with greater bandwidth, improved video compression, and better video editing have resulted in much higher-quality films. The outcome of such efforts is a potent mythology of an anti-Muslim campaign and a romanticized image of global resistance to the West. 

Despite the obvious differences in their aims, the stories of sacrifice by soldiers of the levée en masse are echoed in the statements of jihadists and suicide attackers. For example, during the French Revolution there was a cult for the Martyrs of Liberty, glorifying dead heroes such as Barra, a 12-year-old boy who was killed when fighting in the republican army in the civil war in Vendee.18 The killing of the 12-year-old Palestinian boy Mohammed al-Dura echoes today. Military propaganda during the French Revolution emphasized the eagerness of the soldier to die. Soldiers lent their blood “to cement the edifice of sovereignty of the People,” and those who died achieved immortality: “The man who dies in service for his fatherland falls [and] gets up. His irons are broken. He is free; he is the King, he seizes heaven.”19 Parallels with today’s glorification of suicide attackers are obvious. Personal narratives of injustice, struggle, and noble sacrifice are among the most powerful vehicles for mobilization in any culture, and today they are being actively disseminated over the web. 

The effects of connectivity are not only broadening access but also actually changing the meaning of knowledge, the criteria for judging assertions, and the formulating of opinions. As more and more people are tapping into the web, the dark side of freedom of speech, indeed of freedom of thought, has emerged. What is truly authoritative on the web? Whose ideas have legitimacy? What is worth fighting for? As in the French Revolution, assumptions about the answers to these questions, about who is qualified to answer them and how, will have important effects. 

When combined with increasing global economic activity moving across porous borders, the vast information available on the Internet, CDs, videotapes, audiotapes, and cell phones is in most places minimally controlled and within reach even of those who cannot read. The result is access by a much broader, less educated, and more varied cross-section of the international population than was touched by 20th-century means. The long-term implications could be either a new era of enlightenment or a return to the dark ages. 

Implications for War 

In democratizing global communications, the West’s initial assumption was that the natural outcome would be the spread of democratic concepts. And to some extent, that did happen. The combination of cell phones and the Internet has facilitated a variety of democratic movements, including the Rose Revolution in Georgia, the Orange Revolution in Ukraine, the sweeping of Philippine President Gloria Macapagal Arroyo into power, anti-globalization protests by groups like Direct Action, and many other types of grass-roots campaigns. Another powerful motivator in the post-Cold War years was the conviction that democracies do not fight each other: with the spread of connectivity would come increasing access to the ideals of the liberal state, an undermining of authoritarian regimes, and a natural reduction in war. Sadly, however, democratic means did not guarantee democratic ends. Like the printing press, television, or radio, these new tools were just as capable of advocating repression and violence as democratic change. The new age of communications has proven to be a double-edged sword. 

Like the levée en masse, the evolving character of communications today is altering the patterns of popular mobilization, including both the means of participation and the ends for which wars are fought. Most important, it is enabling the recruiting, training, convincing, and motivating of individuals who are driven to engage not primarily in the high-tech cyber-attacks that many US policymakers are focused upon, but in old-fashioned violence in the physical world. Today’s mobilization may not be producing masses of soldiers, sweeping across the European continent, but it is effecting an underground uprising whose remarkable effects are being played out on the battlefield every day. 

The Internet is utterly intertwined with the insurgency in Iraq, for example. Insurgent attacks are regularly followed with postings of operational details, claims of responsibility, and tips for tactical success. Those who use insurgent chat rooms are often monitored by the hosts and, if they seem amenable to recruitment, contacted via email.20 Insurgent sites contain everything from practical information for traveling to Iraq to morale boosters for those currently involved in the struggle. Videos of killings by the “Baghdad Sniper” or “Juba,” who is claimed to have killed 143 American soldiers and injured 54, are posted on the web.21 Cyber-mobilization already has changed the character of war, making it much harder for the United States to win in Iraq, and it has the potential to culminate in further interstate war in the 21st century. 

Just as the telephone, telegraph, and radio eventually engendered countervailing technologies in code-breaking, monitoring, intercepting, and wire-tapping, the United States is gradually recognizing the strategic potential of these means and just beginning to effectively react. Most of the United States’ efforts have been focused on counteracting their practical, logistical effects, including terrorist fund-raising on the web, preventing the use of the Internet for logistical coordination, intervening in communications, and tracking statements and websites. These activities are imperative, demanding intelligence collection, monitoring, disinformation, and disruption, but they are embryonic and limited in their scope. The intelligence community’s relatively narrow remit cannot cover the full implications of the physical and ideological mobilization that is currently taking place. The parallels drawn here with the levée en masse should give us pause. 

The good news, however, is that this connectivity can also provide the means to counter the use of these tools to mobilize for radical causes, if the United States will consciously engage in a wide-ranging counter-mobilization. Overall connectivity is far higher in countries that represent more open, democratic societies.22 This should be a tool that greatly advantages the United States, one that Western military organizations are adept at using themselves. But currently the security implications of connectivity are too controversial to analyze seriously. Americans are too busy worrying about the economic benefits of the web and who is to control it, arguing about impositions on freedom of speech and who is to determine them, willing to neglect the impact of what appears on the web even as it translates into killing people in the real world. The Internet is vital to US security, not only because of its obvious centrality to the American economy, but also because of its less-obvious role in animating our friends and enemies. The state can reclaim the tools of popular mobilization, but only if it will more seriously address the need to understand, react to, and employ them. 

Conclusion 

The United States needs a counter-mobilization. So-called information warfare and public diplomacy do not capture the extent of this shift. Putting today’s developments within their historical context, the United States should get beyond its cultural myopia and turn more attention to analyzing and influencing the means and ends of popular mobilization. We must stop operating as if this dimension of warfare did not exist, because we are bearing the brunt of our unwillingness to confront it. Mobilization is a crucial element, not just in producing numbers of soldiers but, more important, in inspiring violence and crafting the account of the struggle. The information revolution is not just changing the way people fight, it is altering the way people think and what they decide to fight for. In its naïve enthusiasm for the information age, the West has lost control of the narrative, failing to effectively monitor it or even to seriously consider its consequences. 

In the late 20th century, communications connectivity in the military enabled a movement toward coordinated conflict, and the United States has assumed that this process will be further refined in a linear direction toward synchronized, swarming attacks. Instead, the evolution has been back toward the role of the individual driven by a common inspiration who now has more information, more motivation to attack, and more powerful conventional weapons with which to do damage. The result is a change in relative advantage at the individual level played out, for example, in the increasing role of suicide attacks in warfare. In today’s social and political context, it is not enough to focus on military organizational and doctrinal changes like networking and swarming. In the long run, the “swarming” that really counts is the wide-scale mobilization of the global public. 

Will the United States recognize the significance of connectivity and its implications for conflict? It is hard to say. Much depends on the brilliance of our leadership. Today’s Jomini would be an advocate of swarming and netcentric warfare. Today’s Clausewitz would analyze the strategic implications for war of the broader social, ideological, and political changes brought about by cyber-mobilization. Successfully harnessing these elements is the key to advantage in future war. 
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How Hi-Tech Hezbollah Called The Shots

By Iason Athanasiadis, Asia Times, 8 September 2006 

BEIRUT - Hezbollah’s ability to repel the Israel Defense Forces during the recent conflict was largely due to its use of intelligence techniques gleaned from allies Iran and Syria that allowed it to monitor encoded Israeli communications relating to battlefield actions, according to Israeli officials, whose claims have been independently corroborated by the US Central Intelligence Agency (CIA). 

“Israeli EW [electronic warfare] systems were unable to jam the systems at the Iranian Embassy in Beirut, they proved unable to jam Hezbollah’s command and control links from Lebanon to Iranian facilities in Syria, they blocked the Barak ship anti-missile systems, and they hacked into Israeli operations communications in the field,” Richard Sale, the longtime intelligence editor for United Press International, who was alerted to this intelligence  failure by current and former CIA officials, told Asia Times Online. 

The ability to hack into Israel’s military communications gave Hezbollah a decisive battlefield advantage, aside from allowing it to dominate the media war by repeatedly intercepting reports of the casualties it had inflicted and announcing them through its television station, Al-Manar. Al-Manar’s general director, Abdallah Kassir, would not comment on the information-gathering methods that had allowed it to preempt Israel’s casualty announcements, but he admitted he was in constant contact with Hezbollah’s military wing. 

When Israeli troops invaded southern Lebanon, they found themselves bogged down in stronger-than-expected Hezbollah resistance. The story of the handful of Hezbollah militants who single-handedly defended the border village of Aita Shaab has already become legend. Ultimately, Israel decided that the only way to neutralize them was to carpet-bomb the village, reducing it to rubble in the process. 

Part of the reason for Hezbollah’s decisive battlefield performance was that it was gleaning valuable information by monitoring telephone conversations in Hebrew between Israeli reservists and their families on their personal mobile phones. 

“If an enemy sets up a small group of EW people familiar with the terrain and reasonably aware of the current tactical situation, a stream of in-the-clear calls could have been a gold mine of information mentioned inadvertently,” said Sale, quoting a CIA official. 

A London Sunday Times article titled “Humbling of the super-troops shatters Israeli army morale” reported the story last week. It stated that Hezbollah was “able to crack the codes and follow the fast-changing frequencies of Israeli radio communications, intercepting reports of the casualties they had inflicted again and again”. 

The development marks a potential turning point in the region’s strategic balance. Hezbollah’s ability to repel Israel’s elite troops marked the first time that an Arab force had frustrated a concerted invasion scenario by Israel. This has led to a concerted rethink on the part of the Israeli leadership, in which it is being assisted by American experts, according to Israeli intelligence website DEBKAfile. 

It adds that the American experts are particularly focused on how Iranian EW installed in Lebanese army coastal radar stations blocked the Barak anti-missile missiles aboard Israeli warships, allowing Hezbollah to hit at least one Israeli corvette, the Hanith. 

“Assuming that these capabilities came from Syria and Iran, most probably by way of Russia and China, one would have to believe that both the US and Israel have learned from the experience, and that leaning process will be applied in future conflicts,” said Robert Freedman, Peggy Meyerhoff Pearlstone professor of political science at the Baltimore Hebrew University. 

The Debka article also claims that Hezbollah secretary general Hassan Nasrallah was hosted throughout the war in an underground war-room beneath the Iranian Embassy in Beirut. Iranian involvement was suspected throughout the conflict, and a captured Hezbollah guerrilla confessed on Israeli television to have visited Iran for training. The most able and committed Hezbollah guerrillas usually visit Iran for religious indoctrination and training in the firing of non-Katyusha rocketry. 

“It [the technological breakthrough] may mean that the US and Israel no longer have the ability to operate at lower levels of violence on a supreme basis,” said a Middle East analyst. “The playing field is more leveled. This may mean more diplomacy or it may mean more, and more concentrated, violence.” 

Iran and Syria advanced their SIGINT (SIGnals INTelligence - intelligence-gathering by interception of signals) cooperation last November, as part of a joint strategic defense cooperation accord aimed at consolidating the strategic aspect of their long-term alliance. Aside from being an invaluable help to Hezbollah, the ability to read Israeli and US codes could aid Iran in monitoring US movements in Iraq and Afghanistan. 

“It goes to the heart of one of the factors ... routinely regarded as one of the clear advantages for all First World versus Third World nations or forces - electronic warfare and secure communications,” said Gary Sick, who was national security adviser under US president Jimmy Carter. “We are supposed to be able to read and interfere with their communications, not vice versa. A lot of calculations are based on that premise.”
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The Evolution of Jihadi Electronic Counter-Measures 

By Abdul Hameed Bakier, Jamestown Foundation Terrorism Monitor - Volume IV, Issue 17; 9/8/2006 

After each attempted terrorist attack, whether botched or successful, government security forces worldwide are typically tasked with reviewing and analyzing the incident to draw lessons from the mistakes made in order to better prepare for possible future attacks.

The same process, however, takes place in the opposite camp. Jihadis analyze their failed attacks and try to train their members to penetrate the defenses of international security forces. Since communication is essential for any operation and the internet is a favorite tool of Islamist militants, jihadi forums and websites contain information on the secure use of computers and mobile phones. 

Electronic training explains to jihadis the vulnerability of the internet. It warns against electronic methods that security services use to penetrate jihadi networks, such as computer viruses and by actual infiltration of jihadi computers by using Trojans viruses. In addition, the training lessons discuss security gaps in mobile communications by explaining the basics of mobile technology and giving real examples of cases where security forces tracked jihadi militants using the mobile phone system. As part of this discussion on electronics, jihadis also provide information on how to beat polygraph tests.

Internet Communication Security

In a forum relating to internet communication security, located at http://www.gsm4arab.net, jihadi users begin by highlighting the importance of internet forums for reciprocation among members and for propaganda against the enemy, acknowledging the fact that intelligence services are constantly attempting to penetrate these forums [1]. The training underlines a few steps that the forum participants should take in order to avoid being identified by security forces.

Some of the paraphrased steps are below:

  - Be aware that some participants are pretending to be sincere, asking many questions on ways to travel to mujahideen war zones to take part in the holy war-these “participants” are often intelligence officers logged on from their offices. The officers will defend the mujahideen and write long articles praising jihad. They will ask you to cooperate with them in furthering the cause. If you fall for their bait, you will end up in jail.

  - By signing up in a forum, forum owners can obtain a participant’s IP address and pinpoint the location of the computer to a very precise proximity. We recommend that honest owners of forums cancel the IP address option. Nevertheless, be aware that IP addresses can also be obtained by tracking e-mails. If you are tasked with publishing mujahideen news or if you are wanted by the intelligence services, it is better to use internet café computers. Do not forget, however, that most Internet cafés spy on their clients. 

  - Do not provide accurate personal data when signing up in any forum.

  - Always use different internet cafés to post in the forums, delete internet temporary files and do not stay long in the café.

  - Be careful of spyware when downloading files from the forums.

  - Do not install any software on your computer if requested by the forum.

  - Do not give your email to anyone in the forum.

  - Use different passwords and nicknames for different forums.

  - Do not mention critical information in the forum and apply the need-to-know principle.

  - Remember that jihadi forums are not for making friends.

The training provides solutions to some of the points mentioned in the lessons such as how to hide the computer’s IP address.

Furthermore, the training covers other aspects of internet security such as safe web surfing, avoiding sites and forums already penetrated by some authorities and the secure use of e-mail and messenger programs.

Finally, the training advises jihadis to update frequently their anti-virus, anti-spy, IP hiding and network identity card software. 

The training also discusses electronic dead letter boxes. An example of an electronic dead letter box is sharing the same e-mail address and password with all the individuals/parties communicating. Rather than send an e-mail from that e-mail address, the user instead saves the message that they want to convey as a “draft” so that the other parties can log in and read the draft-if an e-mail is not sent over the internet, it is very difficult to intercept.

Acknowledging the fact that al-Qaeda’s global jihad depends on the internet to instigate and train Salafi-Jihadi adherents to commit terrorist acts makes secure internet usage a critical component of Islamist militant strategy.

Mobile Communications

On mobile technology, the training documents at http://www.almaqdese.net explain the basics of mobile communication such as handover or communication towers and repeaters that convey the conversation of the caller to the tower closest to the receiver of the call [2]. In the process, each mediating tower will register all technical details of the caller such as the phone number, SIM card serial number and the location of the caller. The mobile phone lessons also explain the ability of phone company operators to locate mobile phones by using the paging and signaling technique to an accuracy of a few centimeters; if intelligence services are able to identify a phone as belonging to a potential suspect, they are able to track the movement of the suspect through this technology. Citing examples from Palestine, the training refutes the misconception that powered-off mobile phones can still be remotely activated as a listening device. One example explains how secret Israeli agents managed to plant eavesdropping equipment in mobile phones that were then sent to Palestinian suspects as gifts. In general, the writer advises methods for jihadis to avoid capture by authorities. These methods include:

  - All jihadis in contact with a captured member must eliminate the mobile phone numbers they used to contact the arrested and destroy the SIM cards.

  - Refrain from calling officials who know your identity from your unofficial/secret number because that will reveal the fact that you are using a phone under a fake name. This will make your behavior suspicious if the official ever spoke with security agents. The “unofficial number” refers to the phone numbers that the jihadis purchase under false names and use for operational communication.

  - Do not give your unofficial number to anyone except your jihadi contacts. If the number becomes known by relatives and uninvolved friends, discard the mobile phone and the SIM card.

  - Do not use the unofficial phone from the same location (such as your home) repeatedly. 

  - Do not keep phone numbers under surveillance turned on in the same location for long periods of time because security forces will uncover your address. 

In a related topic, the training touches on the subject of voiceprint, warning jihadis of intelligence services’ capabilities to establish voiceprint through eavesdropping on the jihadis and later uncovering any attempted terrorist acts even if the jihadis use fake names and unknown phone numbers. To further explain the voiceprint notion, the lesson draws an example from Israeli intelligence and air force operations against four members of al-Qassam Brigade. The four members of al-Qassam Brigade were meeting in an open area at the Gaza beach. Israeli intelligence, which had established the voiceprints of the four in an earlier encounter, was able to intercept their calls and pinpoint their location even though they were using different numbers and fake names.

Finally, the writer suggests preventive measures such as:

  - Change the tone of voice from hoarse to soft or vice-versa.

  - Shield the phone speaker with a piece of cloth.

  - Change breathing rhythm.

  - Change the accent.

  - Speak in a noisy environment.

  - Avoid commonly used phrases. 

  - Use computers to change the tune of voice in recorded messages or communiqués. 

Needless to say, like other jihadi training documents, the mobile communication lessons are thorough and scientific.

Also, keeping up with the latest technology that the intelligence services are using, the writer added to the lesson at a later date a warning about the capability of some advanced intelligence services to send out magnetic signals to locate powered-off mobile phones. 

The Polygraph

In a section on polygraph testing, located at http://www.tawhed.ws, jihadi training describes the test as a psychological hoax to pressure the mujahideen during interrogation, reiterating the mythology that Western security services propose about the machine’s ability to detect lies [3]. Furthermore, the training identifies the functions of the polygraph machine such as how it registers the physiological reflexes of the subject and how the interrogator uses control questions to convince the mujahid of the capability of the machine. The control questions, the training explains, are a group of question with known answers for both the interrogator and the mujahid designed to register the mujahid’s normal reflexes to be compared later with reflexes from the serious questions. Therefore, the training outlines steps to counter the polygraph, especially during control questions, such as:

  - Controlled breathing. The mujahid must train on controlling the rate of his breathing all through the test.

  - Controlled blood pressure. Blood pressure must be raised above the normal rate by solving complicated mathematical problems in his mind while the interrogator asks polygraph control questions or by imagining mind stimulating situations like falling from a high cliff.

  - Biting the tongue to induce pain.

  - Give short answers and deny any knowledge of polygraph machine technology.

The polygraph training concludes with a few reminders of interrogators’ behaviors in pretending that the mujahid has failed the test even if he or she did pass because the overall objective is to extract information from the subject by any possible means. To further convince mujahideen that the test is a hoax and to protect them from collapsing during interrogation, the postings quote former presidents of the United States and ex-FBI and CIA officials criticizing the effectiveness of the polygraph system. 

Conclusion 

Terrorists and suicide bomber communicate on jihadi sites and forums to learn different terrorist tactics. The internet remains jihadis’ favorite means of tactical support since it is easy to access and easy to remain relatively anonymous, consequently directing and guiding the global jihad movement. The small cells and temporary groups of this global movement, inspired by jihadi ideology, are acting increasingly independent from al-Qaeda. Jihadis are also using the technological evolution for propaganda and for the recruitment of new terrorists. For instance, there are many successful cases of recruitment through the internet in Iraq and in other countries, such as the case of the German citizen of Moroccan origin Redouane EH, who German prosecutors say was recruiting suicide bombers through internet chat rooms [4]. Jihadi leaders, like Abu Musab al-Zarqawi before his last appearance in a televised message, regularly sent promotional and justification messages through the internet such as the ones sent after the Amman hotel bombings in November 2005. The promotional campaign through two electronic jihadi magazines-Sawt al-Jihad and al-Battar Training Camp-in Saudi Arabia is another example of internet employment by Salafi-Jihadis [5]. Therefore, the jihadi groups are capable of adapting to security constraints and pressures by using contemporary means and flexible tactics.

Notes
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4. CNN, August 24, 2006.
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The Real Online Terrorist Threat

By Evan F. Kohlmann, Foreign Affairs, September/October 2006

Summary: Fears of a “digital Pearl Harbor”—a cyberattack against critical infrastructure—have so preoccupied Western governments that they have neglected to recognize that terrorists actually use the Internet as a tool for organizing, recruiting, and fundraising. Their online activities offer a window onto their methods, ideas, and plans. 

Evan F. Kohlmann, a terrorism researcher and a consultant to the Nine/Eleven Finding Answers Foundation, is the author of “Al-Qaida’s Jihad in Europe: The Afghan-Bosnian Network.” He runs the Web site www.globalterroralert.com. 

WORLD OF WARCRAFT

The United States is gradually losing the online war against terrorists. Rather than aggressively pursuing its enemies, the U.S. government has adopted a largely defensive strategy, the centerpiece of which is an electronic Maginot Line that supposedly protects critical infrastructure (for example, the computer systems run by agencies such as the Department of Defense and the Federal Aviation Administration) against online attacks. In the meantime, terrorists and their sympathizers, unhindered by bureaucratic inertia and unchallenged by Western governments, have reorganized their operations to take advantage of the Internet’s more prosaic properties. 

The U.S. government is mishandling the growing threat because it misunderstands terrorists. For more than a decade, a host of pundits and supposed experts have traded in doom-and-gloom predictions that cyberterrorists would wreak havoc on the Internet—or, worse, use computer networks to do damage in the offline world (for instance, by hijacking systems that control the water and power utilities of major metropolitan areas). Such warnings were bolstered by the occasional acts of terrorist groups such as the Pakistani-based Lashkar-e-Taiba, which has staged dramatic but ineffectual cyberattacks, such as its hacking into the Indian army’s Web site in 2000. Although such incidents had only symbolic impact, they scared technophobic Western policymakers. Fearful of a digital Pearl Harbor, governments embarked on a frantic campaign aimed at “locking doors.” As the former White House counterterrorism czar Richard Clarke explained, Washington’s strategy has been simple: keep terrorists from breaching sensitive government networks. 

In truth, although catastrophic computer attacks are not entirely inconceivable, the prospect that militants will be able to execute them anytime soon has been overblown. Fears of such science-fiction scenarios, moreover, have led policymakers to overlook the fact that terrorists currently use the Internet as a cheap and efficient way of communicating and organizing. These militants are now dedicated to waging an innovative, low-intensity military campaign against the United States. Jihadists are typically organized in small, widely dispersed units and coordinate their activities online, obviating the need for a central command. Al Qaeda and similar groups rely on the Internet to contact potential recruits and donors, sway public opinion, instruct would-be terrorists, pool tactics and knowledge, and organize attacks. The RAND Corporation’s David Ronfeldt and John Arquilla have called this phenomenon “netwar,” which they define as a form of conflict marked by the use of “network forms of organization and related doctrines, strategies, and technologies.” In many ways, such groups use the Internet in the same way that peaceful political organizations do; what makes terrorists’ activity threatening is their intent. 

To counter terrorists, the U.S. government must learn how to monitor their activity online, in the same way that it keeps tabs on terrorists in the real world. Doing so will require a realignment of U.S. intelligence and law enforcement agencies, which lag behind terrorist organizations in adopting information technologies. At present, unfortunately, senior counterterrorism officials refuse even to pay lip service to the need for such reforms. That must change—and fast.

V FOR VIDEO

One of the most important ways in which terrorists use the Internet is as a medium for propaganda. Films trumpeting the successes of Islamist fighters, such as those that emerge regularly from the Sunni Triangle region of Iraq, are nothing new. For years, disturbing videos of executions, ambushes, and roadside bombings have emerged from jihadist battlegrounds such as Bosnia and Afghanistan. What is new is how these films are distributed. 

Until a few years ago, the videos were warehoused by various clearing-houses (often based in London) and mailed to customers around the world. Such expensive and visible bricks-and-mortar operations left lengthy paper trails, which made it fairly easy to identify and prosecute the operators of the clearing-houses. Today, however, terrorists exploit the ready availability of high-speed Internet access, pirated video-editing software, and free file-upload Web sites (such as www.yousendit.com) to reach their audiences cheaply and nearly anonymously. By distributing material over the Internet rather than using European middlemen, jihadists make themselves virtually impossible to track.

Al Qaeda in Iraq, established by the late Jordanian Abu Musab al-Zarqawi, was one of the first movements to use the Internet in such a fashion. In the spring of 2004, communiqués signed by a mysterious individual known as Abu Maysara al-Iraqi began to appear on extremist Arabic-language message forums. Any doubts among jihadists and their fellow travelers as to the authenticity of these statements faded that May, after Abu Maysara (now known to be Zarqawi’s media chief) posted insurgent videos online, including one showing Zarqawi and his top advisers beheading the American businessman Nicholas Berg. 

Such films have helped the jihadists attract new followers. On one occasion, in mid-2004, Italian police managed to eavesdrop on the Egyptian terrorist recruiter Rabei Osman Sayed Ahmed as he played the Berg video for a suicide-bomber-in-training. He excitedly crowed, “This is the policy we need to follow, the policy of the sword. Come and see our brother Abu Musab [al-Zarqawi]. ... This is the policy.” Other terrorist movements have since sought to emulate Zarqawi’s gruesome triumph, and dozens of new anonymous Arabic-language message boards carrying the latest news of the mujahideen have sprung up online. Most attempts to hunt down the original source of terrorist messages and videos have been fruitless. Even when a particular Internet forum is shut down, others take its place, guaranteeing that there is always a way for terrorists to find an audience. 

Terrorists also use the Internet to make more practical films available. In December 2004, for example, Sunni Muslim extremists recycled a 26-minute instructional film (originally produced in Lebanon by Hezbollah) detailing the step-by-step fabrication of explosive-filled vests for suicide bombers. The person who posted the video explained that he hoped its release on the Internet would “help the brothers” in the Iraqi cities of Fallujah, Ramadi, and Mosul avenge the alleged humiliation of Iraqi women at Abu Ghraib prison. Terrorist groups also regularly distribute videos online explaining how to make rockets, improvised explosive devices, and even crude chemical weapons.

LICENSE TO SHILL

The case of Irhabi 007 (Terrorist 007) sheds light on what terrorist groups seek from their online activities and how quickly they have become sophisticated in their use of the Internet. Although Irhabi 007’s pseudonym was facetious, there was nothing lighthearted about his activities. Over two years, from 2003 to 2005, Irhabi 007 -- in real life, allegedly Younis Tsouli, a 22-year-old Muslim of Moroccan origin who until recently lived in West London—became the Internet jack-of-all-trades for many terrorists, including Zarqawi and Abu Maysara. The demands of Zarqawi’s online operations required substantial Internet resources, even more than al Qaeda’s own vaunted media wing could provide. In July 2004, Abu Maysara was forced to serialize the Internet release of Zarqawi’s first full-length propaganda film, Wings of Victory, because al Qaeda did not have the resources to distribute the 90-megabyte file in one piece. Either at the behest of Zarqawi’s organization or on his own initiative, Irhabi 007 quickly stepped forward and provided Zarqawi’s group with space on hacked servers (including one owned by the Arkansas State Highway and Transportation Department) to disseminate the film. Zarqawi and his group welcomed Irhabi 007’s expertise, and the normally taciturn Abu Maysara publicly praised him for helping al Qaeda: “Bless the terrorist, Irhabi 007,” he wrote on the chat forum of Muntada al-Ansar, an organization with ties to al Qaeda. “In the name of Allah I am pleased with your presence, my beloved brother. May Allah protect you.”

The relationship between Abu Maysara and Irhabi 007 grew closer. In a rare misstep, in April 2005 Irhabi 007 accidentally left one of his Internet servers unprotected, revealing a partially finished official Web site that he was building on Zarqawi’s behalf. The site was located on a server leased to Irhabi 007 by TenaMax, a Delaware-based hosting company. For weeks, the TenaMax server also hosted dozens of newly released videos from Zarqawi, including films depicting attacks on coalition and Iraqi government forces using improvised explosive devices, the beheadings of Western hostages, suicide-bombing missions, and other jihadist military operations inside Iraq.

Even Osama bin Laden’s own media outlet, the infamous Pakistani-based as Sahaab (the Clouds) Foundation, apparently relied on Irhabi 007. It seems hard to believe that as Sahaab would need Irhabi 007’s assistance. The group’s slick films (which include The State of the Ummah, featuring footage of the former al Farooq terrorist training camp in eastern Afghanistan, and The Nineteen Martyrs, the martyrdom wills of several 9/11 hijackers) are professionally produced and sometimes even feature English narrations. Before 2005, however, as Sahaab lacked a significant Internet presence. In November of that year, as Sahaab launched its new Web site (the now-defunct www.as-sahaab.com), principally in order to distribute a single full-length video: the martyrdom will of Mohammad Sidique Khan, one of the suicide bombers involved in the July 7, 2005, attacks in London. Unsurprisingly, there were striking similarities between as Sahaab’s new online home and Irhabi 007’s other work, a resemblance quickly noted by posters on radical Islamist message boards. One online participant commented, “As for brother Irhabi 007, I have not heard from him since the end of September but I am certain that I see his fingerprints on numerous projects, such as the videos of the as Sahaab Foundation.”

In addition to working for Zarqawi and as Sahaab, Irhabi 007 keenly monitored those who took an interest in him, as I learned to my dismay after participating in a videotaped discussion about cyberterrorism that was broadcast on The Washington Post’s Web site in August 2005. Within days, Irhabi 007 posted my interview on one of the most extremist of the Internet chat forums used by al Qaeda​linked terrorist groups. Concerned but curious, I wrote him an open letter explaining that if he had comments to make, he could speak to me directly. Minutes later he replied by e-mail: “Dear Evan, I don’t do interviews. If you wish to discuss anything, then the forum is a good platform. We even have an English section!”

In late 2005, British police finally caught up with Irhabi 007. They arrested him, charging him with conspiracy to murder and to cause an explosion. At the time of his arrest, he was found to be in possession of “video slides film on a computer hard drive showing how to make a car bomb ... [and] video slides film showing a number of places in Washington DC,” according to the BBC. Tsouli is currently awaiting trial in the United Kingdom.

Irhabi 007’s Internet savvy is no longer unique. Today, even small, independent Iraqi insurgent groups are quickly developing their own Internet presence. For a long time, the Islamic Army in Iraq (IAI) -- one of the first native Iraqi militant organizations with an established presence on the Internet—used Yahoo’s free online newsgroups to distribute their communiqués and videos to supporters. An official IAI statement explained, “The enemies of Allah will continuously [try to close down] our website. ... We ask you to register for our mailing list so that you continue to receive the latest news of the Islamic Army in Iraq.” In May 2005, an examination of the digital routing information contained in IAI messages indicated that the files were being posted on Yahoo using a California-based satellite Internet access provider. Ironically, the satellite utilized by the IAI was intended specifically “for U.S. military operations in Iraq,” according to a press release from the satellite service provider. It is unclear how the IAI beamed its propaganda out of Iraq via technology intended for the exclusive use of the Pentagon. 

Some terrorists have even begun to take direct actions against Web sites they dislike, although these efforts have been limited in both their scope and their importance. For example, last winter, when Scandinavian media outlets began republishing cartoons of the Prophet Muhammad that many conservative Muslims deemed blasphemous, a wide variety of would-be cyberterrorists swore to carry out a “revenge battle on Danish newspapers,” as one contributor on an extremist Internet forum wrote. Knowledgeable users on forums frequented by members of known terrorist organizations passed along detailed instructions about how to launch basic denial-of-service attacks (assaults on computer servers that block other users by overloading the resources of the victim systems) against the Web site of Politiken, a prominent newspaper in Denmark that has helped expose the activities of local Muslim fanatics. Other messages posted online celebrated the purported sabotage of other “apostate” Danish media Web sites by budding cyberterrorists based in Saudi Arabia. Yet another group of hackers released a video documenting their own successful attack on the Web site of Jyllands-Posten, the Danish newspaper that was the original source of the controversial cartoons.

MEANWHILE, OFFLINE

For those interested in going beyond virtual attacks, the Internet also provides the means for would-be jihadists to contact other terrorists. When Ismail Royer, an American convert to Islam, sought to enroll in combat training at a Lashkar-e-Taiba camp in Pakistan in May 2000, he simply looked up the group’s contact information on its English-language Web site. Even today, one can fairly easily locate online telephone numbers, e-mail addresses, and bank accounts that lead directly to proscribed foreign terrorist organizations. A fundraising brochure posted online by Lashkar-e-Taiba’s political wing tells supporters how to make donations to the group, urging them, “Don’t forget Mujahideen and refugees of Kashmir & Afghanistan during your Eid delights. The Lashker-e-Taiba Mujahideen [are] fighting against the tyrannical forces occupying the Islamic world. ... The Holy Prophet (peace be unto him) said he who provided gear to a Ghazi [warrior] in the way of Allah is like as he himself took part in the Jihad.”

In some cases, the line between terrorist activities online and terrorist activities on the battlefield is so blurred that it is virtually impossible to distinguish them. Such was the case for the Army of the Victorious Sect (AVS), a Sunni insurgent group in central Iraq. In early November 2005, the AVS announced an open competition for the design of the organization’s new official Web site. The creator of the winning entry, as determined by the leaders of the AVS military and media divisions, would receive an unusual prize: “The winner will fire three long-range rockets from any location in the world at an American military base in Iraq by pressing a button [on his computer] with his own blessed hand, using technology developed by the jihad fighters, Allah willing.” Within days of the announcement, the AVS indicated that it had received such an overwhelming response that it had decided to extend the deadline for submissions. (The contest was abandoned in January 2006 when the AVS merged with Zarqawi’s group.)

Ironically, terrorists’ online activities have enabled them to develop skills that may make policymakers’ fears of large-scale cyberattacks more realistic. In July 2004, an extremist supporter of Zarqawi announced on several chat forums that he had successfully hacked into a U.S. Army computer system based in South Korea. The unidentified militant claimed to have seized control of the computer for over a month and said he had sought not to destroy the system but to spy on the United States. To prove the veracity of his claims, the hacker produced a screenshot of the hijacked computer’s Windows desktop, along with several files allegedly downloaded from the system—including video recordings of coalition patrols in Iraq and high-resolution photos of U.S. Army personnel serving in Iraq.

NETWORKING SKILLS

Terrorist groups’ mastery of the Internet is an example of a powerful law of human affairs: just a bit of ingenuity is far more effective than a misguided and wasteful bureaucracy. Bound by institutional restraints and largely unaware of terrorists’ online activities, U.S. law enforcement and intelligence agencies have fallen far behind their terrorist adversaries in terms of Internet skills. Some of the most important U.S. government agencies tasked with tracking and intercepting the members and activities of al Qaeda have placed little or no emphasis on building their cultural and technological know-how, knowledge that is critical to fighting contemporary terrorists.

Indeed, the public statements of senior U.S. counterterrorism officials display an almost arrogant disregard for such knowledge. In testimony delivered in a recent civil lawsuit, FBI Director Robert Mueller dismissed the notion that such training is necessary for agents tasked with protecting U.S. national security. According to Mueller, knowledge of Islam, Arabic, and the Middle East is “helpful, not essential. ... Often you can pick up the subject matter if you’ve got leadership skills.” And in 2004, then Congressman (and later CIA Director) Porter Goss admitted that he was profoundly ignorant of the Internet: “I certainly don’t have the technical skills, as my children remind me every day: ‘Dad, you got to get better on your computer.’ So, the things that you need to have [to be in the CIA], I don’t have.” Such attitudes have blocked attempts at reforming the intelligence community in order to better deal with the new threat. 

Meanwhile, frontline agents in the U.S. war on terrorism lack the tools they need. Intelligence analysts in major U.S. counterterrorism agencies use decades-old information technology, and many lack high-speed Internet access or even writable CD-ROM drives. It is difficult, to say the least, to use a dial-up modem to download from the Internet broadcast-quality propaganda videos, the size of which can run to hundreds of megabytes—and impossible to share them using floppy disks.

A workable strategy for the U.S. government—and the governments of other countries threatened by jihadists—would need to combine a more active approach to Internet surveillance with reforms to intelligence and law enforcement agencies. Today, the structure of the Internet permits malicious activity to flourish and the perpetrators to remain anonymous. If the United States wishes to prevent the Internet from being used as a staging ground for terrorism, it cannot rely solely on the National Security Agency’s automated surveillance systems, such as Echelon and Carnivore. It must also field knowledgeable agents who can investigate—and preempt—terrorists by monitoring their online activities. The very resilience of terrorists’ propaganda networks can be turned in Washington’s favor. Since it would be nearly impossible to identify and disable every jihadist news forum on the Internet given the substantial legal and technical hurdles involved, it would make more sense to leave those Web sites online but watch them carefully. These sites may work as online recruiting stations, but they also offer Western governments unprecedented insight into terrorists’ ideology and motivations. 

Deciphering these Web sites will require not just Internet savvy but also the ability to read Arabic and understand the jihadists’ cultural backgrounds—skills most U.S. counterterrorism agents currently lack. No matter what the focus of today’s counterterrorism operatives, Washington must ensure that they are familiar with both foreign cultures and how terrorists operate online. Technological sophistication is no longer a luxury. It is now a basic survival skill.
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In-Depth Defender

Interview with Richard Hale in Military Information Technology, 13 September 2006

Richard Hale oversees information assurance (IA) engineering and support for the Defense Information Systems Agency. In this position he is responsible for coordinating the design and implementation of a defense-in-depth strategy across the DISA-managed information infrastructure and across DISA-developed systems. 

He previously worked at the Naval Research Laboratory, where he participated in the design and analysis of a variety of Navy and Department of Defense information and communication systems. 

Hale holds bachelor’s degrees in applied mathematics and electrical engineering and a master’s degree in electrical engineering, both from the University of Virginia. 

Q: How do you define information assurance? 

A: If I had to use two words, I would say information assurance means “mission assurance.” If I had to use one word, I would say it means “dependability.” As the Department of Defense moves to net-centricity and to an ever-increasing reliance on the department’s information infrastructure, it is imperative that the systems that depend on this infrastructure work well and are protected, in spite of numerous and daily attempts to disrupt them.

Q: Can you give an overview of what information assurance means to the Department of Defense’s missions and capabilities, and what it needs to do in the future to maintain the surety of DoD’s systems?

A: DoD’s approach for achieving mission assurance and safe information sharing has several tenets. One is that we must drive out anonymity and improve accountability for information access by using non-forgettable cyber-identity credentials as a means to access information and services, in much the same way we use physical identity cards to access bases and buildings. Another is that we must design, deploy and operate a department-wide layered defense scheme that uses complementary protections in ways that stop many attacks before the attacks have an effect on the mission. 

The third is that we must be able to spot those attacks that get through some of our defenses, and then quickly determine what is going on, develop our possible courses of action and take the optimal action. In order to do this, we need a very robust network operations, or netops capability. This need for detection, diagnosis and reaction also acknowledges the fact that our defenses will never be perfect. As a result, we need to design our business processes so they can operate in degraded modes, and we have to practice this.

We’ve got to develop and follow a single DoD plan for the design, implementation and operation of the information assurance methods necessary to achieve the other tenets. Some of this plan will look something like a building code or a city plan. It will describe a framework of standards and practices that all DoD IT efforts must follow. If we do this right, we can achieve the dependability we need, while allowing for broad and rapid innovation. An important part of making this work is that someone has got to be in charge of this plan across the department, and that someone must have real authority to impose requirements, design constraints and processes throughout DoD. A matching piece is that, in the service of dependability for the customers of the infrastructure, someone must be in charge of the operation of the infrastructure.

We also need to properly balance broad information sharing with secrecy. The military will always need to hold certain information closely in order to protect its missions. At the same time, in order to reduce decision-cycle times, to enable better operational agility, and to improve coordination, we need much broader information sharing within DoD; with other federal, state and local partners; with allies; with suppliers; and with the public. So information assurance must also help establish access control methods that allow the department to find that “sweet spot” between broader sharing and secrecy.

Q: What is DISA specifically doing in ensuring that DoD’s systems are safe from outside attacks? 

A: DISA is teamed with organizations within and outside DoD in virtually all of our information assurance efforts. These efforts are focused on building and operating protections and detections, on hardening our programs (such as joint command and control), on providing design and configuration guidance, on providing tools to automate processes and improve protections, and on operating risk management and measurement processes. We are working to do all of this while simultaneously enabling the move to net-centricity and richer information sharing. 

Some DISA efforts involve building and operating our part of DoD’s defense-in-depth infrastructure. The protections and the attack detection and diagnosis capabilities at the boundary between the department and the Internet are examples. The demilitarized zones that we operate at this same boundary, which hold servers and tools that must be visible to external partners or to the public, are another example.

A different kind of effort is aimed toward helping solve department-wide information assurance challenges. For instance, the secure configuration of every component in the department’s information infrastructure is an essential piece of defense-in-depth. To help attack this problem, DISA first works with many partners to figure out what a secure configuration actually looks like for many popular operating systems. Then, we publish guidebooks, called security technical implementation guides (STIGs), which describe how to do proper configuration.

Since applying the configuration manually is difficult and slow, we have developed ways to automate the process of configuring and verifying the configuration. One tool that we use is Gold Disk, which helps configure and verify a single machine. Other tools include a suite of commercial vulnerability scanning and remediation tools for which we have purchased department-wide licenses. 

The purchase of department-wide licenses is done in our role as the acquisition arm of a department-wide group called the enterprise solutions steering group (ESSG), which operates under a charter from both U.S. Strategic Command and the DoD chief information officer. This group is focused on defining priorities for enterprise-wide tool and capability acquisitions. DISA acquires licenses and provide fielding support, while the military services and other department components do the fielding.

DISA also operates department-wide design and risk management processes. An example of this is the ports and protocols management process. This process is aimed at understanding the risk involved in using different network protocols and services at various places in the information infrastructure, and the process determines department-wide standards that define which of these protocols is safe to use in applications and should be allowed through the different layers of perimeter defense. The process produces design guidance, which is used to make operational decisions about perimeter defense changes.

We have teams that visit sites throughout the department to verify compliance with community risk standards, and our testing teams and our measurement teams also participate in combatant command exercises that measure mission assurance in the face of attack.

We have a strong operations focus. Our information assurance operations, generally called computer-network defense, is an integral part of our theater netops centers, and we act as a force provider to the Joint Task Force-Global Network Operations (JTF-GNO) to help provide computer network defense at the global level.

Q: How do DoD’s and DISA’s strategies for creating a net-centric environment change things for information assurance? 

A: The department’s net-centric strategy and several technology trends have combined to change the information assurance problem by changing the attack surface. In other words, if we do not address the information assurance changes head on, then the trends can mean attackers have new options for disrupting mission and stealing information. 

One major trend is that the (information) consumer is king, and there is a dire need for new kinds of access control. For many years, we have used the notion of need-to-know as the primary means of keeping a secret. In this approach, the producer of information generally determines who can access the information. While this method has worked reasonably well as a means of keeping secrets, it has inhibited the development of innovative warfighting and business processes. Consumers often can’t get the information they need in order to respond innovatively to a situation, or worse, they are unaware of the information’s existence.

We are now working to implement a different approach that some call need-to-share, and that I describe as a consumer-driven, information-access model. The idea is that people with information will make the information available on the network, and the information will be easy to find. Using search engines and services similar to yellow pages, consumers will be able to discover the information and will have easy access to it.

In order for this to work, we believe we need several information security technologies. One technology we need is broader use of globally meaningful cyber-identity credentials for people and for organizations. We need this for several reasons: so that producers know who is accessing information; consumers know they are dealing with an authentic information source and not an imposter; consumers can be accountable for the access; and patterns of misuse that span many information services can be discovered. These credentials must be available and usable on the unclassified and on the classified DoD networks. We are currently producing and using these credentials on the unclassified networks via the DoD public key infrastructure (PKI). We do not yet have as robust a PKI infrastructure on the classified networks, but this will be a critical element as we move forward.

The second technology we need is a new access control method. As we share information between parties, we still need to limit access to certain sensitive kinds of information. The access control model we use today generally involves requiring each consumer to register with the information provider in advance. This pre-registration model will not work much longer, since consumers will potentially have access to thousands of information services.

Q: Can you provide further information about how the new access control model will work? 

A: Our new access control model will allow a consumer with certain qualifiers to access information, even if the person is not known in advance to the information provider. Qualifiers might be the job a person occupies, or the organization to which the person belongs. The approving official of the information will determine the access policy, which is the definition of which characteristics are required for access to certain information. The approving official will check the consumer’s identity credentials, look up attributes about the consumer, find the access policy, and will compare the attributes with the policy. This new model is called attribute-based access control.

This form of access control means three things. First, it means that we need enterprise-wide access to authoritative attributes about people, organizations and information services. Secondly, it means that we must protect the integrity of the attributes so that information providers and consumers can genuinely trust this new access control method. Lastly, it means that certain access policies must be discoverable and available to everyone on the network.

Information is likely to be passed from one consumer to another. The department’s data strategy calls for putting descriptive labels on all information so the information will be easy to interpret. Labeling gives the information assurance community a chance to define standards for security labels and for the cryptographic binding of these labels to the data, so that as data moves from consumer to consumer, the appropriate access control policy can be discovered and applied.

Q: Service Oriented Architecture is a big thing for DISA right now. How do the recent plans for creating a Service Oriented Architecture affect the surety of systems across DoD? 

A: In a Service Oriented Architecture (SOA), information and information-transformation tools are provided as services that are available on the network. These services are consumed by other computers, called service consumers. A business process is built via the composition of many of these services. Each service can evolve relatively independently, as long as it maintains compatibility at the service interface, and as long as it conforms to certain DoD standards for security and reliability at the service interface.

Security in the SOA is provided by the broad use of identity by both service providers and consumers, by access control standards at the service interface via an attribute-based access control, and by information integrity protections provided in the standards for how service providers and service consumers interact. Mission assurance is also provided by following all of the basics of configuration and defense-in-depth, and via close monitoring of business processes that are built from the composition of many services. DISA has published standards for much of this, and via the Net-Centric Enterprise Services (NCES) program and our Federated Development and Certification Environment (FDCE), we are working to verify that our standards work, and to modify them as we move forward in technological capabilities.

Our primary security quality control process, called certification and accreditation, will likely need to change to accommodate the much more modular nature of the SOA. Service providers will need to be able to ascertain that certain standards for assurance are met so that service consumers can determine whether to use the service. Additionally, service providers may need assertions from consumers so that the service provider can properly protect private information before providing to the consumer. The certification and accreditation process should change to help providers and consumers make and to verify these assertions.

Q: One trend in the IT world is the convergence of voice, video and every other service onto Internet Protocol networks, such as Voice over IP. A second trend is the broad use of commercial products and globalization. How do these trends affect how you do your job? 

A: The convergence of voice, video and other services onto IP networks means that attacks against the availability of the IP network have the potential to affect the phones as well as the computers. As a consequence, the robustness of the network in the face of cyber attacks has become one of the central information assurance challenges facing DoD. Since DISA is the designer and operator of the department’s core network, we have a wide variety of efforts to harden the devices, the signaling, the infrastructure services, the remote management and the netops centers of the department.

Secondly, regarding globalization and the use of commercial products, DoD uses commercial technology throughout the information infrastructure. I believe this use is necessary if the department is to keep up with the military innovations the technology enables. Since the same commercial technologies are also available to potential adversaries, we believe some adversaries, in addition to employing the technologies in their information infrastructures, will look for vulnerability in the technologies and develop exploits against these. Globalization has moved the design and manufacture of much of the hardware and software used in the commercial products off-shore. This adds risk in that the provenance of certain components may be very difficult to determine.

The department is addressing these challenges through policies about supplier and software assurance, through the judicious use of government-developed technology, through the use of product evaluation, and via our defense-in-depth vulnerability exposure limitation strategy. We must also improve our strategies for maneuvering the infrastructure so the exposure of a given vulnerability becomes more unpredictable, and we must have very agile processes to continuously refresh technology so latent vulnerabilities are flushed out of the infrastructure regularly.

Q: Are there any additional comments you’d like to make? 

A: Just that if you’re looking for more information or if you’d like to obtain free enterprise tools, there are a number of Web sites you can go to: the DoD information assurance portal, at http://iase.disa.mil/index2.html; the DISA Web site at www.disa.mil; and the JTF-GNO Web site at www.jtfgno.mil.
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DHS Releases Cyber Storm Public Exercise Report 

Press Release, Department of Homeland Security, 13 September 2006

Fact Sheet: Cyber Storm Exercise 

The U.S. Department of Homeland Security (DHS) announced today the release of the Cyber Storm Public Exercise Report. The report details key findings from Cyber Storm which was the largest and most complex multi-national, government-led cyber exercise to examine response, coordination, and recovery mechanisms to a simulated cyber event within international, federal, state, and local governments and in conjunction with the private sector. 

“Exercises like Cyber Storm are essential to our continued efforts to secure cyberspace and America’s cyber assets,” said George W. Foresman, DHS Under Secretary for Preparedness. “We are committed to working with our public, private, and international partners to turn the lessons learned from Cyber Storm into solutions for enhancing our nation’s cyber preparedness and response capabilities.”

The Cyber Storm Public Exercise Report produced eight major findings:

· Interagency Coordination: Interagency and cross-sector information sharing enhanced overall coordination, communication and response. 

· Contingency Planning, Risk Assessment and Roles and Responsibilities: Clearly defined processes and procedures increased overall ability to plan for and assess situations. 

· Correlation of Multiple Incidents between Public and Private Sectors: The cyber community was effective in addressing individual threats and attacks, but faced challenges in cross-sector situational awareness during a coordinated cyber attack campaign. 

· Exercise Program: Ongoing exercises will strengthen awareness of cyber incident response, roles, policies, and procedures. 

· Coordination between Entities of Cyber Incidents: Establishing expectations, roles, processes and communications in advance will dramatically improve coordination and response. 

· Common Framework for Response to Information Access: Early and ongoing information sharing across governments and sectors created a common framework for response and strengthened relationships between domestic and international response partners. 

· Strategic Communications and Public Relations: Public messaging is an important aspect of incident response and empowers individuals and industry to take appropriate action to protect themselves and the nation’s critical infrastructure. 

· Improvement of Process, Tools and Technology: Improved processes, tools and technology focused on the physical, economic and national security affects of a cyber incident will benefit the quality, speed and coordination of a response. 

DHS and the National Cyber Security Division (NCSD) are already working with their public and private partners to address these findings and apply the lessons learned.

Cyber Storm emphasized the Administration’s commitment to cyber security and preparedness. More than 110 public, private, and international agencies, organizations, and companies were involved in the planning and implementation of Cyber Storm. The exercise simulated a sophisticated cyber attack campaign through a series of scenarios directed against critical infrastructure. Each of the scenarios was developed with the assistance of industry experts and was executed in a closed and secure environment. 

NCSD, a part of the department’s Preparedness Directorate, provides the federal government with a centralized cyber security coordination and preparedness function. NCSD is the focal point for the federal government’s interaction with state and local governments, the private sector, and the international community concerning cyberspace vulnerability reduction efforts.
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DHS releases Cyber Storm report

By Paul Roberts, Info World, September 13, 2006

The U.S. Department of Homeland Security (DHS) released its public findings from Operation Cyber Storm, a large-scale tabletop simulation of a coordinated cyber attack on the government and critical infrastructure that was held in February, 2006. 

The exercise involved US-CERT, the Homeland Security Operation center as well as the National Cyber Response Coordination Group (NCRCG) and the Intragency Incident Mnagement Group (IIMG), various ISACs from the transportation, energy, IT and telecommunications sectors, and 100 private sector companies including Microsoft and VeriSign. 

The report, released by DHS’s National Cyber Security Division (NCSD) Wednesday and while no performance “grade” was assigned, read between the lines of the public report and the term “Needs Improvement” comes to mind. 

The exercise simulated a large-scale cyber campaign that disrupts multiple critical infrastructure, as well as simulated “physical demonstrations and distrubances” to test the ability of government to respond to multiple incidents simultaneously, even when its not clear that the events are related (read: 9/11). 

So how’d our government do? Not so well. 

Among other things, the report found that the NCRCG did not have sufficient technical experts on staff to respond to the volume of incidents. “As a result, development of an accurate situational picture was challenging, albeit in part due to the difficulty of the scenario.” 

That’s kind of like saying “If the test was just easier, I would have done better!”

In fact, some aspects of the report eerily recall the Government’s flawed response to Katrina—a disaster that actually postponed the Cyber Storm Exercise by months. 

According to DHS, “observers noted that players had difficulty ascertaining what organizations and whom within those organizations to contact when there was no previously established relationship or pre-determined plans for response coordination and risk assessments/mitigation. There was a general recognition of the difficulties organizations faced when attempting to establish trust with unfamiliar organizations during time of crisis.” 

Or how about this one: 

“Contingency planning for backup or resilient communications methods is a critical need. While only tested for a few players during the exercise, many players noted a high reliance of cyber incident response activities on communication systems that can be, themselves, vulnerable to attack or failure.”

So if Cyber Storm was designed to assess the U.S. government’s readiness to respond to a coordinated physical and cyber attack on critical infrastructure, the conclusion of this report may be that such an attack, if launched, may well succeed. From the report: 

“Exercise participants noted the overwhelming effects that multiple, simultaneous, and coordinated incidents had on their response activities.” 

and...

“The majority of players reported difficulty in identifying accurate and up-to-date sources of information. Multiple alerts on a single issue created confusion among players, making it difficult to establish a single coordinated response. Players noted that the concept of a single point for information would enable a common framework for all to work from and likely increase effective response.”

To be fair, the exercise wasn’t a total wash. As DHS points out, just by carrying off such a large scale private-public and multinational exercise creates allows the government to test policies, procedures and communications should an actual attack occur. It also created vital contacts within the federal government and between private and public sector participants. 

However, the larger message is that the Federal Government and DHS in particular are still woefully unprepared for a real “Cyber Storm,” should it ever come. 

Most of the “key achievements” listed in the report seem to relate to the planning and carrying out of the exercise itself, not in the government’s actual performance during the test. 

That’s like Derek Jeter claiming his key achievement in last night’s game was putting his uniform and cleats on and making it to the ballpark. I don’t think so. 

At the very least, the government needs to find a central body to coordinate response. Right now, it looks like they’ve got two in name: National Cyber Response Coordination Group (NCRCG) and the Intragency Incident Management Group (IIMG). The reality on the ground may be different still. The feds also need more technical staff, and a scaled up capability to do triage on emerging incidents. 

Or, as DHS says: “Clarifying roles and responsibilities across government, and clearly articulating expectations between public and private sectors will enable the advancement of processes and communications architecture to support the development and maintenance of situational awareness across sectors.” 

Huh??
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Cyber-Terrorism Creates Problems in the Real World 

By Imam Ardhianto, Jakarta Post, 14 September 2006

Problems arising from cyber-terrorism are challenging the state following reports of communication between Bali bomber Imam Samudra, who is currently on death row, and his radical network. It reminds us that technology needs to be regulated by law. From this point, it should be noted that the revolution in communication technology has had some negative impacts. In this regard, the emergence of cyber-terrorism is an illustration of how technology is culturally appropriate and suitable for the accommodation of ideological interests that are harmful to our existence. 

The Internet is the most effective and powerful medium to articulate post-modern ideas such as religious fundamentalism, the genuine father of terrorism. The police recently revealed that Imam Samudra had recruited the perpetrators of the second Bali bombing through the Internet, proof that the latent danger of technological development is more than a theoretical debate. 

From behind bars, Imam made contact with his network through online communication. Agung Setyadi confessed that he communicated with Imam via chatting software Mirc and met him in the virtual #cafeislam chat room. Strangely, Imam had a notebook by which he could easily make all the contacts. Islamic radicalism has spread through a worldwide network under which the fundamentalist individuals or groups are bonded. 

Despite all the benefits we can reap from information technology (IT), we must admit that it also poses a lot of dangers. IT has paved the way for radicalism and other destructive ideas to globalize. In his book Aku Melawan Teroris (I fight terrorists), Imam clearly stated that the Internet is the best tool to achieve his mission. 

He suggested that his juniors learn hacking skills. It would not be difficult for Muslim fundamentalists and the hackers to do that because both communities are anarchistic and anti-authority. To them, the primary motive of sharing their knowledge on hacking is political resistance. Hacking is a form of resistance in information warfare in the bipolar world of this global age—capitalism versus anti-capitalism, Islam versus the West, the periphery versus the central. 

The meaning of space and social relationships is changing in cyberspace as are power relations and conflict in the social world as reflected in the cyber world. Guattari and Deleuze propose a useful perspective in viewing these phenomena. They suggest that people view the world created in cyberspace as a rhizomatic structure: any point of a rhizome can be connected to any other, and must be. The social network emerging from this kind of structure is unpredictable, flowing from an infinite and multiple source of identities. The vanishing of social coexistence then accelerates the speed of ideology and activity of this movement. Cafeislam, which has become the virtual locus to share Islamic radical ideas, played a crucial role in the construction of the cultural perspective of the radical movement propagated by Imam Samudra’s network. In this case, resistance activities of cyber-terrorism can be seen as a rhizomatic structure. The shifting social relationship in the cyber world has caused difficulties for us to understand the pattern of this movement, which is a great challenge to security in the global era. 

It is urgent to respond to this phenomenon as the network of fundamentalist groups continues to grow bigger. Those groups are not really isolated from everything that comes from the West and other so-called Western imperialistic cultural products, including Internet technology. The use of cellular phone and the Internet by terrorists such as Imam Samudra indicates how important these technology devices are for terrorist activities. The war apparently occurs in cyberspace. 

Technology dystopia is the opposite of technology utopia. The former uses technology in a way that has a negative impact on our society. This is in similar to a popular view of the computer revolution proposed by Hakken (1999:17). He classified two perspectives on the computer revolution; the “computopian” and the “computropian”. The first believes that the revolution of computer technology is a liberating force and has had a positive impact on society, while the second sees technology as a threat to mankind, which has only caused new social pathologies, such as pornography, and antisocial phenomenon, etc. 

The role of technology in spreading terrorist ideology and in carrying out terrorist acts can lead to dystopia in our society. The use of the chat room as a space to articulate ideology and as a meeting place for terrorists in cafeislam and the function of Web sites in presenting their ideology play a significant role in the emergence of Islamic radicalism in the real world. 

Accordingly, we need to reconsider our relationship with technology and we have to increase the awareness of the people about the “dystopia” of technological advancement. They must redesign regulations concerning information and Internet infrastructure. This is of course urgently required as a preemptive and preventive measure to deal with cyber-terrorism. The design of these measures should accommodate other stakeholders, such as people in the IT world and social scientists, in order to gain a thorough understanding of Internet usage in Indonesia. 

The Information and Communications Ministry should cooperate with institutions, such as the National Police and the National Intelligence Agency to find creative ways to fight cyber-crime. The government must be aware of the various consequences of the development of Internet technology. And this awareness should be followed with the strengthening of existing regulations and their supporting infrastructure. 

The myth of computropian (technology dystopia) has now appeared in cyber-terrorism. This indicates that technology can dramatically change and create social problems in the real world. We must be aware of the negative consequences. Well-designed Internet security policies and the upgrading of Internet infrastructure to support those policies are vital.
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CAC Accepting IO Research Papers for Writing Competition

From Army News Service, September 14, 2006 

WASHINGTON (Army News Service, Sept. 14, 2006) – The Combined Arms Center at Fort Leavenworth, Kan., is accepting original research papers for its inaugural Information Operations Writing Competition through Oct. 30. 

Eligibility is open to anyone conducting research on issues related to information operations. Winners will be announced the first week of December, and awards range from $250 to $1,000 with publication in Military Review magazine.

Papers should not exceed 5,000 words though well-developed manuscripts exceeding this limit will be considered. Previously published papers, papers pending publication consideration and papers submitted to other competitions still pending announced decisions are ineligible. However, IO-related articles published in Military Review by Oct. 30 will automatically be entered in the competition. And, U.S. Army Command and General Staff College students who have submitted papers to the Gen. Douglas MacArthur Military Leadership Writing Competition may submit the same papers.

For information on the competition, go to Information Operations or contact Paul Tiberi, U.S. Army Information Operations Proponent’s Leader Development, Education and Training Division, at (913) 684-4475, DSN 552-4475 or via email at paul.tiberi@us.army.mil
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Rumsfeld’s Fake News Flop in Iraq 

By Sheldon Rampton and John Stauber, Alarab online, 15 September 2006

The following is an excerpt from The Best War Ever: Lies, Damned Lies, and the Mess in Iraq by Sheldon Rampton and John Stauber (Tarcher, 2006).

The Spin War at Home

The danger of negative news, according to President Bush, is that it may undermine morale and support for the war, as Americans “look at the violence they see each night on their television screens and they wonder how I can remain so optimistic about the prospects of success in Iraq.” But propaganda itself is a danger to the nation, as the United States has long recognized, both in theory and in law. In 1948, Congress, concerned by what it had seen propaganda do to Hitler’s Germany, passed the Smith-Mundt Act, a law that forbids domestic dissemination of U.S. government materials intended for foreign audiences. 

The law is so strict that programming from Voice of America, the government’s overseas news service, may not be broadcast to domestic audiences. Legislators were concerned that giving any U.S. administration access to the government’s tools for influencing opinion overseas would undermine the democratic process at home. Since 1951, this concern has also been expressed in the appropriations acts passed each year by Congress, which include language that stipulates, “No part of any appropriation contained in this or any other Act shall be used for publicity or propaganda purposes within the United States not heretofore authorized by Congress.”

Economic and media globalization, however, have shrunk the planet in ways that blur the distinction between foreign and domestic propaganda. This has been acknowledged in the U.S. Defense Department’s Information Operations Roadmap, a 74 page document approved in 2003 by Donald Rumsfeld. It noted that “information intended for foreign audiences, including public diplomacy and PSYOP [psychological operations], increasingly is consumed by our domestic audience and vice-versa. PSYOP messages disseminated to any audience... will often be replayed by the news media for much larger audiences, including the American public.” 

This ought to be of particular concern to Americans because the Pentagon’s doctrine for psychological operations specifically contemplates “actions to convey and (or) deny selected information and indicators to foreign audiences to influence their emotions, motives, and objective reasoning. ... In various ways, perception management combines truth projection, operations security, cover, and deception, and psyops.”

An example of a psyops operation that used “deception” in Iraq occurred during the 2004 preparations for the U.S. military assault on Fallujah, which had become a stronghold for insurgents. On October 14, a spokesman for the marines appeared on CNN and announced that the long-awaited military campaign to retake Fallujah had begun. In fact, the announcement was a deliberate falsehood. The announcement on CNN was intended to trick the insurgents so that U.S. commanders could see how they would react to the real offensive, which would not begin until three weeks later. In giving this bit of false information to CNN, however, the marines were not merely reaching a “foreign audience” but also Americans who watch CNN.

Much of the U.S. propaganda effort, however, is aimed not at tactical deception of enemy combatants but at influencing morale and support for the war in the United States. The Office of Media Outreach, a taxpayer-funded arm of the Department of Defense, has offered government-subsidized trips to Iraq for radio talk-show hosts. “Virtually all expenses are being picked up by the U.S. government, with the exception of broadcasters providing their own means of broadcasting or delivering their content,” reported Billboard magazine’s Radio Monitor website.

Office of Media Outreach activities included hosting “Operation Truth,” a one-week tour of Iraq by right-wing talk-show hosts, organized by Russo Marsh & Rogers, a Republican PR firm based in California that sponsors a conservative advocacy group called Move America Forward. The purpose of the “Truth Tour,” they reported on the Move America Forward website, was “to report the good news on Operation Iraqi Freedom you’re not hearing from the old line news media...to get the news straight from our troops serving in Operation Iraqi Freedom, including the positive developments and successes they are achieving.” Even before the trip began, however, the radio talkers’ take on Iraq was already decided. “The war is being won, if not already won, I think,” said tour participant Buzz Patterson in a predeparture interview with Fox News. “[Iraq] is stabilized and we want the soldiers themselves to tell the story.”

In September 2004, the U.S. military circulated a request for proposals, inviting private public relations firms to apply for a contract to perform an “aggressive” PR and advertising push inside Iraq to include weekly reports on Iraqi public opinion, production of news releases, video news, the training of Iraqis to serve as spokesmen, and creation of a “rebuttal cell” that would monitor all media throughout Iraq, “immediately and effectively responding to reports that unfairly target the Coalition or Coalition interests.”

According to the request for proposals, “Recent polls suggest support for the Coalition is falling and more and more Iraqis are questioning Coalition resolve, intentions, and effectiveness. It is essential to the success of the Coalition and the future of Iraq that the Coalition gain widespread Iraqi acceptance of its core themes and messages.”

The contract, valued initially at $5.4 million, went to Iraqex, a newly formed company based in Washington, D.C., that was set up specifically to provide services in Iraq. Not long thereafter, Iraqex changed its name to the Lincoln Group. Its success in winning the contract “is something of a mystery,” the New York Times would report a year later, since the “two men who ran the small business had no background in public relations or the media.”

They were: Christian Bailey, a thirty-year-old businessman from England, and Paige Craig, a 31-year-old former marine intelligence officer. Before taking the PR job in Iraq, they had racked up a string of short-lived businesses such as Express Action, an Internet-based shipping company that raised $14 million in startup financing during the dot-com boom but disappeared within two years; or Motion Power, an attempt to invent a shoe that would generate electrical power.45 Bailey had also been active with Lead21, a fund-raising and networking operation for young Republicans.

Shortly before the commencement of war in Iraq, he set up shop in Iraq, offering “tailored intelligence services” for “government clients faced with critical intelligence challenges.” In its various incarnations, Iraqex/Lincoln dabbled in real estate, published a short-lived online business publication called the Iraq Business Journal, and tried its hand at exporting scrap metal, manufacturing construction materials, and providing logistics for U.S. forces before finally striking gold with the Pentagon PR contract.

Lincoln partnered initially with the Rendon Group, a public relations firm that had already played a major role in leading the U.S. into war through its work for Ahmed Chalabi and his Iraqi National Congress. A few weeks later, Rendon dropped out of the project and left Lincoln in charge. Lincoln hired another Washington-based public relations firm as a subcontractor—BKSH & Associates, headed by Republican political strategist Charles R. Black, Jr. BKSH is a subsidiary of Burson-Marsteller, a PR firm whose previous experience in Iraq also included work for Chalabi and the Iraqi National Congress. Other Pentagon contracts for public relations work were awarded to SYColeman Inc. of Arlington, Virginia, and Science Applications International Corporation. All totaled, the PR contracts added up to $300 million over a five-year period.

On November 30, 2005 -- the same day that Bush gave his “Plan for Victory” speech to naval cadets—taxpayers got their first glimpse at what was being done with their money. The Los Angeles Times reported that the U.S. military was “secretly paying Iraqi newspapers to publish stories written by American troops in an effort to burnish the image of the U.S. mission in Iraq. The articles, written by U.S. military ‘information operations’ troops, are translated into Arabic and placed in Baghdad newspapers.” 

In an effort to mask any connection with the military, the Pentagon had employed the Lincoln Group to translate and place the stories. When delivering the stories to media outlets in Baghdad, Lincoln’s staff and subcontractors had sometimes posed as freelance reporters or advertising executives. The amounts paid ranged from $50 to $2,000 per story placed.48 All told, the Lincoln Group had planted more than one thousand stories in the Iraqi and Arab press.49 The U.S. Army also went directly into the journalism business itself, launching a publication called Baghdad Now, with articles written by some of its Iraqi translators, who received training in journalism from a sergeant in the First Armored Division’s Public Affairs Office. The U.S. also founded and financed the Baghdad Press Club, ostensibly a gathering place for Iraqi journalists. In December 2005, however, it was revealed that the military had also been using the press club to pay journalists for writing stories favorable to the U.S. and the occupation. For each story they wrote and placed in an Iraqi newspaper, they received $25, or $45 if the story ran with photos.

The planted stories were “basically factual,” U.S. officials told the Los Angeles Times, although they admitted that they presented only one side of events and omitted information that might reflect poorly on the U.S. or Iraqi governments. Actually, though, concealing the fact that the stories were written and paid for by the United States was itself a form of deception. Concealment of sponsorship, in fact, is the very standard by which the U.S. Government Accountability Office defines propaganda. In a 1988 report that has served as a standard ever since, the GAO stated, “Our decisions have defined covert propaganda as materials such as editorials or other articles prepared by an agency or its contractors at the behest of the agency and circulated as the ostensible position of parties outside the agency. ... A critical element of covert propaganda is the concealment of the agency’s role in sponsoring such material.”

“In the very process of preventing misinformation from another side, they are creating misinformation through a process that disguises the source for information that is going out,” said John J. Schulz, the dean of Boston University’s College of Communications. “You can’t be creating a model for democracy while subverting one of its core principles, a free independent press.” When the program was exposed, government officials responded with contradictory statements. The White House denied any knowledge of the program, and Donald Rumsfeld said at first that it was “troubling.” General Peter Pace, chairman of the Joint Chiefs of Staff, said he was “concerned.” In Iraq, however, a military spokesman said the program was “an important part of countering misinformation in the news by insurgents.” A couple of months later, Rumsfeld claimed that the pay-for-praise operation had been shut down. “When we heard about it, we said, ‘Gee, that’s not what we ought to be doing’ and told the people down there. ... They stopped doing that,” Rumsfeld told interviewer Charlie Rose during an appearance on public television. However, he said, “It wasn’t anything terrible that happened,” and he argued that U.S. media exposure of the program was unfortunate because it would have a “chilling effect” on “anyone involved in public affairs in the military,” preventing them from doing “anything that the media thinks is not exactly the way we do it in America.” 

The problem, in other words, was not that the United States was running a covert propaganda operation. The problem was that there were still independent journalists in the United States capable of straying from the script. Even more unfortunately for Rumsfeld, those same journalists happened to notice that he was not telling the truth when he said the program had been shut down. Four days after his interview with Charlie Rose, Rumsfeld was forced to admit that he had been “mistaken” and that the program was merely “under review.” A couple of weeks later General George Casey, the top U.S. commander in Iraq, said the military’s review had found that it was acting “within our authorities and responsibilities” in paying to place stories in the press, and that it had no plans to stop.

It is difficult to imagine that Rumsfeld and other White House officials were as naive as they pretended to be when they denied knowledge of the Lincoln Group’s activities, since Lincoln’s work was closely coordinated with the Pentagon’s psychological operations unit, a 1,200-person organization based in Fort Bragg, North Carolina, whose media center was so large that the New York Times called it “the envy of any global communications company.” The Pentagon had spent $57.6 million on contracts to the Rendon Group and Lincoln Group—an amount that “is more than the annual newsroom budget allotted to most American newsrooms to cover all the news from everywhere for an entire year,” observed Paul McLeary, a politics and media reporter for the Columbia Journalism Review. Spending on that scale, he added, “sure sounds like well-financed policy to us—and a well-coordinated one as well—and not one hatched by low-level officials who never let their bosses at the White House in on what they were doing.”

Interviews with Lincoln Group employees also undercut the claim that their work was some kind of rogue operation. “In clandestine parlance, Lincoln Group was a ‘cutout’—a third party—that would provide the military with plausible deniability,” said a former Lincoln Group employee in an interview with the Los Angeles Times. “To attribute products to [the military] would defeat the entire purpose,” he said. “Hence, no product by Lincoln Group ever said ‘Made in the U.S.A.’”

Another former Lincoln employee openly scoffed at the program on grounds that it was having no effect on Iraqi public opinion: “In my own estimation, this stuff has absolutely no effect, and it’s a total waste of money. Every Iraqi can read right through it.”

The question, then, is who was believing it? Just who was the United States really fooling? The answer is that it was mostly fooling itself.
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Turkish, Iranian Hackers Attack Korean Web Sites

By Kim Tae-gyu, Korea Times, 15 September 2006

Hackers from Iran and Turkey vandalized many South Korean Internet sites last month. This is possibly due to Korea’s continued stationing of forces in Iraq. 

In its monthly report, the National Cyber Security Center (NCSC) announced of late that the number of defacement attacks on Korean Web sites rose to 28 last month, more than tripling July’s total of 9. 

On some sites, attempts were made to replace the normal content with specific political or social messages, while other attacks were focused on erasing content entirely. 

“Most of the attacks came from Iran and Turkey. We are trying to learn the reason,” said an official at the NCSC, the affiliate of the country’s spy agency, the National Intelligence Service. 

Experts here suggest the attacks may be related to the presence of Korean soldiers in Iraq, which they say can encourage some Muslim extremists to vandalize Korean Web sites. 

This is not the first time such a possibility has been voiced. In February, the National Police Agency issued a warning about politically motivated cyber attacks against Korean Web sites. This coincided with the third anniversary of the U.S.-led invasion of Iraq. 

At the request of Washington, Seoul dispatched up to 3,600 troops to Iraq in Aug. 2004, representing the third-largest foreign force after the United States with 155,000 and Britain with 8,500. 

Korea has substantially cut down numbers to roughly 2,800 _ mostly construction and medical staff _ but it is not considering pulling out all soldiers. 

In this climate, AhnLab, Korea’s foremost online security company, keeps a tab on possible defacement and other attacks in the virtual world. 

“We always monitor vandalizing attempts like defacement or denial of service (DoS) attacks, in particular from Muslim countries,” said Kang Eun-sung, a senior researcher at AhnLab. 

DoS attacks are a more serious threat than defacement as the activities are aimed at shutting down corporate networks by flooding them with useless traffic.
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