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Hezbollah: Manipulating the Media  

By Joel Hilliker, the Trumpet, August 22, 2006 

One effective component of Hezbollah’s attack on Israel was its canny media campaign. One must not overlook the efforts the Islamists invested in their propaganda operations, nor underrate the success these efforts achieved. They did much to swing international opinion against Israel and to its own favor—a crucial key to Hezbollah’s victory.

The roots of Hezbollah’s manipulation of the media actually trace back to Vietnam. There, in plain view of the world, a peasant army put the United States military to flight. This was a monumental geopolitical event that, in the eyes of Islamists, was worthy of thorough study. With help from the Soviet Union, Islamists focused particular attention on the successful role of the antiwar movement in the U.S., amplified by the anti-military media, in applying political pressure on Washington.

During the 1970s, as the Soviet Union became more involved in the Middle East, it began to exploit the Palestinian revolutionary movement. “To further their joint aims, Moscow advised the [Palestinian Liberation Organization] to develop a political image that would gain support from Western elites,” wrote Yossef Bodansky in The High Cost of Peace. Thus, Arafat sent a delegation to Vietnam to meet with the Communists there. “[T]he Vietnamese told their Palestinian guests about their success in manipulating the Western media, to the point that they had a direct impact on the United States’ ability to wage war against North Vietnam and the Vietcong.”

The chief of the plo delegation, Abu Iyad, bemoaned the discrepancy in the West’s attitudes toward the Vietnamese and the Palestinian armed struggles—regarding one as a noble endeavor and the other as rank terrorism. The Vietnamese suggested it was just a matter of packaging. They then coached the plo to develop a more media-friendly program—one that, while retaining the ultimate objective of eliminating Israel, acknowledged the fact that “in the near term it would be politically advantageous to accept transient phases and even interim solutions. … The Vietnamese team in Hanoi introduced the Palestinians to such issues as dealing with the U.S. media and with liberal political circles and institutions, and they provided insight on the power of the Jewish community. Disinformation and psychological-warfare experts assisted the Palestinians in formulating a ‘moderate political program’”—one that used “moderate, even vague” language that appeared nonthreatening to Israel. According to Abu Iyad, the plo adopted the Vietnamese plan straight away. Soon after, at the Twelfth Palestinian national Council on June 19, 1974, it began its Phases Program/Phased Plan that accepted—implicitly as only an interim step—a Palestinian entity existing on less than the totality of the present State of Israel.

As a measure of the strategy’s success, Yasser Arafat spoke before the UN for the first time that November, accepted by the international community as a legitimate head of state.

Time and again, Western nations have demonstrated a deep desire to believe that, deep down, all men are reasonable—not so different from us. Neville Chamberlain saw a fundamentally good man in Adolf Hitler. Yitzhak Rabin and Bill Clinton were convinced that Arafat, despite all his rhetoric to the contrary, in his heart, wanted to live harmoniously alongside Jews; this naive view was shared by the Nobel committee members who gave Arafat a peace prize.

Over the last 50 years, the ideals of political correctness have so saturated the Western intellectual world—including the realms of international diplomacy and newsmedia—that the fault for virtually all problems and grievances on the planet has been laid at the feet of the U.S., Britain and Israel, while ruthless villains have come to be routinely excused for whatever vile behavior they may choose to engage in simply because they are “victims.”

The forces of Islamist extremism have long been taking notes on this deep-seated weakness of Israel’s and America’s, determined to exploit it in any way possible. In Hezbollah’s case in its war on Israel, this effort took various forms.

As theTrumpet.com has previously reported, terrorist “press officers” chaperoned reporters through bombed-out wreckage in Lebanon showing apparent evidence of destroyed civilian life in an effort to undermine Israel’s claim to be targeting only military sites. In some cases, they opportunistically boosted these images’ emotional value, parading dead bodies of children before cameramen for hours at a time. The truth is not that Israel bombed indiscriminately—in fact, it scrupulously tried to avoid civilian deaths—but that Hezbollah deliberately launched its attacks from civilian areas, purposefully endangering and sacrificing Lebanese citizens (which is a war crime) in order to garner international sympathy when Israel retaliated.

cnn’s Nic Robertson, who created a widely broadcast piece that was quite sympathetic to Hezbollah after receiving one of its “guided tours,” admitted, “[T]here’s no doubt about it: Hezbollah has a very, very sophisticated and slick media operations. … They had control of the situation.” Alternatively, journalists who reported the “wrong” information were harassed. Time magazine contributor Christopher Allbritton, in his blog while reporting from southern Lebanon, wrote, “To the south, along the curve of the coast, Hezbollah is launching Katyushas, but I’m loathe to say too much about them. The Party of God has a copy of every journalist’s passport, and they’ve already hassled a number of us and threatened one.”

A primary formula Islamist terrorists use is what Ilana Freedman, who has worked in counter-terrorism for two decades, calls “The first story out wins.” A classic example was the infamous “Jenin massacre” of 2002, when the Palestinian news agency ran to the world’s newsmedia describing an Israeli door-to-door raid as an Israeli “atrocity” in which 500 innocent civilians were massacred. Despite the fact that an independent UN commission later found that only 56 Palestinians, mostly terrorists, had been killed, the story stuck. In June, Hamas charged that an Israeli gunboat had fired on a Palestinian family on a Gazan beach, brutally killing seven people. Though that version of events made headlines around the world (for example, the Guardian reported, “A barrage of Israeli artillery shells rained down on a busy Gaza beach yesterday, killing seven Palestinians, three of them children”), an investigation ruled out rocket or artillery fire causing the event. Rather, evidence pointed to an explosive device planted by Hamas. “But,” as Freedman noted, “the first version of the story is what is remembered—indeed, has become a staple of anti-Israel rhetoric, supporting Hamas’ charges of Israeli brutality” (New York Post, August 8).

Hezbollah used this technique with precision during its war with Israel. Case in point: Qana. Seven hours after an Israeli airstrike, Hezbollah reported 56 Lebanese, including 34 children, had been killed. Yet, the actual number, as reported by the International Red Cross, was 28 deaths, 16 of them children. “Wise media spinners rush to fill the immediate news vacuum,” wrote Freedman. “Indeed, they are ‘miraculously’ on the spot when the story breaks. To gain their pr advantage, they are willing to stage events and manufacture stories, which they spin into sensational, headline-grabbing sound- and sight-bites. Then they rush to get their first story out to the broadest possible audience.”

Naked media support for Hezbollah emerged in some bizarre ways. A Reuters photographer was caught doctoring photos in order to increase their sensational appeal and cast Israel in a negative light; evidence that surfaced on the blogosphere forced Reuters to fire him and pull over 900 photos from its database—after, of course, a number of them featured in some of the world’s most prominent dailies, including an August 5 front-page photo for the New York Times. The Committee for Accuracy in Middle East Reporting in America suggested other questionable images from Associated Press and Agence France Presse could also have been staged and distributed for use around the world.

It is impossible to calculate the effects of this media trickery on global opinion, but it should not be underestimated. In the end, a sovereign nation was roundly castigated for trying to defend itself against acts of war that threatened the security of its citizens, while a terrorist group emerged, in many circles, as martyrs and heroes. While Arab nations raged with indignation over Israel’s supposed ruthlessness, even traditional allies of Israel condemned its actions as “disproportionate.” An increase in anti-Semitic acts cropped up in nations all over the world during Israel’s campaign in Lebanon. The longer the war raged, the wider the gap became between Israel and most of the rest of the world.

British author Melanie Philips made this poignant comment on her website: “If, heaven forbid, this does turn into a second Holocaust, we can now discern the key difference from the first one. This time the Jews will be blamed for their own destruction.”

Surely Hezbollah and its sponsors, as they sit back and assess the results of their efforts, are congratulating themselves for their success in manipulating global opinion by using the media to their best advantage.
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Lt. Gen. Robert Kehler - Vigilance means guarding many levels

By Dawn S. Onley, Government Computer News, 21 August 2006

Q&A with Air Force Lt. Gen. Robert Kehler, deputy commander of the U.S. Strategic Command

Air Force Lt. Gen. Robert Kehler is deputy commander of the U.S. Strategic Command headquartered at Offutt Air Force Base, Omaha, Neb. STRATCOM is the military lead overseeing the department’s Global Information Grid. The Joint Task Force for Global Network Operations, a component of STRATCOM, is responsible for operating and defending the GIG. 

STRATCOM is one of nine unified commands. In addition to information operations, other STRATCOM mission areas include space operations, integrated missile defense, global command and control, intelligence, surveillance and reconnaissance (ISR), global strike and strategic deterrence. 

GCN: What do we know for certain about cyberintrusions emanating from China? 

Kehler: My personal view is ... [that] this threat exists in lots of places. We’re trying to be vigilant in our activities, to have a tougher and tougher multilevel defense in all eventualities. 

We have been on a pathway for quite some time to make our networks more and more difficult [to access] for those who don’t have authorized use. Whether it’s a 13-year-old somewhere who is malicious or whether it’s a determined activity, we understand all kinds of people are potentially out there. 

GCN: At a cyberwarfare conference in January, Air Force Lt. Gen. Charles Croom, director of the Defense Information Systems Agency, said that, in the past, most of the cyberincursions were domestic in origin, and now that has been reversed. Sixty percent of all incursions are international today. Why? 

Kehler: I will tell you I think what you see here is a tremendous increase by everyone around the world. We ought to suspect that DOD and the United States [are] going to generate a lot of interest in our unclassified networks. I think it’s not unreasonable to assume that we are going to have your criminal hacker kind of people trying to see what kind of damage they’re going to do maliciously. There are nation-states [that] are going to be very interested in seeing what they can learn from our networks in terms of espionage. 

I think we should expect what we’re seeing. It’s not a surprise to me. Espionage and those kinds of activities have been going on as long as there have been military forces. It is reasonable and prudent for us to assume we are going to find that kind of activity on our networks. 

I believe that this vast increase in access to the global information network and our GIG has caused us to accelerate to stay ahead of this potential for malicious activity. 

GCN: What is DOD doing to counter the threat? 

Kehler: The things that I have to go through on my network, with [public-key infrastructure] and logging in with my passwords, prove we are very vigilant to what the U.S. [Computer Emergency Response Team] and others are able to tell us in terms of where we think the vulnerabilities are. We are also very introspective. We’re looking at ourselves pretty hard to understand where our vulnerabilities are. We are practicing good network operational practices. 

GCN: Was Titan Rain [a series of attacks on U.S. computer networks, believed to have been of Chinese origin] ever resolved? 

Kehler: I can’t comment on our involvement in investigations or any specific incidents. There are those that investigated that and have continued to investigate it. I think at this point it would be imprudent for me to comment on where that all is. But on any network-related activity, the Joint Task Force for Global Network Operations would be involved in that.
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“I Was a Propaganda Intern in Iraq”

By Willem Marx & Amy Goodman, Counter Currents, 22 August 2006

We speak with Willem Marx, a former intern with the Washington-based government contractor, the Lincoln Group. He spent a summer in Baghdad paying to plant pro-American articles secretly written by the U.S. military in the Iraqi press. 

He held a loaded submachine gun while being driven through Baghdad by two Kurdish security men. He had three million dollars in cash locked inside his bedroom in the Green Zone. 

Armed with a gun, he interrogated Iraqi employees about whether they were doing their job. 

He spent a summer in Baghdad paying to plant pro-American articles in the Iraqi press that were secretly written by the US military. 

He was just 22 years old and he was an intern at the Lincoln Group, the Washington-based government contractor. The company gained notoriety last November after the Los Angeles Times first revealed it was being paid by the Pentagon to plant stories in the Iraqi press as part of a secret military propaganda campaign. A subsequent Pentagon investigation in March cleared the Lincoln Group of any wrongdoing. 

Today, we speak with that former intern of the Lincoln Group. Willem Marx is a freelance writer and a graduate student in journalism at New York University. His article detailing his experience is published in the latest issue of Harpers Magazine. It’s titled “Misinformation Intern: My summer as a military propagandist in Iraq.” He joins us on the line from Uzbekistan. 

AMY GOODMAN: Today, we speak with that former intern of the Lincoln Group—his name, Willem Marx. He joins us on the line from Uzbekistan. He’s a freelance writer and a graduate student in journalism at New York University. His piece—his latest piece appears in Harper’s magazine, detailing his experience. It’s called “Misinformation Intern: My Summer as a Military Propagandist in Iraq.” Willem Marx, thank you for joining us. 

WILLEM MARX: Hi, Amy. Good to be with you. 

AMY GOODMAN: It’s good to have you with us. Well, why don’t you start out just explaining, how did you get this job? 

WILLEM MARX: Well, it started when I was approaching my final exams at Oxford just over a year ago, and a cousin of mine who lived in New York told me about a company that was offering internships in Baghdad. I had a place to study at NYU the following September, and I thought that a summer working in Iraq would be a very good experience for me as a burgeoning young reporter. And I sent off my resume. I saw a sort of position offered as a media intern. It didn’t give a huge amount of detail. And it seemed like an opportunity that very few people my age would get. And having sent off my resume, I was contacted by the company, went through a few telephone interviews, and soon found myself flying over to D.C. to pick up a military identification card and then, a few days later, landing in Baghdad. 

AMY GOODMAN: When you came to this country, you met the founders of the Lincoln Group? 

WILLEM MARX: Yes, I did. Two men—one called Christian Bailey, who is a Brit like me, and another former Marine called Paige Craig, who—they have their headquarters in Washington, D.C. 

AMY GOODMAN: And can you tell us any more about them and about that part of—

WILLEM MARX: Absolutely. Absolutely. I arrived in D.C., having not been there for a few years, since I visited a cousin at a university there. I didn’t know the city very well. They put me up in a hotel near their office, and the morning after I had arrived, I walked up there. It was on K Street, the heart of the lobbying industry. And I was introduced to both of them. Paige Craig was very military, not particularly friendly, and just, you know, muttered a few words to me, whereas Christian Bailey had also gone to Oxford, and so we chatted about that for a while. 

Neither of them were very forthcoming really about what I would be doing out in Iraq. Pretty sort of sketchy on details. But both, you know, were telling me there were great opportunities for young people like me. They were a company that was growing rapidly. And they welcomed me on board and wished me good luck. 

AMY GOODMAN: Willem Marx, we’re going to break, and then we’re going to come back to hear about your time in Iraq, your time in the Green Zone and out. Willem Marx, former intern with the Lincoln Group. Stay with us. 

AMY GOODMAN: Our guest is Willem Marx. We’re speaking to him now in Uzbekistan, a freelance writer and graduate student, spent the summer, last summer, in Iraq as an intern with the Lincoln Group and has written a piece about it in the latest edition of Harper’s magazine called “Misinformation Intern: My Summer as a Military Propagandist in Iraq.” Willem Marx, had either man who founded the Lincoln Group been to Iraq? 

WILLEM MARX: Yes. Paige Craig, the former Marine, had certainly spent a lot of time there, I think after the initial invasion in March 2003, and from what I understood, he went out there to try and facilitate business opportunities for foreign investors and in a very roundabout way ended up with a contract for, I think, what they call “strategic communications” with the U.S. military. 

The other, the Brit, Christian Bailey, had never, when I first met him, been out to Iraq, and he explained to me that every time he meant to go out there, something would come up in D.C., and he was needed to stay behind. Just after I left, at the end of August, I think he made a trip out there for a few days, but as far as I’m aware, that’s the only time he’s been there. 

AMY GOODMAN: So you got on a plane and went to Baghdad. Describe your experience there. 

WILLEM MARX: Well, I arrived in Baghdad airport and was taken to a villa in the Green Zone via Camp Victory. After about a week of twiddling my thumbs and not really doing a lot, I became rather impatient and emailed people back in D.C., saying, you know, “What am I doing here? I thought I was going to be doing some work.” And within a day or two, I was taken to lunch by another employee, and he explained to me in detail what exactly it was the Lincoln Group was doing. And I was going to take over his position, because he was going on holiday, so—on vacation, I should say. 

And what he was doing was receiving English-written articles by soldiers in a certain unit inside Camp Victory, the major U.S. base just south of Baghdad. He was choosing which of those articles would be published in Iraqi newspapers. He was sending them to Iraqi employees, getting them translated into Arabic, getting them okayed by the command back at Camp Victory and then having other Iraqi employees run them down to Iraqi newspapers, where they would pay editors, sub-editors, commissioning editors to run them as news stories in the Iraqi newspapers. And that was the role, you know, after about a week or ten days of me being there, that I took over. 

And for the first two or three weeks of that, things seemed to go according to plan. I obviously wasn’t hugely happy about the work I was doing, but I saw it as a very, very interesting insight into how both the U.S. military operate in Iraq and also how contractors operate there. And things started to get slightly more exciting, in that the company was offered a much larger contract to do all sorts of other types of media placement, both on television and radio, and the internet and through posters around Baghdad. And I was involved in setting up some of the budgeting and the execution of this larger contract, which was worth $10 million a month for the company.

AMY GOODMAN: $10 million. According to MSNBC, “In December 2005, Pentagon documents indicate the Lincoln Group […] received a $100 million contract to help produce these favorable articles, translate [them] into Arabic, get them placed in Iraqi newspapers and not reveal the Pentagon’s role.” 

WILLEM MARX: I think MSNBC has got it slightly confused. The Lincoln Group was one of three companies also offered—also contracted for up to $100 million for a contract with the Psychological Operations Joint Task Force, I think it’s called, down in Florida. And that $100 million was dependent on pictures they made, ideas they came up with and could then sell to the military. That contract, with Lincoln Group at least, has been canceled, I think as recently as this month. I think I saw a piece in the Washington Post reporting that. So that $100 million, very little of it was ever given to the company, I think, and it was certainly touted by them as one of their major crowning achievements. But these are $20 million over two months, the $10 million a month for media placement in Iraq, was a separate contract with the military in Iraq. 

AMY GOODMAN: So, Willem, talk about how you chose these articles. Talk about the generals you communicated with, what the content of the articles were. 

WILLEM MARX: Sure. Well, I’d get about five a day from this unit inside Camp Victory. And they’d vary from profiles of an Iraqi policewoman, maybe, to stories about factories opening, hospitals opening, terrorists being eliminated. And I tried as much as possible to stay away from those that dealt with terrorism and Abu Musab al-Zarqawi. I thought they were particularly inflammatory, often badly informed about local feelings towards insurgents in Iraq. 

And I tried as much as possible to push pieces which talked about reconstruction. I’d pass those ones onto Iraqi employees, that talked about hospitals being rebuilt, and they were very clinical stories. There was not often a lot of art to the writing, but I felt that those were definitely stories that, you know, the mainstream media, both in Iraq and elsewhere, would not be writing about, purely because they would have no access to them. And it was the kind of positive spin on the situation that I felt more comfortable with using. 

AMY GOODMAN: And then—

WILLEM MARX: And I’d—sorry, yes? 

AMY GOODMAN: Talk about then what you would do once you chose these articles? Who would you transmit them to? 

WILLEM MARX: I would send them to an Iraqi in Lincoln Group’s downtown Iraqi office, which was staffed entirely by local Iraqis, and he would choose one of the translators they had there, get it turned into Arabic, send back to me. I unfortunately don’t read Arabic at all well. And I would then send it to the command. I think they had an Iraqi translator there themselves, who would check that it more or less followed the original English. They would rubber stamp it, and I would then send it back to the Iraqi office saying, “This is good to go. Put it in newspaper A, B, or C.” 

And from there, the process really was beyond my control, and they would do their best to place it in the newspaper I’d ask them to put it in, and often they didn’t, and I began to grow suspicious about why exactly they weren’t putting it in certain newspapers. And that led to what was, to me, the most shocking episode of my time in Iraq, when I was called upon to question some of the Iraqi employees at the downtown office as to why articles were being placed in newspapers we hadn’t asked them to be put in and also why they were charging these newspapers far more than they had when I’d first arrived, the suspicion being that Iraqi employees were taking a cut of the money they then expensed the company. 

AMY GOODMAN: Why don’t you explain that whole journey, how you left the Green Zone and went to conduct this interrogation? 

WILLEM MARX: It was extraordinary. I was asked by my boss at the company to look into—you know, I’d noticed these discrepancies myself in the kind of flow charts we kept, which monitored how many articles were published and where, and I saw there were some very strange goings on in these records, and I was sent to go and investigate, myself. So I took a friend from the Green Zone, an Iraqi guy who lived nearby and worked more or less as a handyman for another American contractor. He agreed to come down as a mutual sort of friend of mine and translator, who the other Iraqi employees wouldn’t know and would not be able to follow or suspect, in case there was any foul play to be experienced. 

And he and I drove down to this downtown office through all the checkpoints, sort of mid-afternoon, I would say, arrived at this office, which, of course, is bolted and relatively heavily guarded inside this apartment building. And I went straight to the head of the Iraqi office and said, “I want to speak to such-and-such and such-and-such and ask them about these discrepancies.” And I, at this stage, had no idea who was really involved, who was guilty and, because my Arabic was very rudimentary, I very rarely understood much of what was sort of said in front of me, so it was difficult to know who I should be trusting. And I sat down with one employee after another and really questioned them about their involvement in the publishing of these stories and whether they had been taking kickbacks in connivance with local editors. 

And the really startling episode I write about is sitting down with one of these men, who I’d never really trusted, and he very angrily was protesting the accusations I was laying against him. And I carried a gun very often with me when I traveled outside of the Green Zone, a small sort of Glock revolver, and carried it in my belt, and as I sat down to talk to this man, after a few moments, I realized that the revolver was very uncomfortably placed inside my belt. And as I started asking these very accusatory questions, I pulled the gun out of my belt and put it on the table between the two of us and suddenly realized that was a horrifically threatening motion. And I was really quite disgusted with myself, and the man left. He ran away out of the office when I was questioning someone else. 

The two men who had been sent to help me put pressure, along with my own translator friend, to help me put pressure on these employees were former Mukhabarat officers, part of Saddam’s intelligence service, and they told me the best approach would be to sort of threaten this guy with a CIA investigation, telling me that those three letters were the most threatening three letters to any Iraqi. And once I had learned that the man I’d probably gone on, as it were, had left the building, I decided, you know, it was getting dark, and I needed to get the hell out of there, and this was not at all the sort of thing I should be spending my time doing if I wanted to be a journalist. And that really precipitated my departure from Baghdad. I decided, you know, that week, I was out of there. 

AMY GOODMAN: Can you talk about the amounts of money that we’re talking about on both ends? Here you were interrogating these Iraqis about whether they had possibly pocketed some of the money that was supposed to go to the newspapers. And yet, on the other hand, you had the Lincoln Group receiving millions of dollars. 

WILLEM MARX: Absolutely. 

AMY GOODMAN: Can you explain? 

WILLEM MARX: Well, that was one of the really shocking things to me, is that, you know, I was sent down to talk to these guys, and at most we paid, I think, roughly $2,000 to place an article in the best Iraqi newspapers. And, you know, they were taking half of that. They were pocketing a grand an article, which in Iraq, as I’m sure you’d appreciate, is a huge amount of money and would have helped them and their families quite significantly. 

At the same time, items in the contract that the Lincoln Group had with the U.S. military—one such item, a line item, as they would call it, would be placing a TV commercial on Iraqi television, and that would require them to film, edit and then air these 30-second-long or minute-long on-air sort of commercials. And each commercial, they were paid $1 million, just over $1 million. And when I went to try and, you know, get some idea of prices for these things, I was told that you could effectively get one of these on air for about $12,000, and as I’m sure you appreciate, that’s a pretty significant profit margin. And yet, there was I, interrogating people with guns for a mere $1,000. 

AMY GOODMAN: Can you talk about the U.S. generals involved and also the Iraqi newspapers you had these articles placed in? 

WILLEM MARX: Yes. The process by which I passed on these articles often involved a bit of back-and-forth between myself and captains and majors in the U.S. military unit that I dealt with, and my relationship with them was very important to the company. I had to at times be diplomatic, at times be critical. And occasionally I would have to give up my editorial control over which articles were pushed through to the Iraqi media, because they had, themselves, received orders from above, from men like General Casey, who was the top commander in Iraq at the time and, I believe, still is. And General Casey said, “No, sorry. It’s very important we publish this article. You guys make sure the Lincoln Group publishes it.” And lo and behold, we’d publish it, even though it would be something that I felt was, you know, not really suitable and would grate with many Iraqis reading it, who would think this is obviously American propaganda. 

And, you know, the newspapers we dealt with, I think on occasions like that, were very, very suspicious, I would imagine, of who was planting these articles, where they were coming from, why freelance Iraqi writers would turn up to their offices and offer them $1,000, $2,000 to publish an article. And there must have been a huge suspicion from some of these editors that the Americans were involved. 

And one particular article about the Badr Brigade, which is a Shiite militia, I’m sure you know, which General Casey was very keen to push, basically applauded the Badr Brigade for not retaliating against attacks on the Shia in Baghdad. And he was very keen to get it pushed out, and two newspapers in a row refused to publish it, because it was too inflammatory in a political sense. So that was a very interesting experience, having this senior, senior general getting involved in the nitty-gritty and wanting one particular story to go out, only to discover that no Iraqi newspapers in their right mind were willing to publish it for however much money we offered. 

AMY GOODMAN: Well, Willem Marx, I want to thank you very much for joining us. Have a safe trip back to the United States. I look forward to meeting you when you come back to New York to get your journalism education. Willem Marx has written a piece in the latest edition of Harper’s magazine called “Misinformation Intern: My Summer as a Military Propagandist in Iraq.”
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Baghdad Services Boosted With U.S. Help

Source: Multi-National Force-Iraq, via News Blaze, 23 August 2006

U.S. Soldiers from the 412th and 414th Civil Affairs Battalions coordinated, supervised and checked on the progress of essential services projects Thursday in the Baghdad neighborhoods of Ghazaliya and Shula.

After monitoring the progress of contractors’ trash cleanup efforts in the two economically impoverished areas, the Soldiers, attached to 1st Battalion, 23rd Infantry Regiment, Multi-National Division - Baghdad, attended a meeting at the Neighborhood Area Council building in Shula where they listened to local community and religious leaders voice their opinions on the most pressing essential services needs.

“Today we’re doing a trash cleanup project,” said Sgt. 1st Class Peter Fernandes, civil affairs specialist and team sergeant. “The trash is unsafe and unsatisfactory, so we’re trying to give the residents a helping hand.”

Civil affairs Soldiers helped facilitate getting the contractors to areas where there is the most urgent need for cleanup, said Fernandes.

A local contractor’s bulldozer scoops up a pile of rubble near a mosque in the Ghazaliya neighborhood Friday as part of a trash cleanup project coordinated between Multi-National Division - Baghdad civil affairs Soldiers, contractors and local community leaders. Department of Defense photo by Army Staff Sgt. Kevin Lovel, 363rd Mobile Public Affairs Detachment.”We supervise and show the (contractors) the work we want them to do. We make sure they can get through checkpoints and that they get to the right streets where the work needs to be done,” continued Fernandes.

The populations of Ghazaliya and Shula are a mixture of Sunni and Shiite, and there has been a history of sectarian violence in those areas, the sergeant said.

“There’s a lot of satisfaction in helping out,” said Fernandes. “Most of the people are good people who want to get on with their lives.”

Capt. Eric Fedak, a civil affairs team leader, surveyed community residents as to what services they felt were most lacking.

“What I look for is issues with the sewage, water, electricity and trash cleanup,” said Fedak. “We want to work with the local government to make sure these issues get taken care of.”

Local residents said they are pleased MND-B Soldiers have shown a presence in the area, he noted.

“They’re happy about the cordon and searches, and they feel their security has increased greatly.” 

Col. Michael Shields, commander, 172nd Stryker Brigade Combat Team, and Lt. Col. Avanulas Smiley, commander, 1st Bn., 23rd Inf. Regt., traveled to Shula and joined the council meeting to gain input first-hand.

“What we are doing today is coming up with a system to help us identify the most important projects, then use our limited resources to take care of the problems and get them fixed,” said Shields. “We can take the problems to the government, who in turn can provide more resources. There are a lot of things we can do to help with the quality of life in Shula.”

Some council members voiced their concerns regarding cordon and search missions in their neighborhood.

“We’re treating everyone with dignity and respect. We talk every night about respecting the Iraqi customs,” assured Shields. “The majority of the people I’ve met on the street are pleased with the job that the Iraqi security forces have done.”

Overall, the mission was a success, said Capt. Rob Callaghan, fire support officer and effects coordinator, 1st Bn., 23rd Inf. Regt.

“The meeting was productive,” Callaghan said. “Any time we can ensure that good work is being done, and that there is coordination between Coalition forces, the Neighborhood Area Council and the Iraqi security forces, it is good for the communities.”
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Charge of the Light Brigade 

From Strategy page, August 24, 2006

Starting this October, the United States, under the supervision of America officers in Iraq, will fund an Information War campaign to communicate to the Iraqi people, and the Arab world, what the U.S. is trying to accomplish in Iraq. Normally, the best way to deal with the media in the Middle East is to bribe, own or terrorize it. These are the traditional ways of controlling your message. Western media techniques, like running with the stories that have the most popular appeal (“if it bleeds it leads,” and all that), have become popular in some Middle Eastern countries, where the media is allowed some leeway. But many “Westernized” Arab media must operate from the West, to avoid pressure from unhappy governments or terrorists. Most Arab journalists and editors have been remarkably resistant to accurately reporting what is going on in Iraq. Most of this is because of Sunni Arab contempt for Shia Islam, and fear of Shia Iran. 

Despite these obstacles, the new American campaign will run for two years, and will rely on constantly monitoring the Arab media, and trying to craft messages that are accurate and acceptable. It’s a challenge, but going native was not very successful, and the rumors and fabrications are overwhelming any attempts to report accurately on what is going on in Iraq. Getting this message across has been difficult, partly because the concept of Information War is new (even if controlling media is not), and there’s been a lot of disagreement in the U.S. government over who is in charge of information operations. 

When you’ve got something new, like Information War, everyone is an expert, and it’s hard to find someone who will take charge, and responsibility.
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American Electronic Warfare Experts in Israel to Find out How Hizballah’s Iranian Systems Neutralized Israeli EW

From Debka Weekly, August 23, 2006

DEBKA-Net-Weekly 266 first drew attention to Iran’s heavy EW investment and its successful functioning in the Lebanon War on Aug. 11, 06. This first account will be followed up in the next DNW issue out on Friday, Aug. 25. 

DEBKAfile on Aug. 23 adds: The American EW experts are interested in four areas. 1. The Israeli EW systems’ failure to block Hizballah’s command and communications and the links between the Lebanese command and the Syria-based Iranian headquarters. 2. How Iranian technicians helped Hizballah eavesdrop on Israel’s communications networks and mobile telephones, including Israeli soldiers’ conversations from inside Lebanon. 3. How Iranian EW installed in Lebanese army coastal radar stations blocked the Barak anti-missile missiles aboard Israeli warships, allowing Hizballah to hit the Israeli corvette Hanith. 4. Why Israeli EW was unable to jam the military systems at the Iranian embassy in Beirut, which hosted the underground war room out of which Hassan Nasrallah and his top commanders, including Imad Mughniyeh, functioned. 

From DEBKA-Net-Weekly 266: 

Until the watershed date of July 12, 2006, when the Hizballah triggered the Lebanon War, Israel was accounted an important world power in the development of electronic warfare systems – so much so that a symbiotic relationship evolved for the research and development of many US and Israeli electronic warfare systems, in which a mix of complementary American and Israeli devices and methods were invested. 

In combat against Hizballah, both were not only found wanting, but had been actively neutralized, so that none performed the functions for which they were designed. This poses both the US and Israel with a serious problem in a further round of the Lebanon war and any military clash with Iran. 

DEBKAfile’s military sources add: Both intelligence services underestimated the tremendous effort Iran invested in state of the art electronic warfare gadgetry designed to disable American military operations in Iraq and IDF functions in Israel and Lebanon. Israel’s electronic warfare units were taken by surprise by the sophisticated protective mechanisms attached to Hizballah’s communications networks, which were discovered to be connected by optical fibers which are not susceptible to electronic jamming. 

American and Israeli experts realize now that they overlooked the key feature of the naval exercise Iran staged in the Persian Gulf last April: Iran’s leap ahead in electronic warfare. They dismissed most the weapons systems as old-fashioned. But among them were the C-802 cruise missile and several electronic warfare systems, both of which turned up in the Lebanon war with deadly effect.
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Get your (Net)War On!

From InfoWorld Tech, 24 August 2006

Before the 9/11 terrorist attacks, the U.S. Government, led by thinkers like Richard Clarke, was obsessed with the prospect of widespread and coordinated cyber attacks against critical infrastructure. Richard Clarke himself used the term “Digital Pearl Harbor” to describe such an event. After the decidedly low-tech horrors of September 11, the whole notion that the greatest threat to the country’s security came from computer hackers seemed...well...laughable. Still, the idea of “Digital Pearl Harbor” never went away, and preventing one is still the focus of the Bush Administration’s “National Strategy to Secure Cyberspace,” which has as its objective to “prevent cyber attacks against our critical infrastructures; Reduce our national vulnerabilities to cyber attack; and, Minimize the damage and recovery time from cyber attacks that do occur.”

War gaming, like the “Operation Cyber Storm” exercise in February, or this week’s Strong Angel III disaster recovery exercise in San Diego still imagine terrorist groups or foreign governments who are capable of launching sophisticated, multipronged attacks that cripple the nation’s critical infrastructure. 

Now an article in the September/October issue of Foreign Affairs (500 word preview available, subscription or $$$ needed to access entire article) argues that the “Digital Pearl Harbor” obsession, while not totally unfounded, has distracted the U.S. government from the real online threat: terrorists using the Internet in a more pedestrian fashion for what its good at: organizing, recruiting and planning attacks. 

From the article, by Evan Kohlmann: Although catastrophic computer attacks are not entirely inconceivable, the prospect that militants will be able to execute them anytime soon has been overblown. Fears of such science-fiction scenarios, moreover, have led policymakers to overlook the fact that terrorists currently use the Internet as a cheap and efficient way of communicating and organizing. These militants are now dedicated to waging an innovative, low-intensity military campaign against the United States. Jihadists are typically organized in small, widely dispersed units and coordinate their activities online, obviating the need for a central command. Al Qaeda and similar groups rely on the Internet to contact potential recruits and donors, sway public opinion, instruct would-be terrorists, pool tactics and knowledge, and organize attacks.

To counter the threat, which has been dubbed “netwar,” the U.S. will have to realign “U.S. intelligence and law enforcement agencies, which lag behind terrorist organizations in adopting information technologies.”
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Network Intrusions Put Net-Centricity ‘At Risk’

By Dawn S. Onley, Government Computer News, 23 August 2006

FORT LAUDERDALE, Fla.—There were more than 60 serious hits on Army networks between the start of fiscal 2006 and Aug. 5, according to service officials. Fifteen Army bases inside the United States were targeted in the incidents, and Army officials believe the intrusions came from perpetrators seeking to help foreign adversaries steal military information. 

“Our belief is their motivation in Category 1 and Category 2 intrusions is to enable a foreign adversary to deny our president, Joint Chiefs of Staff (and military services) that network-centric warfare option,” said Thomas Reardon, chief of the intelligence division with Army Network Enterprise Technology Command/9th Army Signal Command. “If we are going to bet the farm on network-centric operations and we allow those kinds of intrusions to persist, we’re putting it all at risk.” 

During a session at the Army’s LandWarNet Conference here, Reardon said DOD has established a new battle command lexicon to define the severity of various categories of network intrusions. Categories 1 and 2—the most severe—indicate “enemy incoming,” Reardon said. “If someone can get in, they own your network. That should enrage a commander or a leader.” 

Categories 1 and 2 suggest that a hacker has penetrated to the administrative, or root, level, or that an unauthorized person has gained access to “non-privileged” information, Reardon said. At the other end of the lexicon, Categories 5 and 7 are caused by authorized military personnel who either installed malicious software such as Trojan horses or create a vulnerability through non-compliance behavior, such as failing to install a security patch. 

There were more than 3,400 Category 5 events and over 2,700 Category 7 events from Oct. 1, 2005 until Aug. 5, 2006, Reardon said. 

“We’re seeing now commanders taking action about these things,” Reardon said. “But it is not yet locked into Army doctrine.” 

A huge part of the issue is commercial software products because they have components that are built all over the world—even in countries that are adversarial to the United States. 

But Microsoft’s Vista operating system, due to begin release this fall, is the first to be built with security baked into the components from the start, said Craig Mundie, the company’s chief research and strategy officer. Vista was the first product to be implemented under Microsoft’s Trustworthy Computing Initiative, a plan to build security, privacy and reliability—among other capabilities—into components. 

“Every component is hardened,” said Mundie. “The BitLocker Drive Encryption fully encrypts the entire Vista volume and prevents unauthorized disclosure of data. When it is at rest, it protects your Vista systems, even in unauthorized hands.” 

Still, Reardon isn’t convinced. 

“Craig said Microsoft’s Vista was the first operating system that has security built in from Day 1. Then you look at some of the places they are getting their stuff to do that,” Reardon said, referring to foreign countries that manufacture computer parts and components. 

However, a working group inside the DOD is looking at ways to mitigate the cybersecurity threats, Reardon said, and to expand on the National Industrial Security Program Operating Manual, a guidance that puts restrictions on classified contracts, but not specifically information technology. “NETCOM is trying to get the working group to extend the definition” to anyone doing work that connects to the DOD’s Global Information Grid. 

“It is national policy that we use foreign vendors if it is to the benefit of the federal government,” Reardon added. “It’s not a question that we’re going to stop using this stuff, because we cannot. We just have to mitigate the risks.”
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The Real Online Terrorist Threat (article preview)
By Evan F. Kohlmann, Foreign Affairs, September/October 2006

Summary: Fears of a “digital Pearl Harbor”—a cyberattack against critical infrastructure—have so preoccupied Western governments that they have neglected to recognize that terrorists actually use the Internet as a tool for organizing, recruiting, and fundraising. Their online activities offer a window onto their methods, ideas, and plans.

WORLD OF WARCRAFT

The United States is gradually losing the online war against terrorists. Rather than aggressively pursuing its enemies, the U.S. government has adopted a largely defensive strategy, the centerpiece of which is an electronic Maginot Line that supposedly protects critical infrastructure (for example, the computer systems run by agencies such as the Department of Defense and the Federal Aviation Administration) against online attacks. In the meantime, terrorists and their sympathizers, unhindered by bureaucratic inertia and unchallenged by Western governments, have reorganized their operations to take advantage of the Internet’s more prosaic properties.

The U.S. government is mishandling the growing threat because it misunderstands terrorists. For more than a decade, a host of pundits and supposed experts have traded in doom-and-gloom predictions that cyberterrorists would wreak havoc on the Internet—or, worse, use computer networks to do damage in the offline world (for instance, by hijacking systems that control the water and power utilities of major metropolitan areas). Such warnings were bolstered by the occasional acts of terrorist groups such as the Pakistani-based Lashkar-e-Taiba, which has staged dramatic but ineffectual cyberattacks, such as its hacking into the Indian army’s Web site in 2000. Although such incidents had only symbolic impact, they scared technophobic Western policymakers. Fearful of a digital Pearl Harbor, governments embarked on a frantic campaign aimed at “locking doors.” As the former White House counterterrorism czar Richard Clarke explained, Washington’s strategy has been simple: keep terrorists from breaching sensitive government networks.

In truth, although catastrophic computer attacks are not entirely inconceivable, the prospect that militants will be able to execute them anytime soon has been overblown. Fears of such science-fiction scenarios, moreover, have led policymakers to overlook the fact that terrorists currently use the Internet as a cheap and efficient way of communicating and organizing. These militants are now dedicated to waging an innovative, low-intensity military campaign against the United States. Jihadists are typically organized in small, widely dispersed units and coordinate their activities online, obviating the need for a central command. Al Qaeda and similar groups rely on the Internet to contact potential recruits and donors, sway public opinion, instruct would-be terrorists, pool tactics and knowledge, and organize attacks. The RAND Corporation’s David Ronfeldt and John Arquilla have called this phenomenon “netwar,” which they define as a form of conflict marked by the use of “network forms of organization and related doctrines, strategies, and technologies.” In many ways, such groups use the Internet in the same way that peaceful political organizations do; what makes terrorists’ activity threatening is their intent.

To counter terrorists, the U.S. government must learn how to monitor their activity online, in the same way that it keeps tabs on terrorists in the real world. Doing so will require a realignment of U.S. intelligence and law enforcement agencies, which lag behind terrorist organizations in adopting information technologies. At present, unfortunately, senior counterterrorism officials refuse even to pay lip service to the need for such reforms. That must change—and fast.

[Editor Note:  If anyone has access to the full article and can forward it to me, I will post in the next newsletter.  Thanks, Jeff]
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Both Sides Shift Cyberwar Tactics

By Josh Rogin, Federal Computer Week, Aug. 28, 2006

Cyberwar is changing, and network defense must adapt, two leading executives told a military audience at the Air Force Information Technology Conference at Auburn University’s Montgomery campus earlier this month. 

“We are at a much more dangerous place today than we were four or five years ago,” said Steve Ballmer, Microsoft’s chief executive officer. The perpetrators of cyberattacks have shifted in recent years from amateur hackers seeking notoriety to organized criminal enterprises with financial or hostile goals, he said. 

John Thompson, Symantec’s CEO, said today’s cybercriminal is interested in “perpetrating silent, highly targeted attacks to steal sensitive personal, financial and operational information.” That new criminal tactic marks a shift away from large-scale virus or worm attacks. The number of such attacks dropped from about 100 between 2002 and 2004 to only six last year, he said. 

Responses to cyberattacks are evolving, too, Ballmer said. In the past, experts worked to close vulnerabilities in programs and shorten release times for upgrades and patches. Now they focus on building systems that intruders cannot penetrate, he said. 

That new defense strategy requires abandoning the suit-of-armor approach, in which developers added layers of protection to keep information safe. 

Those layers restricted data access, hampering real-time use and mission performance, Thompson said. Effective cyberdefense will depend on a combination of protecting the IT infrastructure, information and interactions among people using the information, he added. 

Standardized data formats and a common software infrastructure are crucial to IT infrastructure protection, Thompson said. Organizations must be sure to transfer data to backup systems to be ready for natural or man-made disasters. “After all, servers and laptop [computers] can be replaced. The information on them most likely cannot,” he said.

Disgruntled or careless employees can do significant damage, so organizations must monitor transactions to instantly combat suspicious or dangerous activity, Thompson said. For example, comply-and-connect mechanisms can verify user identity, he said. The proliferation of wireless devices and telework requires increasingly sophisticated approaches to certification and authentication, he added. 

The next cyberwar battle will be fought over unstructured data, including e-mail messages, instant messages, Microsoft PowerPoint and Word documents, and voice-over-IP conversations, which compose 80 percent to 90 percent of data accessible via the Internet, Thompson said.
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Fighting Terrorists on the Marketing Battlefield

As the battle against terrorism evolves, it’s going to take more than firepower to defeat radicals and fanatics. Understanding how these organizations operate, communicate and how to combat their new strategies will be the key to victory.

By David Steven, CSO Online, 28 August 2006

As Western military and intelligence agencies fight radical terrorist groups, it will take more than firepower to win the battle of ideas being fought in the digital battlefield.  Surprisingly, some agencies are now looking to marketing models proven in the business world to help them reduce the incentives and motivations to support, join and tolerate terrorism.

However, in order for them to succeed, it is important first to understand how terrorist organizations operate and how this influences their communications. Second, counterterrorism agencies need to find new ways to identify and reach those susceptible to radicalization. And third, they need to be creative in combating the communications strategies of terrorists. 

Terrorist CEOs

The scholar Bruce Hoffman recently commented, “Terrorist leaders have become increasingly like CEOs, adopting the leadership and organizational practices of leading companies.” This shift toward a decentralized structure, where terrorist cells are a loosely structured network of clusters, is the model of efficiency and flexibility. Al-Qaida, with cells operating in more than 60 countries and connections to several terrorist groups sharing a common ideology, is a perfect example.

The Internet plays a massive supporting role for these groups by facilitating their communications and streamlining their operations. The speed and power of the net to shape perceptions and influence opinions makes it a vital tool for terrorist organizations.

The ease with which terrorist groups can maintain an online presence decreases the need for the soapbox, as the Internet now reinforces and multiplies the message of the few through tech-savvy virtual media teams using videos, soundtracks and websites containing emotional and graphic images. We now live in a complex, multimedia environment where individuals, groups and populations are targeted by sophisticated online psychological operations.

A March 2004 report, by Gabriel Weimann of the United States Institute of Peace, highlights some innovative ways terrorist groups use the Internet to drive every aspect of their business:

Psychological Warfare: They use the Internet to deliver threats and disseminate multimedia content designed to create fear and panic, as seen in Iraq. A senior U.S. intelligence officer recently told USA Today that nearly all insurgent groups in Iraq have media teams posting statements and creating videos and Web broadcasts. 

Data Mining: They use a sophisticated array of open-source technologies, including search engines and website analytics, to collect intelligence on enemies and potential recruitment and funding targets. 

Fund-Raising: They leverage Internet user demographics and online front groups to execute aggressive funding drives, collecting vast amounts of money through difficult-to-track online payment systems.

Recruitment and Mobilization: As it is with Fortune 500 companies, the Internet and advanced technology provide them with powerful tools for recruiting and mobilizing members through integrated communications.

For example, the late Al-Zarqawi’s media team recently released a 46-minute live action video titled “All Religion Will Be for Allah” available in both Windows and Real Player, with download options matching viewers’ bandwidth. This video supported regular content, including video clips of operations, an online news service, and the monthly magazine Thurwat Al-Sinam—The Camel’s Hump. 

Planning & Coordination: Terrorist groups take advantage of new technologies such as encryption, voice over IP and secure messaging systems to improve the ease, speed and cost of their communications. This enables the sharing of information such as training videos and manuals, enhancing their planning efforts and agility in an ever-changing environment.

Internet Indoctrination

The recent arrest of 17 terrorism suspects in Canada was part of a continuing, multinational inquiry into suspected terrorist cells in at least seven countries. The investigation began as separate probes in different countries, focused on what authorities believed were localized cells of militant Muslim young men. Authorities believed the men in these suspected cells shared an interest in radical ideology on the Internet and in local mosques and training camps.

The Internet was an integral part of the group’s indoctrination and operations. Michael Wilson, the Canadian Ambassador to the United States, said, “The Canadian end of the investigation had been going on for nearly two years, and authorities believed the Internet-savvy suspects did much of their communicating online, where they also developed their radical ideology.”

The good news is that the very technologies and techniques that are being used to spread the ideology of terrorism can also be used to combat it. Before that can happen, however, government agencies need to understand first the psychographic profiles of those susceptible to recruitment, and second the messages that are affecting them. They also need to understand how these individuals are influenced—what channels are meaningful to them, whom they listen to, the effect of peer networks, etc.—in order to learn how to reach them most effectively. Here is where they can learn from both the business world and their enemies.   

Getting Creative

Osama bin Laden and the late Al-Zarqawi owe much of their success and notoriety to their brand of charismatic leadership and entrepreneurship. However, the instant replacement of Al-Zarqawi following his death also shows that terrorist groups have succession plans just like corporations, with another leader ready to quickly step up with the same powerful propaganda machine in full support.

On the other side, governments and their spokespeople cannot be the only ones fighting the terrorists. One effectively placed video clip can find its way into the hands of several thousand opinion leaders who, in turn, can reach millions. That makes it possible to make a difference.  

Look at the increasingly innovative ways that companies talk to the consumer in today’s corporate world. Every day, business marketers fight a battle against an audience that has more and more tools available (Tivo, iPods) to tune them out. Instead of relying on the 30-second ad buy, marketers are turning to bloggers, musicians, video game producers and even fashion designers to shape perceptions and get their messages heard. Counterterrorism agencies need to take similar creative approaches in targeting their messages to potential terrorist recruits.

So how do we think outside the box in the same way Al-Zarqawi and his media-savvy supporters did? Sometimes it helps to look at other industries and learn from their successful techniques and approaches.

Video Games

Sammy Studios, a startup video game manufacturer faced with a limited marketing budget, no previous fan base and no previous games, wanted its first game to be in the Top 10 games of the year.

How did Sammy do it? It created a .org community website that was managed by an individual host who chatted on boards, personally answered e-mails and posted news notes. The website was designed to have a one-to-one feeling and provided three distinctive kinds of content to members:

· Ongoing flow of exclusive previews to tease the visitor 

· Community features such as message boards, polls, chats, pictures 

· Evangelism rewards—young males are a competitive bunch, and were awarded redeemable points for recruiting members

The result? Several thousand hard-core fans led to the sale of millions of the games during the launch.

Mobile Phones

Nokia, a major mobile phone manufacturer, faced the double challenge of launching a new and complex phone to a skeptical multichannel consumer.

Its approach was to create an “Evangelism Campaign” where it actively targeted and recruited the bloggers most popular with its target audience. The bloggers were asked to test out the new phone and post their feedback and photos on their blogs. The phone manufacturer carefully managed the balance between blogging and commercialism and made no requests for advocacy.

The result? Several blogs were in the Top 15 sites for generating traffic to Nokia’s site, while coverage in the online media reached millions of people.  

Public Health Programs

The British government needed to educate young people on the dangers of sexually transmitted diseases (STDs), but traditional warning messages were being ignored as the holiday party season approached. 

The government’s approach was to hire a media firm to produce an interactive, entertaining viral game. The “12 Days of STD” was targeted at human resources professionals who could forward it to employees within their organizations.

The result? From an initial mailing of 34,000 HR professionals, the government achieved a pass-on rate of 4.5--an estimated total of 445,000 viewings. The following year the viral campaign went even further, as the game reached more than 2 million people and generated significant press and online coverage.

Marketing 101 for Terrorist Recruiting Targets

So how does marketing 101 help us develop an effective response to the terrorist marketing arsenal?

A person’s decision to join, support or tolerate terrorism is a “high involvement decision.” For example, before an individual forms a long-lasting belief about supporting al-Qaida, he will go through a multistage decision-making process.

In the multistage process, a network of participants communicates and shares information with the individual, meaning the credibility of the information source is critical. For example, a government spokesperson on the 10 p.m. news carries less credibility with a well-educated, tech-savvy 25-year-old than the creator of his favorite blog.

This is what makes it difficult when people become radicalized; message vehicles challenging the tenets of the group are strictly censored. Simultaneously, the isolated individual gets bombarded by cause-related information such as lectures and literature as his isolation increases and his critical thinking decreases.  

In a recent BBC report, the United Kingdom’s highest-ranking Asian police officer, Assistant Commissioner Tarique Ghaffur, said: “The simplistic antiwestern messages of extremist organizations, advocating closed and hostile views of other religions, could be attractive to vulnerable young people.”

Without access to alternative information sources, it is more difficult and costly to reach these individuals. However, if counterterrorism agencies understand the process, it is still possible to identify the stages where the target is still open to alternative ideas and counter opinions. 

So how can approaches from the business world—such as chat rooms and viral and evangelism campaigns—be applied in the real world by counterterrorism agencies?  

Effective responses will vary from place to place, but here are the bare essentials of a marketing campaign: 

· Involve local clergy and the participation of law enforcement. 

· Mobilize the community. 

· Employ street-smart outreach workers. 

· Develop a message that will be heard and understood. 

· Promote changes in behavior through a public education campaign.

This same method of understanding international terrorist groups can be applied to combat other criminal threats on the national and local levels—such as street gangs—and hopefully reach those in need before it’s too late.

Localized Marketing for Terrorists: Hamas

Hamas (Islamic Resistance Movement) provides a great example of how terrorist organizations market themselves in the 21st century. Classified by the U.S. State Department as a “designated foreign terrorist organization” and ranked number one worldwide by Memorial Institute for the Prevention of Terrorism (MIPT) in terms of “Frequency of Attacks in 2003,” Hamas runs a sophisticated and creative online presence.

While the main Hamas site is in Arabic, it has links to sister sites in English, French, Farsi (the national language of Iran), Urdu (spoken in Pakistan), Russian and Malaysian. Each link and its contents are different and designed with the local target populations in mind.

This localized approach to marketing enables Hamas to use its online presence to provide detailed information on:

• The history of Hamas 

• Hamas-sponsored activities 

• The social and political background of Hamas 

• Biographies of leaders, founders and heroes 

• Information on ideologies and aims 

• Criticism of enemies 

• A news service linked to the Hamas Press Office 

• Maps of the areas in dispute 

• Statistical reports of daily operations 

• Tallies of dead martyrs and enemies 

• Downloadable material for children, including magazines and ring tones 

• Recruitment 

This is a slick marketing and communications operation oriented toward hot-button issues that rivals those of the Fortune 500. While the visual images may be of radicals committing terrorist acts, make no mistake: It is a sophisticated online marketing machine designed to win the hearts and minds of the disaffected.
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PSYOP from Israeli - Hezbollah Conflict

From Joseph Meissner, Frontpost, 27 August 2006

Following are two links highlighting PSYOP and propaganda activities in the last Israeli-Hezbollah conflict 

http://www.psywar.org/israellebanon.php
http://www.psywarrior.com/IsraeliLebanon.html
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Israel May Disrupt Commercial Broadcasts 

By Barbara Opall-Rome, Defense News, 28 August 2006 

Israeli defense officials, frustrated by their inability to silence Hizbollah TV broadcasts during an unsuccessful five-week campaign to roust the Islamist group from southern Lebanon, said they need to be able to disrupt transmissions of enemy programming carried by commercial satellites. 

Despite directly targeting Hizbollah leader Hassan Nasrallah and the organization’s Al-Manar TV network with bombs and electronic warfare, Israel was unable to prevent the radical Shiite cleric from reaching his audience regularly. Officials at Israel Defense Forces (IDF) headquarters here and at Israel’s Galilee-based Northern Command said Nasrallah’s public resilience in the face of the onslaught boosted the morale of Hizbollah’s fighters and sympathizers.

“We struck their antennas, which prevented transmissions for a limited time,” said Shuki Shacur, an IDF Reserves brigadier general who served as deputy commander for Northern Command during the war. “We also succeeded in penetrating their broadcasts and inserting our own programming. But ... it’s very difficult to block their satellite communication, since they’re constantly changing their signals. After the war is over, we’re likely to see more effort invested in denying Hizbollah its ability to use this means of communication.”

Maj. Gen. Ido Nehushtan, an Air Force officer on the IDF General Staff, agreed. 

“No doubt, we understand the power of the media, public opinion and mass psychology,” said Nehushtan, who is responsible for IDF modernization planning.  “Al-Manar is a liability, and we’re going to have to improve our ability to counter this threat.” 

Nehushtan declined on Aug. 2 to elaborate on potential broadcast-denial solutions or developmental work presumably under way within Israel’s Ministry of Defense (MoD). He said, however, that jamming efforts thus far have not been directed at commercial satellites servicing Al-Manar.

“We’ve done some jamming and managed to burst through broadcasting, but it’s been through local channels, not satellite signals,” he said, declining to elaborate. 

Jamming transponders on a commercial satellite is a relatively easy thing for a technically advanced country like Israel to do, but would carry negative repercussions internationally and could invite others to disrupt broadcasts over Israel’s own satellites. It was not clear exactly what the IDF official has in mind in suggesting the need for a way to disrupt the Al-Manar broadcasts. 

Tal Inbar, senior research fellow at Israel’s Fisher Institute for Air & Space Studies, said the war revealed limitations in Israel’s ability to silence Al-Manar. Conventional bombing is ineffective, he said, due to Hizbollah’s ability to transmit from cars or trucks.

“It’s very difficult, almost impossible, to hit all those mobile transmitters,” he said.

As hostilities began, Israeli aircraft destroyed Al-Manar’s five-story headquarters in south Beirut, Inbar said. “But thanks to elaborate advance planning, Al-Manar’s signal returned after just two minutes of down time.”

Inbar said the only way to ensure persistent, reliable, wide-area broadcast denial is through an anti-communication satellite system. Israel must develop the means to surgically target signals serving Hizbollah without damaging the spacecraft or disrupting operations of other customers serviced by the broadcast frequencies, he said.

Hacking Trumps Jamming

Israeli military and industry sources said other broadcast denial methods used during the war, such as computer-based tampering, have met with some success.

“It was a desktop operation. We didn’t jam it,” a former MoD official said. “What we did was implant our own content on a fairly broad scale in a way that was difficult for them to override.” 

He declined to provide additional operational or technical details, and Israeli authorities denied repeated requests for information on broadcast denial capabilities. 

An Israeli industry executive and former Air Force officer specializing in satellite technology confirmed that Israel did not jam commercial satellites during the war. 

“I’m not saying we don’t have this capability, but we haven’t been able to do this in a way that does not interfere with other users of the satellite,” he said.

According to the executive, jamming a communications satellite is “like interfering with civil aviation.  You can do it, but it’s against international law and you’ll be subject to all kinds of lawsuits.”

It is technologically impossible, he said, to selectively jam only those satellite signals that carry enemy broadcasts. 

“Everything goes out as a single beam, and it is impossible to jam only those channels viewed as a threat,” the executive said. “If you make the decision to interfere with one [satellite signal], then you must be prepared to face the consequences of the collateral damage incurred to the many other legitimate users of the signal.”

Robert Ames, chief executive of the Satellite Users Interference Reduction Group, a Punta Gorda, Fla.-based industry association, said it is relatively easy to jam a specific satellite transponder. 

“Transponders are separated by frequency,” he said.  “All you have to do is know the frequency which it operates on and then put up a signal that is stronger than the programming carrier of the satellite.

“This occurs globally on perhaps a monthly basis, typically due to political or religious disagreement between countries or organizations. They make their discomfort known through intentional jamming,” said Ames. 

Satellite interference capabilities have been around since the mid-1970s, he added. “But if the Israelis are talking about technological challenges, I assume they are aiming for a capability that goes way beyond what our companies have experienced to date.”

Satellite industry experts, who generally are tight-lipped on the subject of jamming, said overwhelming an entire transponder with signals beamed up from the ground is far easier than trying to surgically deny broadcast signals over a given geographic area.

Doron Tamir, a retired IDF brigadier general and former chief intelligence officer, questioned whether developing the means to surgically jam satellite broadcast signals is worth the cost. 

“You can come up with all kinds of systems for high-power, wide-area jamming,” he said. “But the dilemma remains: Will it be cost-effective? Is it truly needed?”

Balancing Benefits

Tamir, a fellow at theInternational Policy Institute for Counter-Terrorism, Herlzliya, Israel, said war planners often benefit from Al-Manar and other broadcasts in ascertaining nuances about enemy capabilities and intentions. 

“It would be a mistake to consistently deny the enemy this capability over the long term,” he said. “Perhaps it’s better to hold [an ability to disrupt satellite signals] in reserve, and deploy it only ... when it can contribute the optimum impact to our own war effort.”

An Israeli defense expert here suggested that the IDF may ultimately pursue what he called an on-demand countersatellite capability deployed aboard a long-endurance unmanned aerial vehicle.

The MoD rejected requests for information about Israeli broadcast-denial capabilities. “The entire subject is classified,” said spokeswoman Rachel Naidek-Ashkenazi.

Lebanon’s Daily Star newspaper estimates that Al-Manar reaches up to 200 million viewers through satellite packages offered by the Arab Satellite Communications Organization of Riyadh, Saudi Arabia, and partner firms. Al-Manar broadcasts are also carried by Egypt’s Nilesat, experts here said.

In 2004, Washington declared Al-Manar a terrorist entity and barred broadcasting of its signal to the United States. Since then, several European governments, including France and Germany, have also banned Al-Manar transmissions.
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