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Training in Psychological Operations Opens in Abuja 

From Tide Online, 9 August 2006 

An eight-week training in psychological operations for military and para- military officers began in Abuja, Monday.

Declaring the course open at the Defence Intelligence School, Karu, the Chief of Defence Intelligence, Major-General Abubakar Halidu-Giwa, said the course was an important part of military and political power.

Halidu-Giwa said psychological instrument was unique in the pursuit of national interest as it focused on the mind of a target audience.

“Psychological operations are used in peace and war. They are applicable in all conflict and non-conflict situations. The essence is to gain more adherents in furtherance of state policy”, he said.

He said Nigeria was going through a period characterised by low intensity conflict, saying that, the Niger Delta crises confront Nigeria with enormous challenges which could be met with tact.

“We are also withdrawing our troops from Bakassi with the attendant psychological implications on our people. We have numerous crises and potential conflict situations in the country,” he said.

Halidu-Giwa said the course was in recognition of the defence and security sector, as a key to effective utilisation of psychological operations and part of strategy to resolving many problems confronting the nation.

In his address, the Commandant of the school, Brigadier-General Idowu Akinyemi (rtd), said the objectives of the course was to enable participants have a better understanding of the method so that they could propagate the knowledge.

Akinyemi, said the participants would be exposed to theoretical basis of the operations as well as its practical application in support of defined national objectives.

“The practical aspect will take us on a visit to a number of organisations and agencies with relevant facilities for the development of psychological operations,” he said.
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Marines Hold Full-Scale Civil Affairs Training Exercise

Marine Corps Public Affairs Office, Aug. 10, 2006 

WASHINGTON—A makeshift town constructed of a dozen squat cinderblock buildings located in the Virginia woods stood in for an Iraqi village yesterday during a Marine Corps 4th Civil Affairs Group training exercise.

The exercise was a full-scale dress rehearsal that included pyrotechnics, Humvees, various weapons, and Arabic speaking actors playing simple townsfolk. It was held at “Combat Town” at Marine Corps Base Quantico, Va., and was meant to simulate various scenarios Marines might face when entering Iraqi towns to conduct civil-military missions.

“What we’re trying to achieve is to make sure that our Marines have a very clear and comprehensive understanding of immediate action drills,” said Lt. Col. John Carl Church, a veteran civil affairs officer tasked will helping train the reserve unit.

The 4th CAG unit will deploy this fall to Iraq for the third time, but it will be the first deployment for most of the Marines who participated in yesterday’s training exercise. These Marines have already completed specialty and tactical training and other civil affairs requirements. The exercise was an effort to combine all these factors, officials said.

The exercise began as role players dressed in Iraqi garb meandered about the fictional town of Dawhat as a convoy of several dozen Marines pulled into the village. The drivers and gunners stayed in the vehicles while some Marines secured the area and others began interacting with the villagers in an effort to locate the town elder to discuss a water-supply issue.

The situation soon deteriorated, and the Marines found themselves being angrily confronted by the town’s citizens. One even grabbed a Marine’s rifle barrel. The Marines then fanned out through the town to secure all the buildings.

Before long a bomb exploded, sending sparks into the air, and shots were fired at the Marines. As the Marines began pulling back toward their vehicles, four lagged behind in a building and instructor Lt. Col. Bill Hagestad ordered them to lie down on the ground. They had been “killed,” he said. Two other Marines were “killed” soon after.

After much chaos and a firefight that resulted in several “dead” Iraqis, the Marines pulled out of the town.

Church said the training exercise was meant to teach Marines how to avoid this outcome in real life. Such training teaches Marines how to better respond to a situation that has gone bad, he said. Aside from hostile villagers, Marines conducting civil affairs operations might receive sniper fire, get hit by makeshift bombs or suicide bombers, or have to deal with car accidents.

“Anything from the benign to the dramatic, we want the Marines to instantly react and go through a procedural process in their mind of how to respond,” Church said. “This takes practice.”

Even though the civil affairs troops are there to help Iraqis, they need to know how a non-combat situation can become a firefight very quickly, Church said.

Each civil affairs unit is made up of two security teams and one assessment team. “This is done so the Marines conducting assessment, or the non-kinetic piece, feel comfortable that someone is watching their back so they can talk to the mayor or town leader,” Church said.

Sometimes other units will provide security to a civil affairs unit, he added.

Church explained that civil affairs Marines are there to help the locals resolve issues ranging from infrastructure problems to helping them maintain a banking facility.

For example, if a local bank has not had any transactions for several months, the civil affairs unit will investigate why this is and track down the source of the problem, whether it’s corruption or lack of security. They will then help local officials to try to find the best way reestablish the bank. If the problem is lack of security, the civil affairs unit will ask Iraqi forces to beef up security around the bank or make other suggestions, such as having the bank hire its own security.

“What we basically do is look at the problem holistically and say, ‘Here are some things you might want to think about.’ We see ourselves as facilitators or conduits to solutions,” Church said.

Church said there were some immediate lessons learned from yesterday’s exercise. The exercise reinforced the importance of maintaining situational awareness, remaining calm and improving communication, he said.

The unit will do the exercise all over again today. This time, Church promised to ratchet up the intensity and throw his Marines more curveballs.

Lance Cpl. Norman Tompkins is the only member of the 4th CAG who was in both of the units’ two previous deployments to Iraq. He said he feels good about going back for the third time because he thinks the Marines have done a lot of good for the Iraqi people. During his previous deployments, the unit helped supply schools with needed materials and resolved a fuel supply crisis, he said.

“We’re received well, because we’re helping repair the infrastructure,” Tompkins said. “I feel good about going back. It’s a good thing to do.”
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Fort Bragg Troops Are On a Goodwill Mission in Africa

By Kevin Maurer, Fayetteville Observer, 6 August 2006

LAMU DISTRICT, Kenya — The United States is waging an unconventional war against terrorism in Africa, and the weapons of choice are new schools, free medical clinics and clean wells.

The commitment isn’t small. The U.S. military has about 1,500 service members in the region and spends $20 million a year to sustain them. That doesn’t include more than $10 million set aside for projects.

The strategy is working for short-term projects, but a cumbersome bureaucracy and a force overloaded with rear-echelon troops bog down the larger ones and slow progress.

Some analysts even wonder whether this third front in the war on terror, as proponents like to call it, is even necessary.

When Sgt. 1st Class Sam Metzger and his Fort Bragg civil affairs team drove through the Kenyan town of Mokowe for the first time in April, garbage was everywhere.

There were plastic bags in the trees, drink cans in the ditches, and blowing paper was everywhere.

“It was disgusting,” said Metzger, a team sergeant with the 96th Civil Affairs Battalion.

But Metzger saw an opportunity lying among the waste.

He armed five local crews with rakes, large cans and carts. The Kenyans cleared and burned 120 cubic yards of trash. The team spent $2,000 on a dozen steel garbage cans and several donkey carts to haul them to a burn pit.

The simple, one-day cleanup instantly changed the town’s attitude toward the soldiers.

“We’re used to only hearing about American soldiers fighting,” said Ahmed Hassaan, a clinic administrator in Mokowe. “They are friendly. We appreciate it. We like them to come here.”

The Mokowe cleanup project was the U.S. mission in the Horn of Africa in microcosm: Improve the lives of the people to win their appreciation and keep them away from Islamic extremists.

The mission of the Combined Joint Task Force Horn of Africa is preventive: Somalia, a chaotic Muslim country, sits on the tip of the horn, and the Bush administration fears that radical Islam there will spill into neighboring Kenya, Djibouti, Ethiopia and Yemen. That’s less likely if people in those countries have seen U.S. soldiers helping them.

“We are trying to improve the quality of life of the people we interact with,” said the task force commander, Rear Adm. Richard W. Hunt. “We are going to build as much stability as we can where we can.”

The civil affairs soldiers, who are trained to work with civilians and manage humanitarian projects, are the frontline troops in the task force efforts. Some of them say they feel handcuffed by delays.

Metzger wanted to make a trip in July to replace the floors at a school in Kenya. The project had been approved a month earlier, but he still didn’t have the cash for it.

“We can’t go up to the town empty-handed,” Metzger said.

With most bigger projects waiting for funding or supplies, Metzger turned his attention to an 11-day medical mission planned for Kenya’s Lamu District.

In early July he was pounding his way across Manda Bay to Lamu with Jafar, his hired boatman, at the helm.

Metzger was on his way to the island to meet the police chief and discuss plans to bring in U.S. military doctors from the task force’s headquarters in Djibouti.

The greenish water of the bay was choppy as Jafar, a 24-year-old Kenyan who has lived on the water most of his life, deftly guided the Blue Marlin through the main channel, dodging fishing dhows.

Lamu’s white stone buildings eventually appeared ahead, clustered on a hill like a row of jagged teeth.

The town, in pirate-infested waters 70 miles south of Somalia off Kenya’s Swahili coast, is a center for Kenya’s Muslim population.

Metzger’s team has focused its efforts in the area because villages closest to the Somali border have reportedly been a training ground for terrorists, including the bombers who attacked the American embassies in Kenya and Tanzania in 1998. The suicide attack on the USS Cole in a Yemeni port followed two years later. All of the bombings were attributed to the al-Qaida terrorist network.

The attacks and a disintegrating Somalia, which has become practically a free-fire zone for tribal militias, are part of the reason for the Horn of Africa task force.

Some analysts wonder, however, whether the Horn of Africa poses enough of a threat for the level of response the task force represents.

Gilbert Khadiagala, a former professor at Johns Hopkins University’s School of Advanced International Studies, said the U.S. effort might have done more good several years ago.

“Beyond Sept. 11, there has been stability in the region,” Khadiagala said. “I doubt there are many terrorists in Somalia to require a task force.”

Lamu, where Metzger and Jafar docked the skiff, was founded in the 14th century. For centuries, the island was a hub for trade, including slaves, between the Arabian Peninsula and Africa. Today, most of the city’s residents are an ethnic mix reflecting years of contact across the Gulf of Aden.

The city is almost exclusively Muslim, but crowded among the veiled women are scores of Western tourists.

When Metzger landed, the main dock area was crowded with boats, workers and foreigners. The city’s main street is behind a sea wall broken here and there by stone steps.

Near the water, street vendors sell jewelry and other trinkets. Cafes offering Swahili food, and hotels with bayside views cater to the tourists. Europeans mix with Muslims and Rastafarians along the narrow streets.

But a few blocks from the waterfront, the streets are choked with garbage. Beggars accost anyone who appears to have money, and the smell of rotting fruit is pervasive.

The daily bustle of the town is slowed by the chanted Muslim call to prayer that echoes through the stone streets.

Metzger moved through the city with a smile on his face, embodying Lamu’s hakuna matata attitude. The Swahili phrase, which means “no worries,” isn’t just the creation of a Disney movie.

Everyone seemed to know Metzger. Every few steps people, including veiled women with henna tattoos, stopped him to say hello or try to sell him something.

Civil affairs is essentially about building relationships, a skill that Metzger has in abundance.

Metzger, who goes by Sammy to everyone from officers to local officials, is intensely likeable.

He also has a lengthy military resume. He is just 36, but he made a combat parachute jump into Panama with the Rangers in 1989 and served in the 82nd Airborne Division and as a Ranger instructor.

But Kenya is not a war zone.

On missions, Metzger looks more like a tourist on safari than a soldier. On his visit to the police chief, he wore tan shorts, hiking boots and a white shirt with an African print. His 9 mm pistol was concealed.

The Lamu police station is a short walk from the waterfront up a steep hill. The police complex is made up of several squat, white, concrete buildings connected by breezeways. Policemen in khaki uniforms and black boots nodded to Metzger when he walked up.

He was ushered into Chief John Kaman’s office. Metzger told him that his team was expecting close to 2,000 patients over the two days the medical clinic would run in Lamu.

Kaman, who speaks English with a British accent, said he would be glad to provide a couple of officers to help with crowd control.

“We can have some ownership on our side,” the police chief said.

Lamu has a clinic built by the Saudi government, but it is understaffed and has little in the way of medicines or supplies. Kaman hopes that Metzger can offer something that will make a difference.

“It has to have a lasting effect,” he said. “The life expectancy here is certainly low because of treatable diseases.”

As Metzger smoothed the way for the medical mission in Lamu, he was alone. His teammates were scattered.

Metzger’s team leader, Capt. Shannon Way, was on leave. Staff Sgt. Joseph Dewberry, the medic, was in Nairobi working on getting medical supplies. And the team engineer, Staff Sgt. Brannon Swygert, was stuck in Djibouti trying to reconcile the team’s accounts and draw more money for projects.

Almost all of the Horn of Africa task force stays at its base, a sprawling tent city near the airport in Djibouti. Camp Lemonier, a former French Foreign Legion post, houses more than 1,500 sailors, soldiers, airmen and Marines.

The task force is a mix of units: civil affairs teams, well drillers; two infantry companies that can provide security when needed and train African soldiers. Most of the task force fills support roles for about 200 people who work outside the base on projects or training foreign militaries.

The Pentagon calls the Horn of Africa a combat zone.

But it bears about as much relation to the dangers in Iraq and Afghanistan as Busch Gardens does to Europe.

At the base, service members enjoy creature comforts, including a huge dining hall that serves ice cream and baked desserts, a movie theater, a coffee shop and a gym with a swimming pool. The staff works half days on Fridays and Sundays and has nights off.

Some soldiers are frustrated that so many are back at the base while seemingly so little is being accomplished.

“This place is a fraud, waste and abuse case,” said one officer, who asked not to be identified.

The soldiers who work outside Djibouti don’t like making trips back to the base. They say it means getting caught in the bureaucratic buzz saw. When Swygert went to the camp to balance the team’s books, he ended up being stuck for three weeks.

A chart in the team’s tent in Kenya tracks proposed projects. Most are far behind. Most of the projects the team has completed were started by previous teams.

“It will be the same for us,” Metzger said.

A project takes a circuitous route from idea to action. The team must first nominate it to the staff’s “J-4,” or logistics office. The civil affairs soldiers then make an assessment of an area — what needs to be done and how much it will cost — and write up a proposal.

The proposal is sent to Djibouti to a naval officer, who is likely not trained in civil affairs. He reads it, travels to the site, and only then decides whether it should proceed.

Hunt, the admiral in charge of the task force, knows the process is not moving as fast as it could. He said he has instructed his staff to look at past and present projects in hopes of streamlining the process.

He wants to get future projects under way in no more than a month.

Lt. Cmdr. Michael Supko, who created and oversees the project process, said scrutiny is needed to make sure money is not being wasted.

“We are talking about millions of taxpayer dollars,” Supko said.

The task force has a little more than $10 million for aid projects.

“What we are talking about are taxpayer dollars. Is the system efficient? No,” said Theresa Whelan, deputy assistant secretary of defense for African affairs. “I am sure they are not getting the money as fast as they want it. Are there ways to improve the process? Maybe there are.”

Supko is interested in projects that capture attention. As he sees it, the task force is not building a school. It is building good public relations. Can he get the host nation’s military, government officials and national media to the school opening? If not, he is probably not going to approve the project.

“What you are looking for is change,” said Supko, a naval project manager. “It is not intended as a gift.”

The process and the results have critics, from within the task force and from academics who have studied the region.

Many of the civil affairs soldiers said even when projects are approved, they are often in the wrong place or aren’t needed. Many of the approved projects, including several wells in Ethiopia, were either poorly sited or could not be maintained.

“They don’t know how to go about it and they end up doing it wrong,” a senior civil affairs soldier said.

“(The staff) are going out there with fish all day long. We are down there to teach them how to fish.”

David Shinn is a former U.S. ambassador to Ethiopia who teaches political science at George Washington University. He said all projects must be sustainable.

“You can go in and do a program, but what happens three years later? You’re going to have a lot of unhappy folks in two or three years when things are breaking down,” Shinn said.

Princeton Lyman, a senior fellow at the Council on Foreign Relations and its director of Africa policy studies, questions whether the task force can have a lasting benefit.

“They were making friends, picking up intelligence.

That kind of action doesn’t hurt, but it doesn’t build up long-term development,” Lyman said. “It is a large force for what seems like a limited outreach operation.”

Khadiagala, a native Kenyan, thinks the task force has little effect in the region. The countries in which the task force is operating aren’t paying much attention, he said, because they have other problems they are more worried about.

Whelan, the deputy assistant secretary of defense, agreed that the Horn of Africa is not at the top of the U.S. priority list.

“It is not at the bottom either,” she said.

The task force was created as a preventive measure.

“You only have a sense of what you are achieving over time,” Whelan said.

The mission is making progress based on how the task force is received by the nations on the horn and the lack of terrorist activity in the region and the improved training of the African soldiers, Whelan said.

The road to Mpeketoni cuts through lush forest and grassland. The dirt track is marred by huge potholes that turn into mud pits when it rains. Troops of baboons, their dark eyes and long snouts poking out of the grass, watch the dirt road and occasionally large waterbuck and kudu graze nearby.

A few wooden huts sit miles from any town. Cut out of the bush, most have a garden and a small pen with goats and a few chickens.

“Do you know why they live in the bush?” Metzger asked. “Because they are OK with it. Only since the creation of Western civilization have these people become destitute.”

Metzger was on his way to meet with doctors and administrators about the medical clinic, which would be moving here from Lamu.

Mpeketoni is one of the larger inland towns, with about 30,000 residents. Metzger’s team has visited it only once, and he wanted to meet people before bringing in the team of doctors.

Here, the evidence of poverty is more apparent than in Lamu. The main square is cluttered with litter and broken-down cars. Few of the town’s concrete buildings are more than one story.

Metzger found the town administrator at the police station. At first the administrator, Benjamin Nzuki, was startled.

“I know. This crazy mzungu is here,” Metzger kidded him, using the Swahili word for white man. “In three days, I am bringing more people, and we would like to do a medical camp at your clinic.”

Metzger said the team would spend two days seeing patients. Veterinary services also would be provided.

“We are going to help your doctors treat more people than they usually do,” Metzger said.

Like Kaman, Nzuki was eager to help.

“I am sure whatever you do around here, the local community will give you support,” Nzuki said.

The brief meeting led to a tour of the town’s clinic.  John Gikonyo, the chief clinician, said it sees about 100 patients a day.  The hospital, built by a Danish relief group, is impressive. But much of the medical equipment is still in its Bubble Wrap and has never been hooked up.

Metzger promised Gikonyo the doctors would help him get the equipment working.

“This is excellent,” Metzger said. “We’re going to have a good time.”

Three weeks later, the medical tour was complete and Metzger’s frustration had been at least temporarily put aside.

Over 11 days in July, American doctors treated more than 3,000 people for more than 6,500 ailments.

Metzger said doctors saw 600 in Lamu the first day. He saw people being helped — people who knew the help was coming from the United States.

It was a short-term victory. But the question remains whether it and the other work the Horn of Africa task force is doing will translate into long-term success.
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China’s Cyberwarriors 

By Mac William Bishop, Foreign Policy, August 2006 

Many cybersecurity experts in the United States and Taiwan worried when Microsoft provided the Chinese government with access to the source code of its Windows operating system in 2003. Their fear was that access to the code would make it easier for China’s People’s Liberation Army (PLA) to develop and carry out new information-warfare techniques.

A recent series of cyberattacks directed against targets in Taiwan and the United States may confirm that “those fears now appear justified,” says a Taiwanese intelligence officer. Taiwan and China regularly engage in low-level information-warfare attacks. But the past few months have seen a noticeable spike in activity. “‘Blitz’ is an accurate description” of the recent attacks, says the Taiwanese security source. “It’s almost like . . . a major cyberwar exercise.”

For many years, observers believed that the balance of cyber war power was tipped in Taiwan’s favor. It has a sophisticated information-warfare program under the control of the Communications, Electronics, and Information Bureau. But China is quickly closing the gap, experts say. In particular, the PLA has been very effective in developing a cadre of young hackers. Information warfare “will be crucial in the opening phases of [any] military offensive against Taiwan, knocking out the communications infrastructures that could be part of the defense strategy,” says Gary Rawnsley, who heads the University of Nottingham’s campus in Ningbo, China, and is a leading expert on cross-strait cyberattacks.

The recent attacks appear to be an attempt by China to take advantage of an ongoing political crisis and a series of government corruption scandals on the island. In addition to “hard” attacks, such as information theft and viruses, China’s current information warfare is angled more at disinformation than at actual disruption of Taiwanese technical abilities. In early June, for instance, hackers were able to electronically send a series of fraudulent press releases that appeared to originate from Taiwan’s Ministry of National Defense. Hacking, after all, is as much about psychological warfare as it is about crashing the grid.
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Information Warfare

From Times Now (India), August 13, 2006

In this era of high tech warfare when the threat of terror looms large, the armed forces and intelligence agencies want hacker-proof computer networks. The government plans to create a Defence Information Warfare Agency to safeguard sensitive plans. 

Tanks racing through the Thar Desert, the roar of fighter jets swooping down on the enemy; these are scenarios the army has always trained with. But there is a new enemy, he wears no uniform, doesn’t even wield a weapon, but is dangerous all the same. A computer hacker can wreak havoc with India’s defence preparedness, especially in these days of information and network centric warfare. 

But the government is awakening to this threat and these papers detail a slew of measures to deal with this unseen yet potent threat. 

Cyber Warfare 

The Defence Ministry is all set to establish the Defence Information Warfare Agency, which will be responsible for information security in the defence and intelligence agencies. 

The National Technical Research Organisation is tasked with stopping attacks on Indian computer networks and also, plan cyber attacks against enemy computer systems during war and the home ministry is going to create a full time Psychological Operations task force to break the will of the enemy during wartime. 

K. Santhanam, Defence Analyst, says, “It’s a cat and mouse game. The activities and functions of agencies external to India, who are interested in items of national security importance, would continue to exert themselves to reach the code book so that decryption becomes easier. Investments have to be made, human resources have to be identified. It’s not as if you can get any intelligence analyst overnight. These are grown.” 

In modern warfare, computers are a part of the nervous system of the armed forces and cyber attacks can be deadly. These new organizations will provide a modicum of security and safety.
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Leaders Show Fear of Media’s Power (opinion)
By Frank Calzon, Miami Herald, 14 August 2006

Having dithered for years about the cost, efficacy, means and impact of uncensored broadcasting to Cuba via TV and Radio Martí, the Bush administration finally took the steps needed to overcome jamming and successfully broadcast directly into Cuba.

What was the reaction of Gen. Raúl Castro, now in control of the island as his brother Fidel recuperates in an undisclosed location? He ordered enforcement of a long-ignored ban on satellite-dish TV antennas.

After all, the BBC, Radio Free Europe and Radio Liberty fed the aspirations for freedom in Central Europe throughout the Cold War. Raúl and Cuba’s generals will have none of that manna filling the airways and falling into living rooms in Havana or Santiago. What’s more, Cuba has considerable international support for its fears and loud denunciations of “subversive, counterrevolutionary” television and radio programming—from the North Korean, Chinese, Burmese and Belarusian governments, none of which want their people exposed to the danger of uncensored broadcasting.

Where is CNN founder Ted Turner when America really needs him? It was Turner who wooed Fidel Castro and won approval for CNN to open a news bureau in Cuba. In the two decades of its operations, the only Cubans getting a peek at its broadcasts are those making beds and cleaning rooms in hotels reserved for international tourists, but that’s another story.

Total control

Since opening its Havana news bureau, CNN has become a subsidiary of Time Warner. But if Turner is not available, who will persuade Raúl that homemade, or assembled, satellite dishes pulling in Mexican soap operas really pose no great danger to a Cuban government that claims the overwhelming support of its people?

The Castro brothers control Cuba’s newspaper, magazines and every TV and radio station. For years the Castro regime has been jamming competing broadcasts from the United States. Now that the United States has employed the technology necessary to overcome the jamming and a growing number of Cubans have built (and concealed) satellite dishes, Raúl and his generals are outraged. By all accounts they’re ready for a search-and-destroy operation that quite possibly will send those tuning in off to prison.

Of course, if the Castro brothers weren’t so fixated on what the U.S. beams at Cuba, they might recognize that—if satellite dishes were legal and readily available—Cubans might choose to watch Al Jazeera, TeleSur and similarly progressive international networks that from time to time remind their viewers about the achievements and advantages of living under Stalinist-style regimes. Indeed, that is the trouble with freedom: It’s so, well, free.

To be sure, the Castro brothers understand better than most Americans the power of broadcast media. In the late 1950s when Castro revolutionaries were hiding in the Sierra Maestra, Fidel Castro’s Radio Rebelde was extremely influential in generating opposition to the Batista dictatorship in Cuba as well as abroad. Fidel Castro describes U.S. broadcasts aimed at Cuba as “electronic warfare,” and despite great shortages of virtually every staple and luxury of life in Cuba, government helicopters used to jam U.S. broadcasts have never lacked fuel or spare parts.

North Korean model

During the long Cold War, West Germans and East Germans received TV broadcasts from across the Berlin Wall. Hungarians watched Austrian TV. Lithuanians and others watched TV from across the Gulf of Finland. What irony that while Cuba’s “maximum leader” remains in a hospital, his brother and the other generals in charge—at least temporarily—worry less about an American invasion than the “destabilizing, subversive” broadcasts of Mexican soap operas and American TV news.

For the world outside Cuba, there is still no evidence that Raúl Castro, Fidel’s chosen successor, has it in him to introduce any democratic or economic reforms—even if Fidel dies and he takes complete control.

The Cuban government appears far more comfortable with a North Korean model of successive repression. That is not irony; it’s Western Hemisphere tragedy.
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A Portable Hacker Helper 

By Kelly Jackson Higgins, Dark Reading, 11 August 2006

AUGUST 10, 2006 – Immunity, Inc. has built a new hand-held penetration testing tool that resembles a PDA, enabling penetration testers to crack enterprise defenses without raising as much suspicion as they did with laptops. 

The Linux-based Silica tool—slightly bigger than a SideKick PDA—will ship in October, says David Aitel, CTO of Immunity, who announced the tool today on his message board and on Immunity’s Website. “The idea is that you [the pen tester] can put it in a pocket and walk around and do what you need to do,” he says. Silica supports 802.11 and Bluetooth wireless, as well as a USB connection to Ethernet LANs. 

Lugging around a laptop can be tricky for penetration testing and social engineering firms, which often make clandestine visits to their clients in order to test their defenses.

“Rather than [carrying around] laptops, being mobile and moving freely is a big deal, especially when you’re trying to punch a hole in a guy’s network,” says Steve Stasiukonis, vice president and founder of Secure Network Technologies, which performs pen testing and social engineering services. “[Clients] start to wonder why you’re in the parking lot all the time,” especially when you have to charge a laptop with a dead battery, Stasiukonis says. 

Silica is a mini, hardware-based version of Immunity’s Canvas penetration testing software, which ships with a variety of exploits and vulnerabilities. Canvas competes with Metasploit, a popular, free penetration testing tool. (See Metasploit 3.0 Makes Splash at Black Hat.) 

“With the ability to put Canvas in the palm of your hand, you can do things like sit at Starbucks next to the CEO you’re pen-testing,” says Aitel. 

Canvas can accomplish some of the same exploits with a laptop and wireless card, “but it’s difficult to hide, and you’d look like a big dork walking through the room with it,” Aitel says. 

Silica also lets a pen tester plug into a USB port, ostensibly to copy a file but also to do other types of pen-testing on the sly. It currently uses Canvas exploits but will eventually do Bluetooth attacks as well, Aitel says. 

Silica can automatically scan all machines on a wireless LAN for file shares and downloads, Aitel says. It also can automatically penetrate a machine and make it connect via HTTP/DNS to an external listening post based on Immunity’s Canvas Professional. A pen tester could even leave it on a user’s desk, where it can hack into anything, he says. 

Immunity hasn’t yet set pricing for Silica, and the product is still in beta.
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On Winning Hearts and Minds 

By Brig. Gen. Huba Wass de Czege, Army Magazine, August 2006

For American and allied statesmen and generals, winning the complex contests of force of this century, whether they involve warring, policing or both in combination, will increasingly depend on winning the hearts and minds of two different groups of people—those at home and those among whom such contests are waged. This will be true whether the contest is with another state, as those in the recent past with Panama, Haiti, Serbia, Afghanistan and Iraq, or with violent political movements, such as those being encountered in Afghanistan and Iraq today. Statesmen and generals cannot ignore the will of their own polities, and in modern times it has become increasingly prudent to court the people on the other side as well. Populations, friend or foe, can help or hinder. And installing a new government or supporting the counterinsurgent efforts of an ally under siege will require the patient support of the home population and the help of the governed abroad. While this is really an ageless problem, many challenges of winning hearts and minds are unique to our time. Consequently, 21st-century military doctrines must be built on a deeper understanding of how human beings think and how ideas are propagated through societies. The purpose of this article is to introduce some rigorous new ways to think about the art and science of winning hearts and minds. 

We will have to reframe the way we go about doing it and will need ways to make our messages contagious to the specific people whose support we seek. We will have to identify the few key people necessary to transform the message into an epidemic mass movement, and we will need to be mindful of and shape the environment into one that will propel rather than choke off the epidemic. This suggests not 20th-century, industrial age, centralized, homogenized and mass-produced approaches, no matter how high-tech and glitzy, but localized, nuanced, decentralized, grass-roots-up and highly focused approaches that concentrate resources on a few key areas. This is what the winners in the 21st-century marketplace are doing, and this is what statesmen, generals, colonels, majors, captains, lieutenants, warrant officers, sergeants, corporals and privates will have to do together in the complex contests of force we now face. 

In the 20th century, the strategic aim of conquest was to replace hostile regimes with independent ones—not colonies, but responsible partners in the international system. Such wars imposed huge reconstruction costs on the victors. In the 21st century, powers have become more sensitive to these costs from the outset. They enter war with rules of engagement that try to balance military necessity and political objectives. The notion of winning the hearts and minds of the citizenry, however, is not yet central to early war planning, and seems to occur most often as an afterthought. The experience of the many complex contests of force of this century suggests giving primacy to this effort, as the logic of proper backward planning would suggest. 

Successful 20th-century insurgents and counterinsurgents took into account the socio-political effects of their actions on the general populations of the country being contested, and 20th-century warfare among nation-states could succeed without undue concern for the hearts and minds of the people either at home or in the enemy country being “liberated” from tyranny. Citizens of 20th-century democracies, like the United States, Great Britain and France, might debate long over whether to go to war, but once duly constituted authorities took that step, all but a few citizens united behind the effort. Patriotic peer pressures, even in democracies at war, were so much greater then than they are today. It was considered high patriotic duty to trust the national leadership and unify to avenge the wrongs that caused the war. Few citizens had personal contacts in the enemy country. Those who did, especially if they had kin there, were suspected of divided loyalties. In the World War II United States, most ethnic Japanese spent the war in internment camps. For most citizens, the enemy was a distant, strange and dehumanized abstraction. 

Once people were mobilized for war against an enemy country, there was little differentiation between the enemy regime and its citizens. In fact, citizens were considered complicit in whatever wrongs were committed. This was particularly true of the two world wars. The Geneva Conventions and the Law of Land Warfare were the only constraints on the treatment of noncombatants by the military. Some national armies were more scrupulous than others, but many millions of noncombatants were killed, injured or maimed as a normal consequence of industrial age war machines, especially in Europe and Asia. Rules of engagement for soldiers, sailors, airmen or marines were rarely stricter than these conventions required. 

A phenomenon now commonplace was then only in its infancy. During the long war in Vietnam, while Americans were attempting various ways to win the support of the populations in South Vietnam and counter the will of those in the North, the Communist Vietnamese were trying to win the support of Americans at home as well as turn world opinion against the American effort. 

For several significant reasons the enemy is now a far less distant, strange and dehumanized abstraction. It is more commonplace to differentiate between the enemy regime and its citizens, and the contest for hearts and minds has become a crucial, many sided and complex contest. These trends will continue. The most significant reasons for these changes came about as recently as the last decade of the 20th century. They have the potential to bring about surprising political change at pandemic speeds and proportions.

Global satellite, wireless and fiber optic cable technology expanded the scope, intensity, intrusivity and quality of global media coverage. Distant newsworthy events and problems are no longer dehumanized abstractions. Human suffering is recognizable globally for what it is. All sides have rapid access, the ability to capture the attention of billions of people and the savvy to spin their messages in their own interests.

When Cold War barriers fell, personal contacts and business with another one-third of the human race became possible. The population behind the Iron Curtain was educated, sophisticated and eager to reach across the former divide. The Internet provided a way for people of similar interests to form virtual communities regardless of geography or kinship. 

The resulting global transparency and the new technical capabilities that facilitate it have intertwined people’s lives radically. This is very apparent in how people make their money, spend it and invest it for retirement, especially in the United States and the most developed democracies in Europe and Asia. (Closed tyrannies are the least affected.) In an increasing number of modernizing countries with open economies and improving governance, the economic enterprises that pay salaries and dividends sell globally, buy materials and services globally, draw investment funds globally and invest their retirement funds globally. Global supply chains mean a wider variety of products, at increasingly lower cost for equivalent quality for virtually all households. 

The full political implications of all this are far from clear, but this much is discernible: communities of interest cross national boundaries much more easily and extensively today than in the 1960s when the disaffected anti-war movement in the United States communicated with the Communist Party in Vietnam. During the war between NATO countries and the Serbian Slobodan Milosevic regime over genocide in Kosovo province, many of the most educated Serbs, those of the budding middle class of entrepreneurs and technicians, were more interested in economic development and the dream of eventual political and economic integration with the regime’s enemies than in supporting their national leader. The precise destruction by NATO aircraft of property and the economic infrastructure as well as the threats to their safety caused many Serbs to rally to their natural internal enemy, the nationalist tyrant. In many instances in the future, current trends will favor the developed democracies in transnational transactions.

It will be increasingly important to identify and take into account such transnational affinities. At a minimum, one should not antagonize potential allies needlessly, and military planners have increasingly come to recognize this. Rules of engagement have become more specific and of greater strategic importance. Even when soldiers engage in warfare with other states, they may also make war against stateless allies of the enemy state while they cooperate with some social groups or communities within it, compete with some and maintain neutrality with others. 

Population densities are increasing everywhere, especially in underdeveloped and failing states. Knowledge of social dynamics and the cultural mosaic will matter more. What “the people” think, the decisions they make and the actions and mass movements that flow from them will matter more. In fact, success in war will hinge on the ability to influence the decisions of various audiences to support or impede one side or the other. Similarly, success in policing operations, which I wrote about in my last article in ARMY Magazine (July), will depend greatly on influencing various groups to trust their present security and future prospects to the governments we support rather than to extended families, clans or tribes that make their separate accommodations with violent political movements or organized crime. 

While it was never easy and Americans rarely mastered it, winning hearts and minds will be more difficult than ever in this information age. There will be no whispering to the home audience without adversaries also listening in. There is more than one people to win or keep neutral. Often there are several peoples with competing agendas, and they all are listening no matter to whom your message may be directed. The people today are much more savvy than those in 20th-century wars. Thus the message has to be far subtler, and the messenger cleverer. Crude and broad appeals are more inclined to backfire. Not only will unsubtle kinetics tend to drown out soft power maneuver and information operations, but even necessary security measures that inflict short-term pain for long-term gain may be impossible to implement (for example, British Gen. Templer’s strategic hamlet program for Chinese squatters during the Malayan emergency).

Finally, there is the problem of clutter. People the world over are becoming immune to high-tech communications and clutter at the very time we in the services are becoming more seized with the need to maximize our high-tech communications advantages and sophisticated information operations. People overwhelmed with new forms of communications tend to pay less attention to it. In a crisis, people are less likely to heed the advice of a stranger, even when that stranger speaks to them in the privacy of the home while safely surrounded by family and friends. We will need to engage people during crisis and cause them to change their behavior. That will remain a tall order.

The good news is that the science of how people think and how social groups are influenced is advancing, and two books by Malcolm Gladwell, Blink and The Tipping Point, make that science readily available to those of us whose predominantly hard science precommissioning education kept us away from such soft sciences. 

In The Tipping Point, Gladwell shows us why epidemics are useful metaphors for shaping our thinking about winning hearts and minds. His ideas should affect every thinking military professional with a message to peddle (“surrender to me”) or a campaign to promote (“support a new democratically elected government”). In fact, his ideas should shape the way we all look at every military operation in the 21st century. 

This notion of a tipping point seems to apply to social phenomenon particularly. Ideas pass a certain point in popularity or acceptance and then they tip. 

We assume, intuitively, that neighborhoods and social problems decline in some kind of steady progression. But sometimes they may not decline steadily at all; at the tipping point, schools can lose control of their students, and family life can disintegrate all at once.

What was gradual arithmetic progress or stasis before, suddenly changes at a dramatic geometric rate. Anyone who has ever been in a combat unit that has panicked, or observed it in the enemy force, has witnessed a virtual epidemic of fear seize the previously brave. It can happen incredibly fast and unexpectedly. Historians have highlighted the dramatic collapse of France in May 1940. We have all stood by as the former Soviet Union collapsed rapidly and inexplicably. Some recently had a hand in the rapid collapse of the Taliban in Afghanistan and the Saddam Hussein regime in Iraq. Many have firsthand experience of the surprising and rapid rise of violent resistance in Iraq. What Gladwell says about tipping points should not surprise us. It is useful to know how and why they occur. 

One of Gladwell’s examples is the dramatic drop in murders and other serious crimes in New York between 1992 and 1997. 

In 1992, there were 2,154 murders in New York City and 626,182 serious crimes, with the weight of those falling on places like Brownsville and East New York. But then something strange happened. At some critical point, the crime rate began to turn. It tipped. Within five years, murders had dropped 64.3 percent to 770. In Brownsville and East New York, the sidewalks filled up again, the bicycles came back and old folks reappeared on the stoops.

Gladwell points out that when something like this happens, different professions will attribute the change to different causes. Each will make a diagnosis that explains the change from their particular frames of reference, but each diagnosis will reveal causes that would explain only steady arithmetic progress, not the dramatic change in evidence. In the New York example, the police, criminologists and economists all identified different long-term trends. The puzzling gap between the scale of changes and the size of the effect intrigued him. He noted, “Humans are socialized to make rough approximations between cause and effect based on the idea that what goes into any transaction or relationship or system must be directly related, in intensity and dimension, to what comes out. We tend to think in arithmetic progression analogies, not in geometric ones. That little changes can have big effects is a fairly radical idea.” 

After examining many such social epidemics, Gladwell concludes that “ideas, products, messages and behaviors spread just like viruses do.” Epidemics of disease are a function of three things: the people who transmit infectious agents; the agent itself; and the environment in which the agent is operating. When this system is jolted out of equilibrium, it tips. Some change (and it may be very small) has happened in one or more of these areas.

What happened in New York is that the small number of people in the small number of situations in which the police or the new social forces had some impact started behaving very differently, and that behavior spread to other would-be criminals in similar situations. Somehow, a large number of people in New York got infected with an anticrime virus in a short time.

The Tipping Point answers two basic questions. Why is it that some ideas or behaviors or products start epidemics and others do not? And what can be done to deliberately start and control positive epidemics of our own? He begins by identifying the fundamental mechanisms at work: the contagious agent (or contagious idea) and the several little changes at the margin that unexpectedly have very big effects in a relatively short time. There is no reason for us to conclude that winning hearts and minds follows any other mechanism or process. 

Gladwell argues convincingly that social movements, such as winning hearts and minds, are propagated primarily by word of mouth, and, paradoxically, that word-of-mouth epidemics are becoming more, not less, important. The flood of information coming at people overwhelms their ability to make judgments. Thus they rely more and more on very primitive social contacts, traditional forms of communications and the people in their lives whom they respect, admire and trust. Among the latter there are three kinds of people who play key and very specialized roles—Mavens, Connectors and Salesmen. 

Research and experience tells us that people adopt new ideas at widely different rates. These are easily represented on a bell curve. At the near end there are a small handful of innovators or visionaries, followed by a slightly larger group of early adapting opinion leaders. Then follows the big bulge making up the early majority and the late majority. At the tail are the laggards. It is essential to understand the different motivations of each group and the fact that they do not communicate well among themselves. Visionaries want revolutionary change and are willing to take huge risks to achieve it. The early majority are pragmatists. Change must fit into the world of complex arrangements they inhabit, and they must see a pragmatic improvement. The late majority are conservative conformists. If it appears to pan out for the early majority, they do not want to be left behind. The laggards are the archconservatives. The problem is the usual chasm between the visionaries who “get it” quickly and easily with little translation, and the majority who may have trouble even making sense of the new idea, never mind finding it practical or personally advantageous. Mavens, Connectors and Salesmen together make up the bridge between visionaries and the pragmatists. The key lies in finding them and getting their help.

Some people matter more than others in the winning of hearts and minds. We are all familiar with the finding of sociologists that in most organizations, 20 percent of the people do 80 percent of the work. Studies of social epidemics indicate that most of the work is done by a tiny fraction of unusual personality types. 

All people do not pass along ideas at an equal rate. Most people live and move within a small circle of fellow workers, close friends and family. Some have more contacts to share ideas. Some few are extraordinary Connectors because their worlds are large and open-ended. They occupy many different worlds and subcultures. This is something intrinsic to their personality, a combination of curiosity, self-confidence, sociability and energy. The best way to get through a door is through a social contact. Connectors network even through weak ties or acquaintances. When an idea gets the approval of these people, many get exposed to it quickly. Connectors possess raw transmission power. They are naturally and irrepressibly social. Finding them within any community should not be difficult. They may find you. 

Mavens, the information brokers within their large networks, inordinately influence Connectors. If anyone knows who can be trusted to have sound judgment on any important subject, it will be the Connector. He will know that these people are not necessarily the people with the highest social standing in the community. Just because a person has a high social standing in a specific society does not mean that he or she is an opinion leader in a particular field of knowledge. Interests among people differ widely, and the propensity to be and remain informed on any subject is not evenly distributed. Mavens are people who are naturally intrigued by and naturally pursue knowledge about a particular subject. 

Not only are Mavens keenly interested in new knowledge about their favored field, but they are compelled to form judgments and pass them on to all who will listen. Their motivation is purely social—an automatic and reflexive desire to be informed and helpful in sharing knowledge. What makes them important is not only what they know but how they pass it along. The message “The British are coming!” was carried by a volunteer, riding on a cold night, with no personal agenda other than concern for the liberty of his peers. Gladwell concludes that Paul Revere was probably both a Connector and a Maven. As a Connector he knew exactly whom to contact in every village and settlement along the way. As a Maven of Colonial politics, it was natural that the tip-off about the possible British operation would find its way to him, and he was compelled to tell every person he saw along the route. All he needed was confirmation by the lookout and the signal of whether by land or by sea. The result was a very large turnout indeed. For years people thought that the small turnout generated by the parallel ride of William Dawes that very same night was because he passed through Loyalist areas. Not true. He was neither a Maven nor a Connector. 

Finding Mavens is more difficult, unless you set Maven traps, as savvy businesses do. The cost of finding and converting these rare people is well worth it. Such traps usually involve a special offer of information on their favorite subject.

Mavens, however, are not persuaders. For social epidemics to start, some people, including the groups identified by studies as early adopting and early majority types, have to change their minds and be persuaded to actually do something. Salesmen have the specialized skills to persuade those who are unconvinced by the messages they hear. A few persuaded Salesmen are essential to starting a hearts and minds epidemic.

Who are these Salesmen, what makes them so good and how do we recognize them? Studies show that Salesmen have a kind of natural exuberance, honestly love helping people and are particularly gifted at making rational, clearly articulated and cogent arguments. To be effective, they have to believe in what they are selling. What separates a great Salesman from an average one is the number and quality of answers to objections commonly raised, and the ability to judge what kind of responses work best with what kinds of people. But there is one more vital factor that makes great Salesmen. They can build a level of trust and rapport more quickly and credibly than others and when they sell something they like or believe in, their nonverbal cues, like smiles and nods, communicate powerfully. 

When a Salesman sells, there is no ambiguity in the presentation of the message or its delivery. When two people talk, what really happens is an elaborate and precise dance. Beyond talking and listening in turn, each partner underscores words and meaning with facial expressions and hand, arm and body movements while the other responds in kind and in rhythm. These forge a bond or not. Salesmen have more mastery over this reflex than others. Research reveals that they can draw people into their own rhythms and dictate the terms of the interaction. Research also reveals that an elemental communication among humans is to naturally imitate emotions of support and caring. Emotions are shown to be contagious. Some people are better at sending emotions than others and are thus more influential than others. All such subtle nonverbal cues and communications are as important as verbal messages, sometimes more so, especially when this person is known, loved and trusted already. 

Salesmen should not be difficult to recognize in any community. They are the likeable people who exude charm, enthusiasm and that recognizable something more difficult to put your finger on. They are naturally energetic positive thinkers. And, as the example of Paul Revere illustrates, sometimes one person can be more than one of these valuable types of people, but these will be very rare.

But the most important point for soldiers and marines engaged in the current deadly struggles for hearts and minds is that all contenders will vie for the allegiance of the few Connectors, Mavens and Salesmen in every rural village and urban community. The importance of knowing the people among whom these struggles are waged boils down to finding and converting these few. 

To start an epidemic, Connectors, Mavens and Salesmen have to have a memorable message to pass on. As much as we would like to believe that the inherent quality of ideas makes them contagious, Gladwell’s research reveals that small and seemingly trivial things make messages stick. 

Not only do epidemics tip because of the extraordinary efforts of a few select carriers, but also because something happens to transform the epidemic itself; the strains change to become more resistant to people’s immune system. An idea becomes more appealing to a target audience. Research indicates that there are specific ways of making a message memorable, such as relatively simple changes in presentation and how the information is structured. Gladwell argues that for messages to have the maximum impact on all their intended audiences, inordinate efforts will be required to ensure that busy practical people of a culture foreign to ours not only hear and remember what we are saying to them, but find it attractive enough to take certain risks to act as we desire. We cannot assume that this will be easy or self-evident, because contagiousness is often an unexpected property.

Conventional advertisers believe in speaking loudly and often enough—the rule of six hearings—to make a message memorable. They wage war on competing clutter with humor, splashy graphics and celebrity endorsements. Such methods are less effective than it is believed, and they are often impractical in a combat zone. Worse still, such tactics can also alienate or invite ridicule. 

A combat zone has its special kind of clutter. Some of those who are clamoring for attention have hostile intent. This is the first hurdle to overcome before any community will even listen. More on this in the discussion of shaping the context. 

To start a hearts and minds epidemic, the message must have five essential qualities. First, it must be credible. Americans, Pushtun villagers and Sadr City residents will not find the same truths equally credible. An incredible message may be true, but it will not be entertained seriously. And as much as we would like to spin a purse out of a sow’s ear, such attempts generally backfire. Therefore, second, the message has to be verifiable locally and by the intended audience. It is essential to think through how local people can verify it. Third, it must be understood in the way it was intended. Local testing for this quality is vital. Fourth, the message must apply to people personally and concretely, not abstractly. For instance, how will supporting this election process at this time affect their lives? And finally, how they can act on it in their local community must be unambiguous. Localized and clearly conveyed instructions are essential. 

All this sounds like common sense, and it is, but following such rules without shortcuts is difficult and rarely done. What makes sense to one cultural community may not to another. Cross-cultural communications and communicating with several different cultural communities at once can be very tricky. It takes patience, persistence and some trial and error; however, small and seemingly trivial things make messages either contagious or counterproductive. And then there is the competitive nature of the contest when the opposition is not bound by truth in advertising rules. In fact, to win, all he has to do is cause you to fail. 

Epidemics are sensitive to the conditions and circumstances of the times and places in which they occur. In fact, studies have proven that people are extremely sensitive to context. They respond to signals in their physical surroundings and take cues from their social environment. 

James Q. Wilson and George L. Kelling are authors of the so-called broken window theory. They say that features of our environment provide a strong impetus to act a certain way. While we tend to explain behavior in terms of personal attributes, the truth is that a troubled person may be tipped toward crime by something as simple as everyday signs of disorder like trash in the streets or graffiti. These send a strong signal that says, “No one cares, and no one is in charge.” 

When the crime epidemic in New York City was turned around, key city leaders believed in this theory and put it into practice. Many now believe that in addition to the other positive changes at work, the vigorous implementation of this theory, first in the subway system and then generally throughout the city, tipped the rising crime wave dramatically. 

Often it is within our power to change the signals that invite crime or dysfunctional behavior in the first place. The principle is to begin somewhere and show steady, inexorable progress. In New York, officials began reclaiming the subway system one train and one line at a time. Once reclaimed and secured, these areas were not allowed to become unsecured again. Then they moved area by area to what they called quality of life and other petty street crimes. In the process of catching petty criminals, they also swept up perpetrators of more serious crimes. The New York authorities thus sent a clear and unambiguous message of unremitting progress and no prospect of retreat to potential criminals. 

This principle has been put to use in Iraq and elsewhere by various commanders and in various ways, within their capacity and resources. But for such approaches to work, commanders require enough resources, strong support from above and a sustained effort over time. And they must first meet the people’s fundamental expectations of any government—it must keep them safe, secure their property and facilitate their livelihood, and not just now and then, but, to a reasonable extent, always. When people fear the consequences of acting on the message being sent, it does not matter how memorable it is, no epidemic will follow.

Small, close-knit groups have the power to magnify the epidemic potential of a message or idea. This is another example of how context affects the course of social epidemics. We are all susceptible to peer pressure and social norms. Psychologists tell us that when people are asked to consider evidence or make decisions in a group, they come to very different conclusions than when they are asked the same question by themselves. The spread of any new and contagious ideology can be accelerated with the skillful use of group power.

People with an idea to sell have long realized the value of creating a community around new converts where those new beliefs can be practiced, expressed and nurtured. This is one effective way to make a fundamental change in people’s beliefs and behavior. One successful strategy for rapidly propagating a contagious message through history has been to collect the most enthusiastic followers in a particular area into close-knit societies. In this way one super Connector/Maven/Salesman, through occasional visits, can tie many groups together, while daily group dynamics reinforce basic tenets of the movement while they are away.

The rule of 150 refers to the largest number of people who can be in a close-knit group. It is supported by a concept in cognitive psychology called channel capacity, the limited amount of space in our brain for certain kinds of important social information. Neocortex size correlates with social group size in primates. The larger the neocortex, the larger average group they live in. Brains enlarge to handle the complexities of large social groups. Not only do social beings have to know everyone in the group, but they also have to know how everyone gets along and relates to everyone else. In a group of five people that makes 10 separate relationships to understand. In groups of 20, the number of separate two-way relationships to know and remember is already 190. Even a small increase in group size creates significant additional social and intellectual burdens. Scientists believe that 150 represents the maximum number of individuals with whom humans can have a genuine social relationship. Anthropological literature confirms this number again and again. In one study, 148.4 were the number of people in the villages of 21 separate hunter and gatherer societies across several continents. The size of companies of soldiers across many nations and centuries has remained steady at no more than 150. At this size, orders can be implemented and unruly behavior controlled on the basis of personal loyalties and direct man-to-man contacts. With larger groups, this becomes impossible. Beyond this number, people become strangers to each other, and division into separate groups appear, loyalties divide, disputes erupt. Smaller groups are more close-knit and share trust.

The rule of 150 has several important implications for winning hearts and minds. Below that number, people are more easily infected by the group or community ethos. Such groups are powerful incubators for ideas because people can more easily agree and act with one voice. They can also coalesce and successfully counteract the poisonous surrounding contextual influences. Unity comes from sharing a common relationship.

Groups that adhere to the rule of 150 also have one other very powerful property called transactive memory. This is more than the sum of ideas and impressions stored in individual brains, but people in close-knit groups also store knowledge about who in the group knows what about what. People create an implicit joint memory. 

Since mental energy is limited, people in such groups can concentrate on what each knows best. Truly knowing a person means knowing their skills, abilities and passions—what they like, what they do, what they want to do, what they are truly good at doing. It also means trusting someone else to know things in their specialty. This gives the Mavens in the group much more power to infect others. It’s the recreation at the organizational level of the kind of intimacy that exists in a family.

This kind of intimacy makes groups of less than 150 much more effective and incredibly efficient at adaptation and competition—entrepreneurial. Opponents in the 20th century were made up of large monolithic hierarchies. Today, there is much more likely to be many small and relatively diverse organizations loosely held together by one compelling and contagious idea. These are groups that exploit the bonds of memory and peer pressure.

As Gladwell says, “One paradox of social epidemics is that in order to create one contagious movement, you often have to create many small movements first—all headed roughly in the same direction or focused on one thing.” The important thing for soldiers and marines to bear in mind is that while this is the mechanism implacable foes and warring factions of today employ to win hearts and minds, they can employ this piece of wisdom themselves. A national hearts and minds campaign is won one clan, one village and one community of close-knit people at a time. There is no substitute for winning the confidence and trust of each of these, one by one. It has been done, but far too often once it has, we abandon the village or community altogether for another place, or the handoff to the relieving force is ineffectively done. The second try is always more difficult, by far. 

We still have much to learn about the successful application of military forces in the 21st century. We need to reframe the way we think about the world and the problems to which statesmen and generals will apply military forces. 

First, these problems will primarily be social ones. The ways we have simplified and bounded problems in the past will not be practical. And as in all military operations since Urgent Fury in Grenada, with the one possible exception of Operations Desert Shield and Storm, winning hearts and minds in support of the strategic aim will be the essential core around which operations should be planned and executed, rather than an afterthought, as even recently. The corollary to this is: all elements of national and coalition power, not only the military, should be leveraged in support.

Second, recognizing the difficulty of winning hearts and minds, there are new questions we should ask before statesmen make decisions to act. New kinds of foreknowledge become salient. 

Third, centralized and homogenized hearts and minds campaigns and approaches aimed at the population in general simply miss the target. Focused, nuanced and decentralized approaches that concentrate resources on a few key areas to do a lot with a little should replace broad brush, homogenized and centralized efforts that now do a little with a lot. But the prize is great for those who grasp these fundamental ideas because people can radically transform their behavior or beliefs in the face of the right kind of impetus.

Fourth, I have given far too little space in this article to the other side of the coin in the many sided and complex contest for hearts and minds—maintaining support of the people at home. Gladwell’s ideas serve as a useful guide for those crucial efforts as well. Nothing is as popular as success, and early success followed by steady competent progress is of course the simple and timeless formula that satisfied the democratic citizens of ancient Athens as well as those of any other free society. Such societies should be even more hesitant to launch operations on their own initiative without the essential knowledge of the challenges ahead and the means to see them through. When Athens did so during the Peloponnesian War, the mistake was fatal.

The final point is this: the science of the military art and science refers to far more than how to get accurate and lethal steel on target and how to achieve a sudden, devastating positional advantage. It includes a wide array of soft social sciences equally pertinent to getting the mission accomplished. These will require greater attention in the future without compromising standards of knowledge in the other fields.
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Photo Fraud

From Aish.com, 15 August 2006

Following link provides an interesting overview of some of the doctored photos published during the recent Israeli-Hezbollah conflict.

http://www.aish.com/movies/PhotoFraud.asp
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Mobile Phones Play Key Role in Lebanon War 

Text messages become tools of citizen journalism, fundraising, psychological warfare 

By Lysandra Ohrstrom, Daily Star, 16 August 2006 

BEIRUT: As Abbas Wehbe held up the charred body of his 10-day-old niece for a throng of onlookers after Israel’s attack on the Shiyyah district of Beirut last Tuesday night, dozens of anonymous arms extended above the crowd, straining to capture photographic evidence of Israel’s aggression on their cellular phones.

Over the course of the five-week conflict, the mobile phone has moved beyond its primary pre-war function as a means of inter-personal communication and morphed into a tool of citizen journalism, fundraising and even psychological warfare. 

Short Messaging Service (SMS) in particular has become the dominant form of content delivery. According to a report on mobile trends published in February by MTC Touch, one of Lebanon’s two cellular service providers, SMS traffic has skyrocketed over the past four years. 

In Lebanon 25 percent of the population are cellular subscribers, giving the country one of the highest mobile penetration rates anywhere in the Middle East and North Africa. Before the war 55 percent of mobile customers used their phones exclusively for voice-to-voice communication and 62 percent of communication was related to business.

Though the country’s economy has been paralyzed since the onset of hostilities, the duration and frequency of calls has increased per subscriber, according to Mohammad Shabib, general manager of MTC Touch Lebanon. Shabib was not able to provide specific information about the nature of the calls, but presumably they were not business related.

In the context of war, companies in all sectors of the Lebanese economy have launched local and regional SMS fundraising campaigns. The Red Cross partnered with ALFA, the country’s other mobile service provider, for the “ALFA for Life campaign,” which asks subscribers to donate $1 or four units via text. 

MTC Touch received approval from the Telecoms Ministry to begin a similar campaign this week, and has already raised funds through campaigns with its affiliates in Jordan and Bahrain.

Others in the Lebanese private sector are using SMSs to reassure skittish clients and present a softer side to the public. Arope Insurance sent text messages to customers about their new 24-hour hotline, which read: “We are asking God to keep you safe and preserve our country.”

Mobile phones were also instrumental in the evacuation of many foreigners from Lebanon - both the Swedish and French foreign ministries sent SMS evacuation updates to their citizens free of charge and informed them when and where to assemble to board ships through text messages.

But in the most novel development mobile phones have emerged as tools for citizen journalism since they allow people on the ground to transmit audio, video and photographs by SMS.

At its best, text messaging has complemented the blog - the latest empowering trend in media - by allowing “the street” to contribute to the mainstream coverage of the conflict traditionally dominated by news organizations.

Countless blogs have emerged, giving Lebanese nationals who are witnessing the carnage first hand new outlets to air both their grievances and the gritty, raw images captured on the ground. 

Blogs like “In the Field,” “Global Voices Online” and “Blogging Beirut” invite anyone on the ground to post amateur photos via text messages and e-mail. 

Even major networks like the British Broadcasting Corp. and CNN are soliciting viewers to send in images captured by phones or digital cameras through SMS.

But like any relatively new technology cellular phones have a paradoxical potential. Israel has supplemented its usual tactics aimed at upsetting cross-sectarian balance - such as the time-honored “propaganda bomb,” where planes drop leaflets aimed at undermining Hizbullah’s support base - with cellular phones.

A Christian cab driver for a Beirut-based company said that he no longer picks up unidentified international calls - marked by “0000” on his mobile screen - after he received two calls from Israel on two separate nights at around 1 a.m.

“They call me every night and say this war is not against you it’s against the terrorists,” said the driver, who requested anonymity. He told The Daily Star he had also gotten a recorded message: “What do you think of the terror Hizbullah is causing you and your country?”

The London-based newspaper The Guardian also reported that Israel has been sending SMS alerts disguised as news updates to undermine Hizbullah’s leadership. One text message, under the banner “news,” accused senior Hizbullah officials of plotting an escape from Lebanon into Syria.

Residents trickling back into Dahiyeh on Tuesday snapped photos of themselves amid the rubble of destroyed apartment blocks. Nearby, hundreds of spools of film spilled out of the window of a destroyed photo developing store.

Mobile phones may no longer be tools of war as the conflict tapers off along with the international appetite for images of destruction, but they probably will not be perceived as mere tools of communication either.
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US Steps up Anti-Castro TV

By Warren Richey, Christian Science Monitor, 17 August 2006

Every evening from Monday to Saturday, a small twin-engine prop plane taxis down the runway past combat-ready jet-fighters at Naval Air Station, Key West.

The commuter aircraft takes off and banks to the south over the deep-blue Florida Straits as pilot and crew prepare for their nightly invasion of Cuba.

Their mission: to spread democracy there by serving as an airborne broadcast platform for a US Spanish-language television network known as TV Martí.

Welcome to the newest front in Washington’s propaganda war against Fidel Castro and his brother, Raúl. With Cuba’s leader said to be frail but recovering from surgery and his brother provisionally designated as his successor, US officials are stepping up efforts to encourage the Cuban people to end Mr. Castro’s 47-year revolution with a revolution of their own.

Officials with the Miami-based Office of Cuba Broadcasting (OCB), an arm of the US government, are quick to point out that their twin-prop Grumman G-1 at no time leaves international air space. Nonetheless, the Cuban government views the operation as the equivalent of a full-on invasion of Cuban sovereignty.

How effective this information ‘invasion’ may be is a matter of considerable debate. The Cubans have worked to jam TV Martí for years. The new plane and its high-powered transmitter were pressed into action Aug. 5 and are still in the testing phase. But officials say initial indications are positive.

“It is getting through. We have reports from Havana [and] Matanzas ... that it is being seen,” says Alberto Mascaro, OCB’s chief of staff. “Every day, it is getting better as they fine-tune the equipment.”

Critics scoff at such claims. They see information warfare directed at Cuba as an expensive boondoggle related more to the political power of anti-Castro Cuban-Americans than to any demonstrable impact on bringing free elections to Cuba.

The US government has spent nearly $500 million to fund Radio Martí since 1985 and TV Martí since 1990. The Cuban government responded with an array of frequency jammers in and around Havana, and opponents of the propaganda effort say it has achieved little more than bringing very expensive “snow” to Cuban television screens.

“The bottom line is that TV Martí since the day it went on the air, regardless of the technology used, has virtually no audience. Every new technology that they have announced has not worked; it is very easy to jam,” says John Nichols, a communications professor at Penn State University and coauthor of the book “Clandestine Radio Broadcasting.”

Last month, a presidential commission recommended measures aimed at hastening the transition to democracy in post-Castro Cuba. One recommendation was to break Castro’s information blockade. “The regime fears the day that the Cuban people have full access to independent information,” it said.

Radio Martí programming has been somewhat more successful than TV Martí in evading jamming, but analysts say it nonetheless has failed to attract a large and loyal audience after more than 20 years in operation. One government estimate in 2005 said only 1.7 percent of Cubans were regular listeners.

But that hasn’t slowed US efforts to find new and better ways to get information into Cuba. When TV Martí first started, it was broadcast from a blimp attached to a cable 10,000 feet above Cudjoe Key in the Florida Keys.

After the signals were easily blocked in Havana, the US responded with transmissions from a C-130 transport plane. Those broadcasts were also blocked. Now, TV Martí officials hope the new plane - with state-of-the-art equipment - will generate a signal strong enough to punch through the jammers.

That’s not the only front in this information warfare. In 2003, TV Martí began beaming its signal throughout the island via satellite. The Cuban government tightly controls access to satellite broadcasts. But estimates are that there are perhaps 10,000 black- market satellite dishes island-wide.

“Now is the time to gear up and take action,” says Stephen Johnson, a Cuba policy expert at the Heritage Foundation. He says the key to success at Radio and TV Martí is building credibility by offering reliable and useful information.

“What they need is information to help them realize that there are different ways of living out in the rest of the world, and that there are things they are missing out on,” he says. “It is not to be anti-Castro, but to help plant seeds of change.”

Professor Nichols says it won’t work because no one in Cuba is listening. “The audience is the sender, not the receiver. The [attempted broadcasts] are making Cuba mad and the Cuban exile community happy,” he says. “That is the real message.”
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Chinese Seek Military ID Info 

By Patience Wait, Government Computer News, 17 August 2006

MONTGOMERY, Ala.—The Pentagon’s primary Internet backbone, the Global Information Grid, comes under siege some 3 million times a day by outsiders looking for a way to penetrate military networks. And the outsiders come from all over the world, whether American script kiddies trying to prove their skills or Eastern European hackers looking for information they can sell. 

Then there are the military cyberthreats from potential enemies. 

Maj. Gen. William Lord, director of information, services and integration in the Secretary of the Air Force Office of Warfighting Integration and Chief Information Officer, today told an audience of civilian Air Force personnel attending the Air Force IT Conference that “China has downloaded 10 to 20 terabytes of data from the NIPRNet. They’re looking for your identity, so they can get into the network as you.” 

Lord said that this is in accordance with the Chinese doctrine about the use of cyberspace in conflict. 

“We don’t think they’ve gotten into the SIPRNet yet,” [the classified GIG network], he said, “though we know they have [penetrated] the NIPRNet. There is a nation-state threat by the Chinese.” 

Lord said that the Air Force Research Laboratories are undertaking projects to mitigate the threat, possibly to look at offensive actions that could be launched, but “the rules of engagement have to changed before we’re fully engaged in cyberspace.”
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Extremists Are Homing In on the Internet, Says Gonzales

By Josh Meyer, Los Angeles Times, 17 August 2006

WASHINGTON — Atty. Gen. Alberto R. Gonzales said Wednesday that more than 5,000 Internet sites were being used by extremists to train and coordinate internationally, filling the gap caused by the crackdown on the Al Qaeda terrorist network.

He also rebutted allegations circulating in recent days that the United States somehow prompted British authorities to move prematurely against a suspected London-area cell allegedly planning attacks on airliners with homemade liquid bombs.

Gonzales’ estimate suggests a significant expansion of the Internet infrastructure used by Islamic extremists in recent years to mobilize their efforts. Several counter-terrorism officials inside and outside the U.S. government said they were not familiar with the specific numbers quoted by the nation’s top law enforcement official, but added that they had seen a dramatic increase in Internet use by Islamic extremists.

Since late 2001, the United States and its allies have demolished Al Qaeda’s home base in Afghanistan, killed or captured some of its leaders, cut off many outside funding channels and disrupted some means of communication. 

But those efforts have driven Al Qaeda members to the Internet, “where their ideology has inspired and radicalized others,” Gonzales said in a speech to the World Affairs Council of Pittsburgh. 

“There are between 5,000 and 6,000 extremist websites on the Internet, each one encouraging extremists to cultivate relationships with like-minded people,” he said. 

“This radicalization is happening online and can therefore develop anywhere, in virtually any neighborhood, and in any country.”

Militants radicalized on the Internet may be more dangerous than those trained in Al Qaeda camps in Afghanistan before the Sept. 11 attacks, Gonzales said.

“These are the home-grown terrorists that you have heard about,” he said, referring to the alleged plot in Britain and to other recent plots and attacks by Al Qaeda sympathizers.

Gonzales said radicalization may also be occurring in academic settings, mosques, community centers and — of particular and growing concern — in prisons. 

In an appearance later Wednesday on CNN’s “The Situation Room,” he said the FBI continued to pursue tendrils of the investigation in the United States.

“There have been a number of tips and leads that tie to the United States, and that’s why we have had over 200 FBI agents involved in following up on every tip and every lead,” Gonzales said. “We’re not aware of a plot here in the United States, but we’re not prepared also to say that we’ve ended this threat.” 

In his speech in Pittsburgh, Gonzales said last week’s disruption of the alleged British bomb plot came as a result of both countries cross-training their prosecutors and sharing information and sensitive intelligence.

Gonzales also said that Britain and the U.S. favored stopping terrorists before they could act, even if that meant ultimately losing convictions in court.

“Simply put, we need to gather enough information and evidence during our investigations to ensure a successful prosecution,” he said. “But we absolutely cannot wait too long, allowing a plot to develop to its deadly fruition.” 

A senior Justice Department official said those remarks were intended to rebut allegations that U.S. officials pressured their British counterparts into rounding up the suspects before they were ready.

The attorney general is saying “there is no schism between the philosophies of the two countries as to when to take down a plot,” said the senior official, who spoke on condition of anonymity because of the international aspects of the British-led investigation. 

“I don’t believe the plot was taken down because of American pressure. This was a British-run operation. As far as I know, there was little difference of opinion in this case on when to take down the plotters.” 

Asked whether the United States pressured Pakistan into arresting one of the suspects, Rashid Rauf, on its soil, forcing British authorities to scramble to roll up other members, the official said: “I’m just not comfortable talking about the Pakistan end of this. That doesn’t mean the U.S. leaned on the Pakistanis. We just don’t want to discuss operational aspects of the investigation.”
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Malware’s Tangled Roots

By Patience Wait, Government Computer News, 21 August 2006

The federal government’s computer networks are, collectively, the single largest target in the world. 

And within the government, Defense Department systems are the most aggressively pinged—the Global Information Grid, the military’s primary electronic conduit for secure and unclassified network traffic, gets scanned millions of times a day. 

Of even greater concern than the volume of attacks is their origin. Of the attacks not originating from the United States, the attempted intrusions come from China and other countries that are, if not exactly enemies, fierce competitors. 

Webroot Software Inc. of Mountain View, Calif., issues a quarterly report on the geographic launch points of several classes of malware, such as worms, viruses, Trojan horses and key loggers, fired against systems all over the world. 

The company currently does not cross-reference attacks with their targets, so there is no way to track the geographic source of attacks against DOD. But as the largest target, DOD more than likely is bearing the brunt of these international raids. 

China offensive 

And the source of the attacks is shifting. Historically, the largest numbers have come from within the United States. But the percentage of domestic-based attacks has been dropping, and in the first quarter of this year, China-based sites became the single largest source, continuing a trend. In the fourth quarter of 2005, China was second in volume, behind the United States; in the third quarter, China was third, behind the U.S. and the Russian Federation, according to Webroot. 

“My sense is there are times that they [China] retrench, they regroup, then get ready for a new attack,” said David Moll, Webroot’s chief executive officer. 

By contrast, attacks from the Russian Federation have been dropping—from 17.5 percent in the third quarter, to almost 4 percent in the fourth quarter, to just under 2 percent in the first quarter of this year. 

Gerhard Eschelbeck, Webroot’s chief technology officer, is quick to point out that tracing malware back to a server in a particular geographical location does not necessarily mean it was launched from that country, only that security measures may be lax there. 

But Lt. Gen. Michael Maples, director of the Defense Intelligence Agency, said in a written statement to the Senate Armed Services Committee in February that nation-states represent the biggest threat to U.S. national security. 

“The Chinese PLA [People’s Liberation Army], for instance, is striving toward a[n] ... information warfare capability. Many other nations are using computer network operations for intelligence collection,” he said. “Over the last few years, hackers have exploited thousands of DOD systems. Attribution has remained elusive with identities established in only a few cases.” 

But there are clues contained in malware that might uncover their real origins. Companies in the business of protecting IT systems have looked at thousands of unique viruses, worms, Trojan horses and key loggers, and have seen these clues. 

“You can kind of tell when an engineer graduated from college or who they studied by the way they write their code,” said David Minton, chief scientist at Planning Systems Inc. of Reston, Va., and chief engineer of the Worldwide Consortium for the Grid, an initiative sponsored by the Office of the Secretary of Defense. “You can tell what kinds of things they learned by how they solved their problems.” 

Chet Hosmer, chief executive officer and chief scientist of WetStone Technologies of Cortland, N.Y., said that nation- states are likely behind the creation of some of the most sophisticated malware, because of the resources needed to create them. 

Garden-variety hackers aren’t likely to have the funds or equipment to test a piece of malware across multiple operating systems and platforms. 

“It is very difficult for an individual hacker to broadly experiment with a sophisticated, propagating piece of malware, because literally to do that you have to have thousands or tens of thousands of computers running in a network in order to test the weapon,” he said. “So when worms or other malicious code are released that run very, very well in the Internet environment, that presumes there was a lot of testing.” 

He said testing malicious code by using the Internet itself would be a way around this problem, but it also would expose the hackers’ methods and intent. 

“One thing you’re looking for is ... sophistication,” Hosmer said, “what kinds of tools and technologies were used to write it, the structure and flow of the program. ... Those are relatively easy things to define.” 

A second pointer to a piece of malware’s origins, he said, is if it uses a component that has been found in other programs, whether it’s a specific program structure, a particular attack approach, or the countermeasures built into the malware to evade detection. 

A January 2005 unclassified U.S. government report obtained by GCN addressed the growth of a market for software “wrappers” in China—software to provide a shell around malicious code such as a Trojan horse to help disguise it and enable better penetration into systems. 

“Most of the wrapper programs available on Chinese-language Web sites are Chinese versions of wrapper programs that are widely available elsewhere,” the report concluded, but this “does not necessarily indicate an overall lack of sophistication on the part of Chinese hackers. There is a trend of the increasing use of wrappers in hacking or at least interest among hacker communities. One information security expert noted that there is discussion on [Internet relay chat] channels of how to use wrappers to evade antivirus software and other products.” 

Some particularly advanced malware will self-destruct if trapped on a virtual machine, such as a so-called honey pot or honey net. Or the malware may try to destroy the virtual machine itself. 

“It has a sense of where it is. It includes software basically designed to evaluate the environment. If the environment appears to be a trap, it will take different actions than if it feels it’s running in an unprotected host. That’s a pretty significant step forward in the development of malware,” Hosmer said. 

The goal of self-destruction seems apparent—to avoid digital analysis. Crashing a machine could accomplish that, too, and has the added benefit that “if you crash it, systems administrators and operators may just think they had a system crash, rebuild the network and never know what caused it,” Hosmer added. 

“They also put mechanisms in place to prevent reverse engineering,” Eschelbeck said. “It’s a pretty scary environment.”
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Red Storm Rising

By Dawn S. Onley and Patience Wait, Government Computer News, 21 August 2006

A growing band of civilian units inside China are writing malicous code and training to launch cyberstrikes into enemy systems. 

And for many these units, the first enemy is the U.S. Defense Department. 

Pentagon officials say there are more than three million daily scans of the Global Information Grid, the Defense Department’s main network artery, and that the United States and China are the top two originating countries. 

“China has downloaded 10 to 20 terabytes of data from the NIPRNet (DOD’s Non-Classified IP Router Network),” said Maj. Gen. William Lord, director of information, services and integration in the Air Force’s Office of Warfighting Integration and Chief Information Officer, during the recent Air Force IT Conference in Montgomery, Ala. 

“They’re looking for your identity so they can get into the network as you,” said Lord, adding that Chinese hackers had yet to penetrate DOD’s secret, classified network. “There is a nation-state threat by the Chinese.” 

People’s Liberation Army writings in recent years have called for the use of all means necessary, including—or particularly—information warfare, to support or advance their nation’s interests. 

To China’s PLA, attacks against DOD systems would be the first salvo in a long-term strategy to cripple the U.S. military’s ability to communicate and deliver precision weapons. 

A big part of the strategy is the PLA’s civilian units—IT engineers drawn from universities, institutes and corporations. The PLA views these militias as its trump card and a way of asserting virtual dominance to paralyze the United States and other potential adversaries. 

The U.S. military is familiar with China’s approach. In fact, its own strategy in cyberspace is similar to the PLA’s—the countries’ doctrines and strategies almost mirror one another. 

It is unclear how aggressive a posture the United States is taking when it comes to defending against cyberattacks. But DOD certainly is paying attention to China’s offensive aggression, and even considering offensive actions of its own, Lord said. “But the rules of engagement have to change before we’re fully engaged in cyberspace.” 

Taking advantage 

The Pentagon has made net-centricity the core of its transformation into a modern military force, and it seeks ways to create a vast web of information accessible at every level of the warfighting operation, from ground troops to pilots, command staffs to logistics operations. 

China, recognizing America’s dominance in C4—command, control, communications and computers—wants to disrupt or even remove that advantage, experts have said. 

If the armies of bygone days traveled on their stomachs, future armies will travel on invisible threads of data. 

But the concern should not be limited to DOD. All federal agencies have to be aware of the Chinese view of information warfare. 

Chinese military writings make it clear that in cyberspace there are no boundaries between military and civilian targets. If crashing a country’s financial system through computer attack will paralyze the foe, that’s all part of the new face of war. 

If DOD—the most security-conscious of all federal agencies—can be attacked, can have information stolen, then other agencies must seem like low-hanging fruit by comparison. 

China is not the only country targeting DOD systems. John Thompson, chairman and chief executive officer of Symantec Corp. of Cupertino, Calif., told the audience at the Air Force conference: “There are at least 20 nations that have their own cyberattack programs.” He said there is no way to know how many terrorist organizations have launched similar efforts. 

But China—the largest country by population at 1.3 billion, third in area, and among the fastest-growing economically—gets the most attention, in part because it is the single largest source of cheap goods sold in the United States, including technology. 

While Defense and Homeland Security department officials are reluctant to make pointed accusations, events in cyberspace show how the two countries are jockeying for position in preparation for “virtual” conflict. 

From at least 2003 to 2005, a series of coordinated cyberattacks hit U.S. military, government and contractor Web sites with abandon. The systematic intrusions, collectively dubbed Titan Rain, attacked hundreds of government computers. 

Time magazine reported last year that the incursions originated on a local network that connected to three routers in Guangdong Province, though U.S. officials still offer only generic comments about this and other published reports about Titan Rain. 

“What I can say about this is [that] we have seen some attempts at access to our network. We’ve seen some of that from China,” said Air Force Lt. Gen. Robert Kehler, deputy commander of the U.S. Strategic Command. “We are seeing attacks that traversed through China. I can’t say with any real assurance that that’s where they start,” added Navy Rear Adm. Elizabeth Hight, deputy director of DOD’s Joint Task Force for Global Network Operations. 

A military attache at the Chinese Embassy in Washington insisted that, to his knowledge, Beijing “does not want” to use hackers to attack the United States. 

“The official answer is, I have no idea about this,” said Sr. Col. Wang in a brief telephone interview. 

The fallout from this cybercampaign continues among other agencies. 

In June, the Energy Department revealed that names and other personal information on more than 1,500 employees of the National Nuclear Security Administration had been stolen in a network incursion that took place more than two years ago. NNSA didn’t discover the breach for more than a year after it happened. 

Officials would not confirm for the record that the data breach was part of Titan Rain, but Alan Paller, research director for the SANS Institute of Bethesda, Md., called it “an example of the kind of attack and extraction that [has been] going on for the last 2 1⁄2 years.” 

Also in June, hackers broke into State Department unclassified networks. In this incident, investigators believe the hackers, who they say launched the attacks from East Asia, stole sensitive information and passwords and planted back doors in unclassified government computers to allow them to return at will, according to a CNN story. 

‘Tip of the iceberg’ 

“Any average computer geek knows about spyware, viruses and the countless other hardware and software devices and capabilities that could jeopardize the security of our networks and the information they contain,” Michael Wessel, a commissioner with the U.S.-China Economic and Security Review Commission, said in May. “These, of course, are only the tip of the iceberg.” 

And DOD is not alone in trying to keep out hackers from China and other nation states. 

“On the commercial side, Internet usage and broadband adoption from China has grown,” said Betsy Appleby, vice president of the public sector at Akamai Technologies of Cambridge, Mass., and former Net-Centric Enterprise Services program director at the Defense Information Systems Agency. “Specifically considering that the Chinese government is pretty much in control, you can do the math and figure it out.” 

China has existed as an identifiable society for more than 6,000 years. Its name for itself, in Chinese, is Jhongguo, or Middle Kingdom, sometimes characterized as the land below heaven but above the rest of the world. The country has been under Communist rule for less than 60 years. The millennia-old expectation that China rules, or should rule, “all under heaven” is a permanent subtext in the country’s psyche, many Sinologists believe. 

This gives the Chinese great patience; its leaders may take a decades-long view of a problem and its possible solutions. 

So what the United States characterizes as attacks on its military networks could, to the Chinese, be in-depth reconnaissance. 

“If you were an adversary, and you wanted to assess somebody’s strengths and weaknesses, one of the ways to do it would be to probe their defenses, so you would want to take a look at their computer situation,” said John Stack, enterprise architecture and security solutions manager for Northrop Grumman Information Technology’s Defense Group of McLean, Va. 

For more than a decade, the Chinese military has observed how DOD is modernizing its troops and tactics. The first Gulf War was considered “a watershed event” in terms of how the Chinese viewed future warfare, according to the Defense Department’s 2004 Annual Report on The Military Power of the People’s Republic of China. 

“The PLA noted that the rapid defeat of Iraqi forces—which resembled the PLA at that time in many ways—revealed how backward and vulnerable China would be in a modern war,” the report said. “The Gulf War also spurred internal PLA debate on the implications of an emergent revolution in military affairs, in which the conflict became a point of reference for efforts to build capabilities in command, control, communications, computers, intelligence, surveillance and reconnaissance, information warfare, air defense, precision strike and logistics.” 

“There have been Chinese writings for over a decade regarding the People’s Liberation Army studying cyberwarfare and evolving concepts toward development of information warfare doctrine,” said a Defense Intelligence Agency spokesman. 

Perhaps one of the most important milestones was the 1999 publication in China of Unrestricted Warfare, a book authored by two colonels in the PLA, that was generated by the PLA’s observations on Desert Storm. The CIA’s Foreign Broadcast Information Service obtained and translated it, and it can now be found on the Internet. 

“The new principles of war are no longer ‘using armed force to compel the enemy to submit to one’s will,’ but rather are ‘using all means, including armed force or nonarmed force, military and nonmilitary, and lethal and nonlethal means to compel the enemy to accept one’s interests,’ ” the colonels wrote. 

The book argues that the spread of IT and access to the Internet has removed traditional boundaries and expanded the arena beyond traditional warfighters. 

“[T]his kind of war means that all means will be in readiness, that information will be omnipresent, and the battlefield will be everywhere,” the colonels wrote. It “also means that many of the current principles of combat will be modified, and even that the rules of war may need to be rewritten.” 

The DIA spokesman said a Chinese major general recently described information warfare “as containing six elements in its application: operational security, military deception, psychological warfare, electronic warfare, computer network warfare and physical destruction.” 

Getting the edge 

The PLA’s new information warfare focus illustrates a growing recognition that cyberattacks launched against the U.S. military could give China a decisive advantage in the event of a crisis. 

One such crisis scenario, according to people who have studied the issue, would be the prospect of American intervention to aid Taiwan in the event of an attack from China. A 1979 law requires the United States to defend the island nation from attack. 

Chinese leaders have a conundrum of their own—how the People’s Liberation Army can move against Taiwan but forestall U.S. action long enough to make it a fait accompli. 

“For the PLA, using [information warfare] against U.S. information systems to degrade or even delay a deployment of forces to Taiwan offers an attractive asymetric strategy,” wrote James Mulvenon in 1998. Mulvenon is deputy director for advanced analysis at the Defense Group Inc.’s Center for Intelligence Research and Analysis in Washington, and widely regarded as one of the foremost authorities on the Chinese military’s use of IT. 

“American forces are highly information-dependent and rely heavily on precisely coordinated logistics networks,” he wrote. “If PLA information operators ... were able to hack or crash these systems, thereby delaying the arrival of a U.S. carrier battle group to the theater, while simultaneously carrying out a coordinated campaign of short-range ballistic missile attacks, ‘fifth column’ and [information warfare] attacks against Taiwanese critical infrastructure, then Taipei might be quickly brought to its knees and forced to capitulate to Beijing.” 

This is the role of information warfare, many experts now believe: Cyberattacks on military C4 systems will amplify the effects of kinetic weapons, to bring matters to a swift conclusion with a minimum of bloodshed. 

Rear Adm. Hight, of JTF-GNO, said DOD is taking note of the incursions and data extractions, and looking at the department’s defensive measures. 

“Our daily efforts are all about assessing and mitigating risks. We are students of Sun Tzu and other philosophical thinkers who have a wonderful way of capturing warfighting concepts,” Hight said. “The key to this type of warfare is just what you might think of as traditional warfare. You can’t forget the foundations. You can’t forget the basics. The cyberworld relies, in many cases, on foundational concepts in terms of how you protect it.” 

America’s standing as the current sole superpower is a source of internal conflict for Chinese policies, said James Gilmore III, former governor of Virginia and now with Kelley Drye Collier Shannon’s Homeland Security Practice Group, a Washington law firm. He was chairman of the Advisory Panel to Access Domestic Response Capabilities for Terrorism Involving Weapons of Mass Destruction, created by the Clinton administration in 1999. 

“An adversary or partner of the U.S. ... They are prepared to be either one,” Gilmore said. [IMGCAP(4)] Should its leaders feel it is in their interests, China would seek to “disrupt the DOD’s capacity to communicate overseas and maneuver their people,” he added. 

Cortez Cooper III, director of East Asia Studies with Hicks and Associates Inc., a defense and national security consulting company in McLean, Va., told the U.S.- China Commission that the Chinese understand their military focus must use niche capabilities to counter the moves of a technologically superior adversary that might challenge their interests. 

Rehearsing both roles 

To address the cybersecurity threat, DOD and intelligence officials are playing both offensive and defensive roles. 

Pentagon officials acknowledge DOD is developing capabilities to deny an adversary the use of its own computer systems to attack U.S. computer networks. 

JTF-GNO is tasked with operating and defending the GIG, while the National Security Agency has the responsibility for the “nondefensive parts of operations in cyberspace,” according to Army Maj. Gen. Dennis Moran, vice director for command, control, communications and computer systems for the Joint Chiefs of Staff. 

As “part of a good defense, and I don’t care if you’re defending a forward operating base in a country, or no matter what it is physically, you do a very good analysis of what your vulnerabilities are. And there have been analyses within the department to determine what we need to protect and how should we prioritize our resources,” Moran said. 

“The resources required to provide that defense are being allocated against those priorities,” Moran said. “Now, I’m certainly not going to talk about those in detail, because that would certainly be an opportunity to tell someone these are what we are concerned about.” 

But Moran did talk about the protocols DOD has been working on to improve its network security posture. 

“If you look at the whole net-centric strategy that we have in the DOD, the focus is, first of all, identify your data, then appropriately tag that data so it can be made available to other people who are authorized users,” Moran said. “We are putting in place a service-oriented architecture across the GIG which is able to find, locate and securely move that data to an application. Security is a critical tenet to this whole architecture, because if you’re doing business one way and (another agency) is doing business another way, we are creating seams that an intruder can take advantage of.” 

Kehler said DOD officials also are mandating full public-key infrastructure implementation for user authentication, requiring automated patch management and looking in the mirror to increase the department’s defensive position. 

“We’re looking at ourselves pretty hard to understand where our vulnerabilities are,” Kehler said. “Sometimes we find that our worst enemy in protecting our information is ourselves. In order to make things better faster, sometimes our people leave doorways open into our network.” 

The key to closing those doorways is a layered defense-in-depth strategy, Hight said. 

“We don’t have a single approach. We’re trying to protect the house by locking the doors, locking the windows, making sure wires that come in and out of the house are protected,” Hight said. “Our organization is very transient, so as we get systems administrators moving around the world, we want to make sure they know they have a consistent and well-defined set of procedures that they adhere to and provide consistent protections for the network.” 

To accomplish this, JTF-GNO is looking at the best way to train Defense employees on cybersecurity mechanisms, what types of protective software to employ and how to standardize processes. 

Additionally, Hight said, the organization soon will release a Network Operations Concept of Operations (Netops/Conops) document, which will detail for military personnel how to secure their systems. 

Hight said the document describes three basic concepts that make up the department’s larger doctrinal view: 

· Ensuring systems and networks that deliver information are available 

· Ensuring information can move freely from one point to another 

· Ensuring information is protected at the right level.

“When you go to Amazon.com, you can see what Amazon chooses for you to see, their book titles and other information. You can’t see Amazon’s financial information, because they mask that from you,” Hight said. “So the protection of information might be something as simple as where you put that information and [whom] you make that available to.” 

The exploitation of network weaknesses doesn’t mean that more traditional forms of espionage targeting cyberassets can be overlooked. For instance, in August 2001, U.S. Customs officers arrested two men for trying to export military encryption technology to China. 

What’s a real threat? Four months earlier, enraged Chinese hackers had defaced dozens of U.S. military Web sites following the collision of a U.S. surveillance plane and a Chinese fighter plane. The Chinese pilot died as a result of the accident. Is that kind of threat, whether from China or another country, real? John Hamre, president and chief executive officer of the Center for Strategic and International Studies, believes so. He served in the 1990s as comptroller, then deputy secretary of Defense. 

“I was so deeply involved in cybersecurity issues when I was the deputy secretary, but have not been involved in these issues since,” he said. “I continue to believe that cyberthreats will overwhelmingly be from competent national state security elements, and that intelligence is the higher goal, not disruption.” Still, Donavan Lewis, chief of the Defense Intelligence Agency’s threat analysis division, wants the United States to think more about long-term trends. 

“China has shifted its dependence away from the United States to [countries such as Malaysia and South Korea], while our dependence on them has grown,” he said during a Defense conference in Salt Lake City in May. “We’ve got to adjust our thinking, our calculus about how we put together a system of systems.” 

He admits to being worried about the possibility that “subversive functionality could be embedded” in technology. 

“The Defense acquisition community is not used to thinking of itself as part of computer security,” he said.
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Al-Jazeera Poisons the Arab Mind 

By Cliff Kincaid, Accuracy in Media, August 18, 2006

One of the despicable things about the Al-Jazeera Arabic television channel is that it obtained exclusive interviews with the architects of 9/11 and knows the truth about what happened on that tragic day and yet it continues to spread the fiction that it was the U.S. Government itself which carried out the attacks and blamed them on Muslims.

Al-Jazeera knows the truth but wants to obscure it. This is the mark of a dishonest “news” network.

The results were evident in a recent Pew poll on how Muslims view the 9/11 terrorist attacks. In countries like Indonesia, Egypt, Turkey, and Jordan, majorities of Muslims polled said Arabs had NOT carried out the attacks. In Pakistan, 41 percent said Arabs did not do it. In Nigeria the figure was 47 percent saying Arabs did not do it. A total of 56 percent of British Muslims said that Arabs were not responsible for 9/11. Very small percentages were prepared to accept that Arabs were behind 9/11.

The Al-Jazeera.net website, which is connected to the Arabic channel, has perpetuated the notion that Arabs had nothing to do with 9/11 by running stories about the 9/11 “truth” movement and 9/11 “revisionists,” as if they have something legitimate to offer to the debate.

Consider this story, based on a “9/11 Truth” conference held recently in Los Angeles and broadcast on C-SPAN. The story noted, “The 9/11 and the Neo-Con Agenda conference comprised two days of seminars, video presentations and talks by groups including Scholars for 9/11 Truth, infowars.com and an appearance by Charlie Sheen, the actor.” It referred to the panelists having “decried the official version of the September 11 attacks.”

But the “official version” has been provided by none other than Al-Jazeera, whose reporter, Yosri Fouda, interviewed the architects of 9/11. They were Khalid Sheikh Mohammed, al-Qaeda operations chief for the 9/11 attack, and Ramzi bin Al-Sheeba, head of al Qaeda’s military committee and a former roommate of Mohammed Atta, leader of the 9/11 suicide hijackers. The interviews have been described as the most detailed and indisputable confirmation of al Qaeda’s responsibility for 9/11. Fouda’s book about the interviews is titled, Masterminds of Terror: The Truth Behind the Most Devastating Terrorist Attack the World Has Ever Seen.

Fouda’s investigation determined that 18 of the 19 hijackers on 9/11 made videotapes about their plans to die in attacks on America. Four of the videotapes were aired on Al-Jazeera.

Nevertheless, the Al-Jazeera website has featured a story about a 9/11 “revisionist,” with the word “revisionist” in quotes, who believes “the attacks were the result of a conspiracy designed to cause war in the Middle East.” The revisionist, an instructor at the University of Wisconsin named Kevin Barrett, “believes U.S. officials orchestrated the September 11, 2001 attacks…”

The Al-Jazeera story quoted university provost Patrick Farrel as saying that the university “does not endorse Barrett’s theories” but that “they are widely believed in parts of the Muslim world.”

That’s true mainly because of Al-Jazeeera, which continues to spread this poison despite the documentary evidence developed by its own reporter about the Arab role in 9/11.

A photo was included with the story showing the Twin Towers in flames. The caption said, “Many in the Muslim world believe that 9/11 was a US conspiracy.”

Again, that’s true. But they believe that because of the influence of Al-Jazeera. The channel could set the record straight and tell the truth but it prefers to spread disinformation for the purpose of inciting hatred of America. This channel is deliberately spreading disinformation to damage America and make more Americans into potential terror victims.

Yet Al-Jazeera International is spreading into the U.S. and other Western countries, and the White House and U.S. Congress do nothing.
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Information Operations - Shaping Influence

Tony Skinner, Jane’s Defence Weekly, 16 August 

Sitting before the US Senate Armed Forces Committee on 3 August, the commander of US military operations in the Middle East, General John Abizaid, gave a sobering assessment of progress in Iraq. 

Admitting the country was sliding towards civil war, Gen Abizaid told the committee he believed that the sectarian violence is probably “as bad as I’ve seen it, in Baghdad in particular”. He added: “If not stopped, it is possible that Iraq could move toward civil war.” 

Gen Abizaid’s appraisal echoed the sentiments of a leaked memo from William Patey, the UK’s outgoing ambassador to Iraq, published by the BBC the previous day, which claimed the “prospect of a low-intensity civil war and de facto division of Iraq is probably more likely at this stage than a successful and substantial transition to a stable democracy”. 

The grim assessments of progress in Iraq have cast a spotlight on the much-vaunted US strategy of winning hearts and minds - in particular how the military engages with the civilian populations in Iraq and Afghanistan, and how it disseminates its message to a global audience. Many within the military claim a revamping of information operations (IO) is essential to achieve the same level of dominance in the information battlespace that the US armed forces enjoy during kinetic operations. 

They argue that a fresh look at IO and the military’s focus on perception management is crucial to success in one of the key strategic elements of the Global War on Terror: the battle to persuade the Iraqi and Afghan peoples that their future lies in the establishment of a democratic, non-fundamentalist society - a drive made all the more urgent in light of such ‘propaganda own goals’ as Abu Ghraib and Guantanamo Bay. 

The latest version of the US Joint Publication 3-13 on Information Operations, published in February, describes IO as the integrated employment of electronic warfare (EW), computer network operations (CNO), psychological operations (PSYOPs), military deception (MILDEC) and operational security (OPSEC), in concert with “specified supporting and related capabilities, to influence, disrupt, corrupt or usurp adversarial human and automated decision-making while protecting our own”. 

Furthermore, for IO to achieve the desired results, there is an acknowledgement that its scope must extend beyond the technical focus of the above five capabilities and should be viewed as the “ideational struggle” for the mind of an opponent and his supporters. 

While much of IO doctrine remains classified, particularly in the field of CNO, the public release of the 74-page Information Operations Roadmap in January provides a rare glimpse into the US military’s thinking on the subject. 

Information roadmap 

Signed by Secretary of Defense Donald Rumsfeld on 30 October 2003 and obtained under the Freedom of Information Act by the National Security Archive at George Washington University, the roadmap presents the Department of Defense (DoD) with a “plan to advance the goal of information operations as a core military competency”. 

In part, the document can be seen as a response to the rise of the internet and the spread of global media communications during the 1990s, making vast amounts of information - as well as opinion and misinformation - available to a worldwide audience. While it quickly became obvious that much of the information spread by the internet was either anti-US or counter to US national security interests, it was not until President Bill Clinton’s Presidential Decision Directive (PDD-68) in 1999 that an IO policy examining the role of new media in the ‘war of ideas’ was implemented. 

The US’ ability to use the internet for PSYOP purposes largely has been checked by the Smith-Mundt Act of 1948, which prohibits the government from targeting the US public with information intended for foreign audiences. In order to address this, the 2003 IO roadmap called for the establishment of “boundaries” between IO abroad and the news media at home. The document provides no actual limits, however, and argues that “the distinction between foreign and domestic audiences becomes more a question of (US government) intent rather than information dissemination practices”. 

On signing the document, Rumsfeld said the roadmap stood as “another example of the [DoD’s] commitment to transform military capabilities to keep pace with emerging threats and to exploit new opportunities afforded by innovation and rapidly developing information technologies”. 

The roadmap recognised that the five core IO capabilities - EW, CNO, PSYOPs, MILDEC and OPSEC - were not fully understood or applied in the same way across the four services and, as a result, there was an underlying failure to integrate IO in plans and orders. 

The growing complexity and technical growth in EW, PSYOP and CNO was also isolating the specialists who practised these disciplines from one another, further hindering the integration of core IO capabilities, the roadmap asserted. 

Among its recommendations were: the development of a common framework for understanding IO; the expansion of CNO, including a development of the US’ ability to ‘fight the net’ through offensive cyber operations; the improvement of PSYOP operations which were seen as too reactive and not well organised for maximum impact; and the development of an EW investment strategy. 

The roadmap’s authors hoped that, if “aggressively implemented”, the recommendations would begin the transformation of IO into a core military competency that would be on a par with air, ground, maritime and special operations assets and available to all combatant commanders. 

Almost three years on, few of the recommendations of the new strategy have been fully implemented, leaving combatant commanders sceptical that IO as it is currently structured can be effective in the complex environments of Afghanistan and Iraq. 

Writing in the May/June edition of the US Army’s journal, Military Review, Lieutenant General Thomas Metz, deputy commanding general at the US Army’s Training and Doctrine Command, said he was absolutely convinced US forces must approach IO in a fundamentally different way, turning it from a passive discipline to a very active one. 

“We must learn to employ aggressive IO. We cannot leave this domain for the enemy; we must fight him on this battlefield and defeat him there just as we’ve proven we can on conventional battlefields,” Gen Metz argued. 

Gen Metz, who from May 2004 to February 2005 commanded the MultiNational Corps-Iraq (MNC-I), says he gained a “healthy respect” for IO and perception management during his time in Iraq, chiefly because of the abilities of insurgent forces to manage the information domain. 

“The truth of the matter is that our enemy is better at integrating information-based operations, primarily through mass media, into his operations than we are,” he said. “In some respects, we seem tied to our legacy doctrine and less than completely resolved to cope with the benefits and challenges of information globalisation. We are too wedded to procedures that are anchored in the Cold War industrial age.” 

Lessons from Fallujah 

A comparison of the planning and execution of the two US assaults on Fallujah in 2004 illustrates the power of “an aggressive, holistic approach to integrating IO into the battle plan”. 

The first assault, Operation ‘Vigilant Resolve’ in April 2004, aimed to restore control of Fallujah but failed, largely because IO was not fully integrated into the battle plan. US forces did not engage with Iraqi leaders to prepare them for the assault and were unable to compromise the insurgents’ ability to communicate with the outside world, at the same time failing to get the US’ own message to the international media quickly enough. 

As a result, in the face of a lack of support from the interim Iraqi government and mounting international pressure - largely fuelled by insurgent reports of excessive force and indiscriminate collateral damage - the US was forced to halt combat operations after only a few days. 

Gen Metz argued that, while the US Marine Corps won virtually every combat engagement throughout the battle and did so within the established rules of engagement, the missing element was “an overall integrated information component to gain the widespread support of significant influencers and to prepare key publics for the realities of the battle plan”. 

When the time came for Operation ‘Al-Fajr’ in November of that year, MNC-I planners were determined the information defeat of ‘Vigilant Resolve’ would not be repeated. The IO strategy for Operation ‘Al-Fajr’ centred on the development of an ‘IO threshold’, enabling the MNC-I commander to visualise a point at which the enemy’s information-based operations began to undermine the coalition’s ability to conduct unconstrained combat operations. 

“As Operation ‘Vigilant Resolve’ proved, the enemy understands the idea of an IO threshold,” Gen Metz explained. “He is capable of effectively using the global media to impede our operations by creating the perception that our combat operations are indiscriminate, disproportionate and in violation of the rules of war.” 

Operation ‘Al-Fajr’ remained under the IO threshold due to a number of key factors. Key Iraqi influencers and agencies were engaged early, creating a strong support base for the operation, while PSYOP were employed to encourage non-combatants to leave the city. 

The use meanwhile of EW both restricted insurgents’ ability to communicate and directed them to a means that US forces could monitor. 

The seizure of the Fallujah hospital by the Iraqi 36th Commando Battalion denied insurgent forces use of what was a key ‘propaganda organ’ and means to disseminate information during Operation ‘Vigilant Resolve’ and helped to build the legitimacy of the Iraqi security forces. 

According to Gen Metz, the three lessons to emerge from Operation ‘Al-Fajr’ were: the importance of clearly outlining the various IO elements’ role in the battle plan; the need for precise and disciplined execution of the five IO capabilities; and the need for commanders at all level to serve as the bridge across the doctrinal gap between IO and public affairs, without violating the requirements of either discipline. 

“Doctrinal IO - PSYOP, deception, OPSEC, EW and CNO - played a significant role in our shaping operations. Fallujah became a textbook case for the co-ordination and use of the core elements of IO capabilities in support of the tactical fight,” Gen Metz said. 

“If general expectations are that we should be able to compete and win the information battle in the global media environment - and this appears to be the general perception within our army - then we must reshape our doctrine and develop ways to train in the new domains, ways that will evolve as the Information Age evolves.” 

A flawed approach? 

Despite such recent successes, others argue that US IO efforts at both the tactical and strategic levels are fundamentally flawed. 

According to one source at the Pentagon, who spoke to Jane’s on the condition of anonymity, current US IO efforts will continue to fail without a significant shift in attitudes. 

“We’ve got to stop trying to ‘out-religion’ these people and we need to stop looking for a purely military solution to this insurgency. We need to give IO officers and commanders comprehensive cultural training so they can tailor the right message to the Iraqi people.” 

This training should go beyond general cultural guidelines and provide detailed direction in such areas as religion, tribal demographics, political structures and cultural norms, the source argued. 

One example of failing to tailor the message was the distribution of a short video in 2004 warning of the dangers of joining the insurgency. With production values closer to The West Wing than the Egyptian soap operas the population was used to, Iraqis were unable to relate to the video’s message. 

Ed O’Connell from Rand Corporation’s Forward Operational Analysis team argues for a broader approach and the development of a framework based on prevention and disengagement. 

Speaking at the Information Operations Europe conference in London in June, O’Connell said the IO framework needed to include strategies aimed at disengaging those that had already chosen to participate against local populations and coalition forces. 

“We need to prevent foreign jihadists and paid-for-hire insurgents from signing up in the first place. We need to disengage the detainee population while they are in our custody and we need to demystify the terrorists and insurgents and harness outrage. 

“We have to get past this idea of using the traditional arms of the military to bring the insurgency under control. Operations have to be broadened to the use of preventive force, strategies to prevent insurgents from being recruited and the development of social services. It is more than putting out 40 flyers,” O’Connell said. 

Indeed, an analysis of IO in Operations ‘Enduring Freedom’ and ‘Iraqi Freedom’ by US Army Major Joseph Cox, released at the end of May, identified a number of shortfalls, chiefly the lack of US Army doctrine providing guidance on the integration of IO into operational planning. 

“Doctrine presents IO in a disjointed manner and as a function that is essentially separate from the commander’s other requirements and missions, not as something that must be integrated into all his requirements and missions,” Maj Cox claimed. 

Commanders were therefore forced to develop their own IO integration practices and tended to ‘over control’ the use of IO by their subordinates. While many still viewed IO as simply a function to cause the international media to cover stories that were positive to the military, there was an inherent difficulty in “grasping how the media operates and how to use media to their advantage”. 

In the words of one of the participants at the IO Symposium in December 2005 at Fort Leavenworth, Kansas: “If you tell a commander he can win without integrating IO, then he won’t bother to integrate IO.” 

This attitude may in part be due to the difficulty of developing measures of effectiveness (MOEs) to demonstrate to commanders the value of employing IO and to justify further investment in IO assets. While an excellent database to measure and track MOE for IO was created by the US Information Operations Task Force (IOTF), the organisation itself had few programmes to track and was eventually disbanded in July 2002. 

Maj Cox maintains that a further failing surrounds current intelligence doctrine, which also provides little in the way of practical guidance for the support of IO, leaving intelligence processors and analysts unprepared to provide the “in-depth analysis of the information environment that IO requires”. 

The large-scale transformation and reorganisation of the US Army and the pressures of continuing operations in Afghanistan and Iraq have not only compounded these failings but also caused significant resourcing issues. 

The army currently has a 40 per cent shortfall in the required number of IO officers and does not expect to fill these for another seven years. Further, the position tends to attract officers from a technical background but with little combat experience, raising concerns that they could be at a disadvantage when working with officers from combat units. 

“Since the inception of the IO career field in 1999, the career field has been continually undermanned. Between FY05 [Fiscal Year 2005] and FY13, the IO requirements jumped from 193 required field-grade officers to 305 officers. The large increase in requirements is due to the army’s transformation,” Maj Cox found. 

In addition, IO electronic planning systems cannot currently be interfaced with any of the Army Battle Command Systems or with the Global Command and Control System, while the planning software of the Command Post of the Future system does not allow input for IO operations. 

In the past three years, resourcing pressures caused the DoD to turn to US contractors to provide much of the IO support to MNC-I and MultiNational Forces-Iraq (MNF-I). For example, major contracts were awarded first to Science Applications International Corporation and then to Harris Corporation to provide an Iraqi television and radio network. 

A shadow was cast over this practice, however, by the selection of the Lincoln Group to lead an effort to trumpet the good news stories that were occurring in Iraq. The programme backfired significantly when it was revealed the coalition had paid Iraqi media outlets to print or distribute coalition ‘good news’ stories. 

According to Maj Cox: “In doing so, they violated one of the key principles of PSYOP and public affairs, which was to make it clear to the target audience that the articles were from coalition forces. The deception failed in that the articles were so poorly written that it was clear to most Iraqis the articles were from the coalition.” 

After years of state-issued propaganda during Saddam Hussein’s reign, many Iraqis were already sceptical of coalition-issued information and this served to fuel further mistrust, which was compounded further by the slow reaction of the DoD and MNF-I to respond to the charges. 

With successful counter-insurgency operations conditional on the separation of insurgent elements from the general population, denying insurgents the ability to move and operate with impunity, it is clear that IO has a considerable role to play. However, some believe the IO practices of US forces are hampered by a preoccupation with winning the 24-hour news cycle rather than focusing on the required long-term changes in the psychology of the Afghan and Iraqi peoples if democracy is to take root. 

Philip Taylor, Professor of International Communications at the University of Leeds, UK, argues that this shortcoming in long-term planning is magnified by the “political short-termism” of political administrations with their eye focused no further than the next election. 

“For all our talk about strategic communications and information operations, if the policies cause resentment, that fuels fanaticism; we shall never be able to sell democracy as a viable, peace-loving political concept,” Taylor told June’s IO conference in London. 

“You can change a national psyche, provided you commit yourself to the long-term goal and recognise that, to get there, you don’t sell a concept, you get people to buy into it, but you can only get them to do that if they recognise that it is in their interests, not yours, to follow that route.” 

Taylor says a significant step down this path would be for the US to regain control of its strategic communications through the reactivation of the United States Information Agency - dissolved in 1999 - providing an organisation independent from the “well-established turf warriors” of the Departments of State and Defence. 

“The jostling for power between State and the Pentagon has been a major barrier to progress in the information war, and the reasons for this are obvious,” Taylor argued. 

“But in a generational war of ideas, the two key elements to winning are credibility and trust. These take time to create and cultivate, to show potential adversaries what kind of people we really are, that indeed we are not their enemies. In such a struggle, diplomacy should really be in the front seat.” 
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