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ABSTRACT

The Friction of Joint Information Operations By
MAJ Charles N Eassa, USA, 40 pages.

Joint Publication 3-13, Joint Doctrine for Information
Qperations was published in 1998 to provide clarity and
gui dance for conducting joint information operations. This
paper seeks to answer if the doctrine proved sufficient at
t he Joint Task Force Level.

The formation of Joint Task Forces is nornally done
under tinme constraints and with limted resources. Joint
i nformati on operations doctrine nmust provide a framework
t hat enabl es a conmon under st andi ng and approach to its
integration with other capabilities the JTF will enploy.

Qutlining information s role throughout the |evels of
war and the requirenent for information at the JTF |evel,
this paper uses the hierarchy established by previous
keystone joint publications to determne if the joint
i nformation operations doctrine expanded on the established
framework. During this process, the friction caused by the
focus of Joint Publication 3-13 is contrasted agai nst the
hi erarchi cal joint doctrine.

The study concludes that Joint Publication 3-13
represents a new and very conplex arena within joint
doctrine. Driven by the lure of technology as a substitute
for common understandi ng of operational art, it is not
sufficient but serves a starting point for the continued
enhancenment of the doctrine for better facilitation.

Joint Publication 3-13 created a great deal of
friction. The publication did not sufficiently clarify the
role or the value of information across the spectrum of
conflict. It did not link the national instrunment of power
called information to mlitary information operations to
provide unity of effort. There was no discussion expandi ng
the fundanental s of operational art fromthe joint
i nformation operations perspective. Technically oriented,
Joint Publication 3-13 did not provide guidance for JTF
Commanders to include information operations in their intent
statenents, concept of operations, or conmander’s critical
information requirenents. These om ssions contribute to the
friction of integrating information operations into JTFs.
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| NTRCDUCTI ON

Since the Gulf War, the explosion of technology has driven the
i ncreasing inportance of information operations.E] Many have
heral ded a perceived shift in mlitary conflict from massive
destruction to precision warfare enabl ed by technology.EI In
politics, the econony and the mlitary, information superiority
has becone a buzzword.EI @ anorized and highly touted, conputer
network attack (CNA) and conputer network defense (CND) gain
nati onal headli nes weekly.EI Doonsday predictions herald an
“electronic Pearl Harbor”. The defense industry is continuously
devel opi ng new high-tech systens that shoot better, can detect the
eneny further out and faster, enable quicker flow data, and nake
war nore efficient.

In this challenging environnment, the United States Arned
Forces face the possibility of conducting operations across the
spectrum of conflict anywhere in the world. Threats to the
interests of the United States are able evolve nore quickly due to
the i npact of technol ogy and the accel erating pace of change. No
| onger can the mlitary focus only on mlitary operations
conducted in a major theater of war . B

In response to this changing clinmate, the Joint Chiefs of
Staff published Joint Publication 3-13, Joint Doctrine for

Informati on Qperations in 1998. The publication stated that the



goal of information operations was to protect United States Arned
Forces information and i nformati on dependent processes while
denying an adversary the ability to freely use his information and
i nformati on dependent processes. As the cornerstone for joint

i nformation operations, this publication provided the United
States Arned Forces guidelines, |linkage to hierarchy of joint
doctrine, and established comon understanding for the conduct of
all information operations in support of joint forces.

Currently, there is considerable debate throughout the United
States Arnmed Forces concerning information operations. Sone
herald it as a new formof warfare, driven by technol ogy and
gl obalization; others see it as an enabling function the United
States Arnmed Forces have conducted throughout their history and
therefore nothing new \Wile both sides agree that there is a
requi renent for information operations, confusion persists on what
exactly is information operations, who conducts it, and howis it
integrated into existing and energi ng organi zati ons and processes.

This debate has created a friction that is particularly
apparent at the Joint Task Force level. |Is there sufficient
i nformati on operations doctrine to support Joint Task Forces given
the different approaches to information operations and the
di fferent degrees of understanding and integration? This paper
anal yzes the current joint information operations doctrine to

answer this question.



Section | describes the role of information operations in a
Joint Task Force. Section Il exans current Joint information
operations doctrine and approach. Section Ill analyzes the
friction created by joint doctrine to conpare and contrast this
information to determne if there is tension, consistency, or
bal ance at the Joint Task Force Level. Section IV proposes key
considerations and issues at the JTF level to provide clearer
navi gation through the friction of joint information operations
doctri ne.

As the operational headquarters that bridges theater strategy
to tactical action, JTFs are the | owest echelon | evel of command
addressed in joint doctrine.EI They serve as the focal point for
i ntegrating conponent capabilities, processes, and approaches to
support the joint force commander’s intent. As JTFs are forned to
conduct operations across the entire spectrumof conflict, joint
i nformati on operations doctrine nmust account for the conplexity of
nodern warf are.

A JTF conducting information operations nust be prepared to
cover the entire spectrumof conflict from peace to post
hostilities. As such, the JTF s information operations can not
focus solely on high-tech capabilities enabling conmanders to gain
“informati on superiority” against potential peer or near-peer
adversaries.@ 1t nust address the level of information and
i nformati on systens, however conplex or |lowtech, that the JTF

must affect in pursuit of its mssion. |f properly conducted,



information operations integrate the National Security Strategy’s
nessage from peacetine through crisis to post-hostilities while
enabling a synergistic effect of all the capabilities a JTF brings
to bear. For the early twenty-first century, the JTF is the
instrunment the United States Arned Forces will enploy to handl e
crises. It is inperative that joint information operations
doctrine is provides clarity and sound gui dance not only by those
under the information operations unbrella but comanders,

pl anners, mlitary strategists, and other staff officers.

I'1. I NFORMATI ON OPERATI ONS AND THE JO NT TASK FORCE

Despite all the hype about the revolution in mlitary affairs
and com ng cyberwars, infornmation operations is about control.
Si tuati onal awareness, decision-making, and comuni cating those
decisions to the executors formthe basis of this control. This
section establishes the role of information operations in a JTF
and links current joint doctrine fromthe National Strategic Level
to the JTF to provide continuity about information operations
t hrough the | evels of war . B

Every political, governnental, societal, business, and
mlitary organi zation practice information operations in sone
form Wth the explosion of mass communi cati ons and cheap, easy-
to-use conputers, collecting, processing, and di ssem nating

i nformati on has becone easier but the art renmains conplex. Tine



and di stance no | onger have the informational delaying factor they
did twenty years ago.

Wiile there are a great deal of experts and technicians who
can set up, maintain, or degrade an information system the system
nmust serve a hi gher purpose other than nmaking information flow
quickly. In the mlitary, the person who determ nes this purpose
is the coomander. Just as the commander determ nes the approach
he wants to pursue to acconplish his assigned mssion, his
responsibility is to provide the vision for the integration of
information operations. He nust articulate, based on his m ssion
anal ysis, what information he wants to protect, what information
he wants to project, what he thinks the adversary wants to
protect, what information can friendly forces attack and what w ||
the eneny try to attack. By stating this in the commander’s
intent and the concept of operations, the commander el aborates his
gui dance and vision for the integration of information operations.EI

H's staff provides the necessary work to take this guidance
and produce feasible options. These options include affecting the
adversary’s ability to maintain control. Traditional options
focused on the destruction of eneny forces or maneuvering to a
position of advantage. As information operations is about
control, information operations options target the adversary’s
ability to collect, process, and dissemnate information at a tine
and |l ocation of the friendly forces choosing. This causes the

adversary loss of control at a critical time while protecting



friendly forces against the adversary’ s attenpts to do the sane.
If integrated wth other friendly force activities, information
operations can hasten the disintegration of the adversary’'s wll
and or capability to resist. The attack on an adversary’ s control
can serve as an econony of force effort, be conducted during
peacetine, serve to signal national intentions during crises,
create conditions favorable to friendly forces, and countl ess
other possibilities. It is not bound by the tight restrictions of
the Il ethal application of nunitions nor constrai ned by enpl oynent
i n declared war onIy.I?E|

Once the option is selected, the staff is responsible for
assisting the conmander to maintain situational awareness, help
him determne critical decisions, and help himmaintain control by
comuni cating the decisions to the subordinates. One way the
commander does this is by approving the commander’s critical
information requirenments (CCOR). The CCR forns the basis unity
of effort within the staff to identify resources and convey the
i nformati on the commander needs for making decisions. As the
integration of information operations is identical to all other
staff functions, it nust use this framework to becone integrated
and synchroni zed.

In On War, Carl Von Clausewitz stated that “war is nerely
continuation of policy by other neans”.!! The National Security
Strategy reflects the nation’s goals for preserving peace and

stability throughout the morld.n! Wi | e establishing the President



of the United States’ national strategy objectives, nbst are
stated in terns of national information operations objectives.
Joint Publication 0-2, United Action Armed Forces stated “National
Security Strategy is the art and science of devel opi ng, applying,
and coordinating the instrunents of national power (diplomtic,
economc, mlitary, informational) to achi eve objectives that
contribute to national security”.!! VWhile identifying information
as an instrunent of national power, joint doctrine focuses
exclusively on the mlitary instrunent of power and does not
explore the relationship and inpact between the two instrunents of
national power. This creates friction in joint information
operations because of tension in translating broad strategic and
political guidance into tactical acti on. 4l

From the guidance in the National Security Strategy, the
Chairman of the Joint Chiefs of Staff publishes the Unified
Command Pl an which “provides guidance to all unified conbatant
commands; establishes their m ssions, responsibilities, and force
structure; delineates the general geographic area of
responsibility for geographic conbatant commanders and specifies
responsibilities for functional commanders”. Bl The Chairman of the
Joint Chiefs of Staff also publishes the National Mlitary
Strategy with the input fromthe service chiefs and the conbat ant
commanders (CINCs) to provide advice to the President and the
Secretary of Defense. In turn, the CINCs carry out their assigned

m ssions within their areas of responsibility to neet the national



security objectives. Wile |aw and practice charge CINCs to
ensure coordination and integration with the other instrunents of
nati onal power, doctrine references the interagency process as the
vehicle to acconplish this but does not provide specific exanples.

At the national strategic level, information is used to
convey a nation’s intent, policies, objectives, and expectations.
Targeted at nmultiple audi ences through official and unofficial
channel s, the fundanental purpose of information at the national
strategic level is to foster denocracy, advocate humanitarian
concerns, enable free trade, and deter conflict. Information is
al so the nmechani smused to control the nation’s resource to
achieve these ains. In actuality, the United States Governnent
conducts information operations every day.

At the theater strategic level, CINCs tailor information
operations to fit their assigned m ssions. Perception nmnanagenent
within the CINC s area of responsibility is the goal which enable
regional stability, deters aggressive behavior, and pronotes the
interests of the United States. Captured in theater engagenent
pl ans (TEPs), ports of call visits, mlitary to mlitary contacts,
and countl ess other methods, the CINC is actively involved in
conducting information operations routinely in peacetine. As
crises arise, informati on operations have their greatest inpact
conveying the national intent, determnation, and mlitary
capability. An exanple, the use of flexible deterrent options

(FDGs) enconpasses information operations to convey specific



threats if the aggressive behavior is not halted while protecting
critical vulnerabilities. Again, information is the nmediumto
control these efforts, both through the comunication of intent
and conmand of the resources. i

To deal with crises, the Secretary of Defense or a Cl NC may
constitute and designate a joint task force to acconplish a
specific limted objective that does not require overal
centralized control of logistics. The JTF may be established on
ei ther a geographic or functional basis. Wile there are a nunber
of standing JTFs, this paper focuses on JTFs that are fornmed by
geogr aphi cal conbatant commanders for tenporary purposes in
response to the threat of arned confrontation."--zI

The JTF commander is responsible for operational control over
assigned and attached forces while nmaking recommendations to the
establishing authority for acconplishing operational m ssions. As
the bridge fromstrategic to tactical, control is critical to
pl anni ng, resourcing and directing tactical tasks to acconplish
strategic goals. The commander is also responsible for
establishing and maintaining a joint staff with appropriate
personnel in key positions fromeach of the services or functional
conponents represented in the JTF. B 30int Publication 0-2, United
Action Armed Forces stated that the basic doctrine for Joint
Staffs should consider “the conposition of the forces and the

character of the contenpl ated operations to ensure the commander’s

10



staff understands the capabilities, needs, and |imtations of each
conponent part of the force”.E:|

O critical inmportance, this denonstrates the requirenent for
the information operations cell to understand and |ink the
national strategic and theater strategic information operations to
the JTF commander’s m ssion analysis, intent, and concept of
operations. The information operations cell is fornmed from
selected staff representatives, representatives fromthe
supporting agenci es and subordi nate conponents. The cell *“nerges
capabilities and related activities into a synergistic plan” and
“coordinates staff elenments and/or conponents represented in the
IO Cell to facilitate the detail ed support necessary to plan and
coordi nate IC)’.E:I The cell is shaped to fit the m ssion and
integrates the command and control warfare cell as the basis for
formng the informati on operations cell. 1In short, this cel
whi ch the JTF commander depends upon to assist himin conducting
i nformation operations planning may not be formed as a cohesi ve,
functioning and wel |l -rounded group during the initial stages of
the JTF s planning process. Critical, this factor highlights the
| i nkage between the intelligence preparation of the battlefield
and i nteragency processes that information operations requires to
forma cohesive unity of effort and the inpact of tine
constraints, limted informati on operations staff experience, and
the ability to integrate information operations throughout the

JTF s planning effort. The JTF s information operations cell wll
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only plan and integrate what it is famliar with while working
with the rest of the staff.Ell

Whi | e doctrine does not establish a link fromthe
i nformational instrunment of national power to the JTF, an inplied
task of JTFs is to establish sone degree of control over the
i nformati on environnent concerning their assigned m ssion. Nor
does doctrine provide a framework for organi zing the informational
battl espace. As Joint Publication 3-13, Joint Doctrine for
I nformati on Qperations stated that information operations could be
the main effort for a canpaign or operation, failure to organize
responsibility for information operations based on | evel and
target causes great friction just as failing to properly delineate
geogr aphi cal responsibilities. Therefore, the information
operations cell nust assist the JTF commander and his staff to
understand the value and different types of information within the
bounds of their mssion fromthe National Security Strategy
through the CINC to the JTF itself.EZI

Whil e determning the value of information is extrenely
difficult at all levels, the joint definition of information does
not provide any resolution; it is too broad, all enconpassing, and
vague.!a To conplicate matters, unified action demands
incorporating information fromthe interagency process as well as
fromexternal sources |like the nedia, non-governnenta

organi zations (NG3s) like the International Red Cross, and any

12



nation-state actors like coalition partners, neutral countries and
potential adversaries.

This raises tension wwthin the United States Arned Forces.
The friction stens fromthe mlitary' s desire to focus on the
tactical problemof defeating the eneny’ s forces wthout the
constraints or interference of outside actors or conplications.
The inclusion of external sources |ike the nedia or NGOs adds a
greater |evel of conplexity to the mlitary equation. The United
States Arned Forces are just beginning to integrate the
conplexities of the nodern battlefield into training.

I nformati on operations does not adhere to the traditional
attrition and anni hilation theories that seek to engage the eneny
in battle and defeat himby neans of mlitary force on force
conbat. Unlike hierarchical publications, Joint Publication 3-13
was not based on the practice or interpretation of theory and
experience. There was no discussion on information operations
| ines of communi cations, cul mnation, or decisive points.

This point creates a great deal of friction because Joint
Publication 3-13 did not provide a clear discussion on the |levels
of information operations and responsibility for organizing the
battl espace. In this regard, JTF information operations cells
must have a sound doctrinal -based franmework that enables
organi zati on of battlespace, and rapid team ng to the hierarchical
informati on operations links at the CINC and interagency | evel.

This provides the JTF commander cohesive information operations

13



wWith connectivity to national strategic infornation operations
fromthe inception of the JTF. Wth this established, JTF

i nformati on operations seeks to prevent an adversary from
conducti ng cohesive and supporting operations at all |evels of war
by affecting his information and its flow across all his

i nstrunents of national power.Ei|

To do this requires a great deal of intelligence preparation
of the battlefield and works best by attacking nultiple
vul nerabilities simultaneously to overwhel mthe adversary’s
response capabilities. Information operations may be extrenely
hard to determ ne true neasure of effectiveness of their inpact.

I ntegrated and synchronized with the JTF commander’s intent and
concept of operations, information operations create a synergistic
effect that present the adversary nore problens than he can
handle, limting his options while increasing and protecting
friendly options and capabilities.

As Joint Publication 3-13, Joint Doctrine for Information
Qperations stated that information operations have their greatest
i npact in peace and the initial stages of a crisis, the role of
i nformati on operations nust be determ ned upfront by the CINC and
his staff. This also sets the tone for how the JTF incorporates
informati on operations fromits initial planning stages to m ssion
acconpl i shnent to support the CINC s intent.EEI Under tine

constraints and often w thout conplete guidance, the doctrinal

14



| ink between the 10 cells on CINC staff and the formng JTF is
critical in providing this. &

Anot her tension that nerits further study is the CINC s
perception of information operations. As information operations
is a new conponent which affects all traditional aspects of the
mlitary instrument of power, each CINC nust have different
expectations.!!Ebes the CINC view information operations as the
main effort to establish an information condition or to coerce the
adversary? How does the CINC see the battlespace in terns of
i nformati on operations? How does he integrate the sequenci ng of
information operations in tinme and space?

The JTF commander and his staff determ ne the rol e of
i nformation operations by conducting mssion analysis in a crisis
and tinme-constrained environment. Like the CINC and his staff,
the JTF s understandi ng, experience, and expectations of
informati on operations will vary w dely based on service, region,
and m ssion. The JTF nust identify how the adversary collects,
processes, and dissem nates information at all |evels and
t hroughout all activities, mlitary, and non-mlitary, to support
his ability to conduct and sustain operations. Is there an
i nformational center of gravity, whether it is support fromthe
adversary’s popul ace or a fully devel oped integrated air defense
networ k? Does the adversary have the capability to affect
friendly information centers of gravity or the ability to degrade

or deny friendly information requirenents? Are there political
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constraints or future mlitary operations that limt the types of
information that can be exploited?

Answering these questions builds a framework allow ng the JTF
to integrate information operations during the planning process.
During the course of action devel opnent phase, the information
operations cell plays an inperative role in coordination,
synchroni zati on, and integration process. The cell nust
under st and what capabilities exist, what it may need but not have
the ability to acconplish, how it can assist others in achieving
their task and purpose, how the battl espace is defined and what
information condition is critical to the successful acconplishnment
of the m'ssion.Ei|

This effort enables the JTF information operations cell to
recommend the best information operations strategy to the
commander. This strategy nust appear in the commander’s i ntent
and the concept for operations. The context of the strategy nust
state if information operations are a supporting or a main effort.
Assuming information protection is a constant in any operation,
the commander nust state clearly how he intends to shock the
adversary by denying himcritical information, if information
serves as a force nmultiplier for setting a condition or a
conbi nati on of both.

Information is the nmedi umthrough which the JTF conmander
will ultimtely determ ne the m ssion’s success or failure. The

results of his plan’s tactical actions will create the conditions
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enabling the commander to state whether his vision has been
acconplished. Measured at the operational |evel by an
informational condition, the JTF commander communicates this to
hi s hi gher headquarters. While beyond the scope of this paper,
information operations at the JTF | evel are essential for
identifying the termnation of conflict and the beginning of a
sequel .

I dentifying the value of information at the JTF level is
essential to support commander’s ability to use and convey his
information and information processes freely to achieve his stated
pur pose whil e denying the adversary the ability to do the sane.
Thi s enphasis on the value of information fromthe national |evel
through the JTF is a key conponent of the JTF comrander’s i ntent
and concept of operations. By identifying the value of
i nformation, organi zing the battl espace for information
operations, and providing the JTF commander with doctrinally sound
informati on operations staff work, information operations play a
critical role in JTF s m ssion acconplishnent. Wthout this, the
bridge fromstrategic goals to tactical action is not neasured
with the sane value and unity of effort while best using the
resources available — creating friction between the |evels and the

JTF s ability to integrate infornmation operations.

I11. CREATING THE FRI CTI ON
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The purpose of joint doctrine is to inprove the conbat
effectiveness of the United States Arnmed Forces and provi de clear
gui dance on the fundanentals of joint warfighting. Joint doctrine
is witten to reflect existing capabilities, is authoritative but
not descriptive.E:| As joint doctrine is hierarchical and “provides
a mlitary organization with a comon phil osophy, a common
| anguage, a common purpose, and a unity of effort”, review ng the
chronol ogi cal publication of current joint doctrine provides a
foundation to analyze if information operations doctrine is
sufficient.aﬂ Fromthis foundation, the friction between the
hi erarchy of joint doctrine and joint information operations

doctrine becones readily apparent.

1995

Joint Publication 0-2, United Action Armed Forces |inked
joint doctrine to the national strategy and provided policy,
doctrine, and principles to govern the performance of the Arned
Forces.EﬂIt stressed the keynote of unity of effort fromthe
President of the United States down through the chain of conmmand.

Joint Publication 1, Joint Warfare of the United States Arned
Forces provided broad warfighting guidance for joint doctrine.

Its gui dance requires |leader judgnent in application. Pointing
out that joint doctrine is neither strategy nor policy, Joint

Publication 1 lists the principals of war and their application,
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the fundanentals of joint warfare, and defines the role of
doctri ne.

Detailing the nature of nodern warfare, the publication
stated that the “Arnmed Forces of the United States face the nost
chal I engi ng environnent” due in part to the nultifaceted m ssions
required to maintain stability, pronote deterrence and win in
conbat.EEI Joint Publication 1 also stressed joint doctrine “deals
with the fundanental issue of how best to enploy the national
mlitary power to achieve strategic ends”.a! Conpi | ed t hrough
experience and training, joint doctrine “offers a common
perspective fromwhich to plan and operate, and fundanental |y
shapes the way we think about and train for war”.aa Thi s enabl es
JTFs to apply the principles of war with a comon understanding to
achieve its operational objectives to neet the strategic goals.

Joint Publication 2-0, Joint Doctrine for Intelligence
Support to Qperations did not discuss directly information
operations. As the priner for joint intelligence, it provided the
principals, purpose, and nature of joint intelligence. It
described the intelligence architecture, provided definitions, and
operational concepts. The publication also stated, “Gaining and
mai ntai ning intelligence dom nance enhances the joint force
commander’s (JFC s) flexibility by opening additional operational
options”.E:I Intelligence dom nance is not explained nor |inked to

i nformati on dom nance. The definition of information in JP 2-0 is
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not the sanme as in Joint Publication 1-02, Departnent of Defense
Dictionary and Associ ated Terns.

Wil e Joint Publication 3-0, Doctrine for Joint Operations
did not specifically nention information operations either; there
were nunerous references to the value and inportance of
information in joint operations. It provided an excell ent
di scussi on on Conmand and Control Warfare. JP 3-0 provided
fundanental s principals for joint operations, guidance for
pl anni ng j oi nt operations, and principals and considerations for
mlitary operations other than war. In the discussion of
operational art, it stated the concepts of enploying synergy,
sinmul taneity, and depth.

Synergy is achieved by “synchronizing the actions of air,
| and, sea, space, and special operations forces in joint and
mul tiple dinensions” in a manner “to shock, disrupt and defeat”
adversaries.EI The synergy is closely aligned with the concepts of
depth and sinultaneity. Sinultaneity is the application of
friendly force capability “against the full array of eneny
capabilities and sources of strength” to facilitate the eneny’s
col | apse by giving himnore problens than he can handle with his
capabilities.EEI Depth is applied to space and tine to destroy
eneny potentials before they can be brought to bear, to shape
future conditions, and nay affect an adversary’s decision cycle.

The framework of Joint Publications 0-2, 1, 2, and 3 forned

the hierarchy fromwhich all other joint publications uphold. It
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is reasonable that joint information operations doctrine would
expand upon the concepts and foundations outline in these manual s
whi | e focused on creating a conmon understandi ng across the joint

comunity.

1996

Joint Publication 3-13.1, Joint Doctrine for Comuand and
Control Warfare provided the basis for offensive information
operations. As a revision of previous joint C2Wdoctrine, it
sought to integrate technol ogi cal devel opnents as a force
multiplier wwth established disciplines |ike psychol ogi cal
operations to create a synergistic effect. Capabilities focused,
there was no discussion on information operations. Yet, the
publication provided the foundation for the processes of offensive
i nformation operations.E:|

Joint Publication 3-53, Doctrine for Joint Psychol ogi cal
Qperations established the organi zation, planning considerations,
and process for integrating psychol ogi cal operations (PSYOP). The
publ i cation provided gui dance on establishing a psychol ogi cal
operations task force for the joint force commander. |t does not
di scuss information operations or the |ink from Psychol ogi cal
Operations to the other information operations-type synergistic
capabilities. As a conponent of C2W it does not provide a clear

link to either Joint Publication 3-13.1 or information operations.
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Adding to the friction, this failed to organize the battl espace

and responsibilities.

1997

Joint Publication 3-54, Joint Doctrine for Qperations
Security sought to establish a process for identifying and
protecting critical friendly information. Critical to information
operations, the publication stated the overall purpose of
conducting operations security is to “force the adversary
commander to nake faulty decisions based on insufficient
i nformati on and/ or delay the decision making process due to a | ack

of i nformaltion”.E:I

1998

To provide an overarching doctrine that dealt wth the
conplexities of nodern warfare, the Joint Chiefs of Staff
publ i shed Joint Publication 3-13, Joint Doctrine for Information
Qperations. Torn between the technically oriented focus of C2W
doctrine and the increasing conpression of the |evels of war on
the battlefield, it was intended to provide clarity on the
mlitary inplication of information, its use and the inpact on
operational art.

Joint Publication 3-13, Joint Doctrine for Information

Qperations was to be the keystone manual for information
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operations.nﬂ It stated the fundanental of information operations
“involve actions taken to affect adversary information and
information systens whil e defending one’s own information and
information systens”. Information operations are a “critical
factor in the joint force commander’s capability to achieve and
sustain the level of information superiority required for decisive
j oint operations”.

To acconplish this, information operations conprised of
of fensi ve and defensive information operations. Both offensive
and defensive information operations integrate assigned and
supporting capabilities and activities to achieve the commander’s
objective. O fensive information operations assigned and
supporting capabilities and activities include operations security
(OPSEC), mlitary deception, psychol ogical operations, electronic
war f are, physical attack/destruction, and special information
operations. While not an inclusive |list, other capabilities and
activities required by the JTF nmay be included. Each of these is
nmutual | y supported by intelligence.nﬂ

The purpose of offensive information operations is to “affect
adversary deci sion nakers and achi eve or pronote specific
obj ecti ves” conducted across the spectrumof conflict at al
| evel s of war. Conducted in peace and the beginning of a crisis,
they have their greatest inpact and effect. Once the crisis
beconmes a conflict, offensive information operations can be a

critical force enabler. Joint Publication 3-13 inplies that

23



of fensi ve informati on operations could the focus of a canpaign
Wi th conbat operations in a supporting rol e. B4l

The principals of offensive information operations stated
that the human deci sion making processes are the ultinate targets.
O fensive information operations nmust establish clearly
identifiable objectives which support overall national and
mlitary objectives. This nust include neasures of success.
Activities by non-Departnent of Defense organizations nmay be
i ntegrated and deconflicted to support the JTF conmander’s
of fensive information operations.

To acconplish this, doctrine requires several conditions be
met. The first is devel oping an in-depth understanding of the
adversary and how i nformati on operations can affect him The
second is to identify information systens val ue, use, and fl ow of
information, strengths, and vulnerabilities. The third step is to
determne the target lists that match the best attack systemwth
the vulnerability presented and the neasures of effectiveness to
assess outcones. The fourth step is to gain approval necessary.
The fifth step is to integrate, coordinate, and inplenent the
plan.l‘z|

O fensive information operations include perception
managenent. The definition of perception nanagenent is “actions
to convey and/or deny selected indicators to foreign audiences to
i nfluence their enotions, notives, and objective reasoning; and to

intelligence systens and | eaders at all levels to influence
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official estimates, ultimately resulting in foreign behaviors and
official actions favorable to the originator’s objectives. 1In
vari ous ways, perception managenent conbines truth projection,
OPSEC, cover and deception, and psychol ogi cal operati ons”.

O fensive information operations may require the contribution
of other activities to support the JTF conmmander’s information
operations objectives. Public Affairs are used to informinternal
and external audiences. Internal audiences are defined as wthin
the mlitary organi zation and external is considered the public.
Cvil Affairs are enployed to establish and maintain relationships
between the JTF mlitary forces and civil authorities. O fensive
i nformati on operations can be conducted to support defensive
i nformation operations.n!

Def ensi ve informati on operations are constantly being
conducted with the extent varying on the threat to the information
environment. It conducted through OPSEC, physical security,
count erdeception, counterintelligence, electronic warfare, special
i nformati on operations, and information assurance. The purpose of
defensive information operations is to protect and defend
informati on and i nformation systems.l‘z|

Four interrel ated processes support defensive information
operations. They are information environnent protection, attack
detection, capability restoration, and attack response. These

processes, if coordinated and resourced, provide for the free fl ow
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of information and the ability to assess, recover, and respond to
an attack on friendly information or information systems.E:|

I nformation environnment protection is protecting the United
States Arnmed Forces ability to collect, analyze, dissem nate, and
use information freely. Primarily focused on information systens
and facilities, it must al so enconpass deci sion-makers. Policies,
procedures, and vulnerability assessnents are tools to achieve the
desired state of protection.

Information attack detection is the tinely detection and
reporting of an intrusion or attack. This is critical to enable
capability restoration and attack response. Cosely linked with
ot her governnental agencies, detection and restoration are very
techni cal and dynamc in response to the ever-evol ving nature of
technol ogy. Attack response enconpasses offensive information
oper ati ons aspect.

Joint Publication 3-13 directs command and control warfare
cells to be reconfigured to function as information operations
cells. This cell provides the joint task force commander with the
capability to integrate, coordinate, and deconflict information
operations throughout the spectrumof conflict with his intent and
concept of operations. The cell nust be broad-based to
i ncorporate joint, service, interagency, and nultinational
i nformation operations capabilities.aﬂ

At the operational |evel of war, information operations are

conducted to either achieve or support operation objectives.al The
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JTF objectives may range from coercing an adversarial nation to
cease hostile activities or threats to providing humanitarian
relief following a natural disaster. Ofensive and defensive
i nformati on operations support the JTF to deter adversaries, and
if required — fight and defeat the adversary at the |east cost to
the United States and friendly nations.EiI

As the foundation for information operations, Joint
Publ i cation 3-13 contributed significantly to the friction by not
clearly addressing the |inkages to its hierarchical and supporting
doctrine. Despite its cited purpose as the *gui dance contai ned
herein provides joint force conmanders and their conponent
commanders with the knowl edge needed to plan, train for, and
conduct 10O, the publication did not sufficiently doctrinal

| ubrication for easing the friction it generated.EII

| V. THE FRI CTI ON

Did the publication of Joint Publication 3-13 provide clarity
to the integration of information operations in JTFs or did it
create a friction of information operations? This section
conpares and contrasts joint doctrine to determne if tension
exi sts between the doctrine; if there is consistency throughout
doctrine as applied to JTFs; and if it provides clear direction
for the integration of information operations into joint

war f i ghti ng.
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VWil e Joint Publication 1 elaborated on the fundanental s of
war fighting, Joint Publication 3-0 further details this. As the
“l'inchpin of the joint publication hierarchy”, it provided
gui dance on the fundanentals of joint operations, planning for
joint operations, joint operations in war, and mlitary operations
ot her than war.Eil

Joi nt Publication 3-13 does not expand on the foundation laid
by its two hierarchical predecessors. Absent are the links from
joint information operations to the organization of an operational
area, key planning considerations, and operational art. This
om ssion failed to serve the hierarchical doctrine | adder and
bui |l d upon the established foundation.

The establishing CINC defines the joint area of operations
(JOA) within his area of responsibility for the JTF commander.
Joint Publication 3-0 provided guidance to organize the JOA into
joint special operations area, areas of operations for conponent
commanders, conbat and conmuni cations zones, and areas of
interest. Wiile facilitating operational command and control of
traditional mlitary functions, this does not delineate nor
organi ze the battlefield for joint information operations.

At all levels of war, information operations of both friendly
and adversarial forces are not bound by geographical or artificial
limtations. |In many cases |like Somalia and Vietnam the regional
adversary can not match the overwhelmng firepower and mlitary

resources but targets the wll of the friendly political
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| eadershi p through the affects of information operations. As JTFs
can be created for any contingency, the exanples and di scussion
provided in Joint Publication 3-13 that did not cover the range of
options at the operational |evel for this.E:I

It did not provide clarity for the JTF conmander on the types
of information he nust protect outside of his immediate mlitary
i nformational requirenents but allows himthe latitude for
determning this. Wat national level information or information
processes nust he protect? Joint Publication 3-13 stated that
defensive information operations “integrate and coordi nate
protection and defense of information and information systens”

W thout providing clarity to the |evels or val ue of infornation.Ezl
Under time constraints and the pressure of standing up a JTF,
doctrine should provide a starting point to facilitate proper

pl anni ng and resource allocation to ensure unity of effort.

As nentioned earlier, the tension of the mlitary focused on
mlitary functions is the gap is exactly the asymetrical opening
adversaries will exploit. 1In Kosovo, the adversary’'s information
operations organi zation was able to gain and nmaintain the
initiative by turning coll ateral damage incidents into
international headlines. These informational attacks focused the
Serbi an informational national instrunment of power against the
United States and NATO i nformational instrunments of power.

Admral Ellis, commander of Joint Task Force Noble Anvil during

t he Kosovo crisis, highlighted the failure of friendly forces to
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capitalize on the Serbian ethnic cleansing canpaign while allow ng
the Serbs to exploit the coll ateral danmage i ssue. B8l The failure
cones mainly out of the organization of the battlefield. Since
responsibility for limting or countering the Serbian nati onal
information operations fromthe outset was not clearly defined,
the adversary was able increase the friction and friction by
gaining and maintaining the initiative. Admral Elis stated that
this alone double the Iength of the conflict and added great
strain to the coalition.EiI

This highlights Joint Publication 3-13 s |ack of addressing
t he approval process for informational weapons of war and tactics
as another critical factor in the organization of the information
operations battlefield. As conputer network attack capabilities
are very conpartnentalized, howis the battlefield organized to
deal with the second and third order effects of using such an
attack technique? As informational weapons do not share the sane
direct cause and effect relationship of traditional weapons of
war, is it a JTF s responsibility to handle the effects of these
weapons or does the CINC retain control? Joint Publication 3-13
inplies for information operations planners at all levels to
consider CNA during their mssion analysis.

Joint Publication 3-13 did not explore or expand the key
pl anni ng consi derati ons of conmander’s intent, concept of the
operations, and targeting. |In translating strategic guidance into

tactical objectives, JTFs play an essential role in determning
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acconplishable mlitary tasks to neet the stated mssion. 1In a
time constrained environnent, doctrine is critical to assisting
newly forned JTF staffs integrate and synchroni ze all aspects of
conbat power to provide maximumflexibility for the commander and
limt the adversary’ s options.

Using the framework of the estimte process as an exanpl e,
there is not a clear link or process to facilitate the integration
of information operations into key planning considerations.

During the Kosovo Crisis, Admral Ellis pointed out while the
right tools where in place; the information operations planners
were too junior to have the required inpact on the planning
process.EEI As JTFs are stood up, this has a direct inpact because
junior information operations officers will not be able to gather
the proper intelligence and geostrategi c context required for
conducting his information operations m ssion analysis. Joint
Publication 3-13 did not address rank in the organization of the
informati on operations cell. By not addressing this issue, junior
informati on operations officers will be relegated to planning
information operations solely as a limted enabling function for
mlitary versus mlitary capability instead of incorporating the
br oad- based vi si on sought for the planning effort.

As recent crises have shown, this shortfall can provide an
adversary with options to exploit. As the JTF buil ds overwhel m ng
conbat power, the adversary uses asymetrical operations to gain

the initiative. Although doctrine stated that information
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operations have their greatest inpact in the opening phases of a
crisis, there is no discussion of what options information
operations can generate or howto |[imt the adversary’s. As there
is no doctrinal process identified to preclude this, this
establishes the tone for information operations for the duration
of the crisis.

Centers of gravity, decisive points, and specific operational
characteristics are essential to the estimate process. Discussed
at length in Joint Publication 3-0, Joint Publication 3-13 does
not el aborate nor put these in an informational operations
perspective. This om ssion contributes significantly to the
friction by not linking the framework of information operations to
doctrinal termnms understood and enpl oyed throughout the planning
process.

In the planning process, Joint Publication 3-13 did not
address determning the informational requirenents two | evels up
(national strategic and theater strategic) or howit affects the
JTF s operations. Although information operations nmay be the
JTF s main effort, this manual does not suggest adding a clear and
conci se statenent of information operations to the commander’s
intent nor witing a task-and-purpose type m ssion order for
subordi nate units.

The greatest contribution to the friction of information
operations is linking informati on operations to operational art.

As the function of information operations is new and doctrine is
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based on theory and col |l ective experience, the |lack of discussion
in doctrine on the operational art of information operations
creates a vacuum Using the fundanental s of operational art
listed in Joint Publication 3-0 of synergy, sinultaneity and
depth, anticipation, timng and tenpo, and operational reach and
approach serve to highlight the confusion brought by this

om ssi on.

The JTF enpl oys synergy to conbine its forces and actions to
“achi eve concentration in various dinensions, all culmnating in
attaining the objectives(s) in the shortest tinme possible” and
“arrange symmetrical and asymmetrical actions to take advantage of
friendly strengths and eneny vulnerabilities and to preserve
freedom of action”.E!SWnergy created by the conbination of forces
creates shock, disrupts, and denies the adversary freedom of
action, causing a quicker breakdown in the eneny’'s capability to
resist. Since the JTF nust coordinate the contributions of air,
| and, sea, space, and special operations, information operations
does not generate its synergistic effect if not integrated upfront
with these functions. Joint Publication 3-13 did not discuss
information operations in terns of different functions and its
support of themw th the exception of the four aspects of
information protection nentioned earlier.

Li kew se, sinultaneity and depth fornmed the foundations of
deep operations. The object of sinultaneity is to hit the

adversary with nore problens than he can handle to overwhel mhis
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capacity to command and control his forces, recover fromthe
shock, and to cause disintegration. Depth can be used in terrain
or tinme terns. Used properly, information operations integrated
at the JTF |l evel can target the strategic, operational and
tactical levels throughout the depth of the battl espace, creating
havoc in the mlitary and non-mlitary arenas to achi eve

paral ysis. Joint Publication 3-13 does not provide a framework
for anal yzing or a discussion on the concept.EZI

Anticipation is “key to effective planning”.Ha Simply put,
anticipation in information operations is a cause and effect
relationship. |If friendly forces do course of action A the
adversary has option x, y, and z available. The JTF 1O Cell nust
anticipate information operations causes and effects to provide
t he commander options and limt or mtigate adversarial options.
Anticipation is directly linked to situational awareness as well.
If the cell has not anticipated what is within the adversary’s
capacity and will, they will be unable to maintain situational
awareness and react to maintain the initiative. Joint Publication
3-13 only discussed anticipation in the context of mlitary
deception and not about information operations overall.

Closely related to sinmultaneity and depth, timng and tenpo
provi de another force nultiplying power for the JTF commander.
Currently, few adversaries can nmatch the tenpo the United States
Armed Forces are capable of generating in conventional force on

force conbat. Timng is equally as inportant to sequence the
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tenpo in relation to friendly force availability and capability
and the effects desired in time and space. Joint Publication 3-13
presented a brief discussion on timng in planning and did not

di scuss tenpo at all. Wile the publication stressed the

i nportance of achieving and nmai ntaining informtion superiority,
the critical aspect of timng and tenpo are om tted.

Oper ational reach and approach are interwoven throughout
operational art and are linked directly to the organization of the
battl espace. Integration of other elenents of national power
i ncrease the operational reach and approach and create a greater
unity of effort. Conversely, the operational reach of the
adversary influences basing issues, force flows, and force
protection. Wile Joint Publication 3-13 enphasized the reach of
technol ogy and the inpact it has, it did not discuss the issue of
operational reach or approach. Critical to deterrence and the
initial stages of a crisis when forces to respond may not be in
pl ace or within reach, the failure to link this fundanmental to
i nformati on operations degrades the publication s highlighted
poi nt about information operations serving its highest inportance
early in crisis evolution.

Anot her source of friction is the technically focused
definition and application of information superiority. The
definition is the “capability to collect, process, and di ssem nate
an uninterrupted flow of information while exploiting or denying

an adversary’'s ability to do the same” . B4 st ated further, “JFCs
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shoul d have the capability to achi eve and sustain information
superiority over their adversaries”.Ea Technically oriented, the
process of devel oping and nmaintaining information superiority is
not an endstate unto itself and does not link directly or
indirectly to the defeat of an adversary.

G ven the nultifaceted mssions a JTF may be required to
conduct, Joint Publication 3-13 does very limted guidance in
dealing with information in |owtech crises. Wth the wealth of
oper ati onal experience gained by the United States Arned Forces
during the 1990s, very little has been captured in doctrine.E}he
friction of information operations is created by not adhering to
fundanmental s and by breaking the established hierarchical
doctrinal |inkage. Wile recognizing that Joint Publication 3-13
represents new capabilities and considerations in joint
warfighting, it nust explain these concepts using a franmework
al ready established and understood. By not using the established
framewor k, information operations remain enshrouded in friction,
requiring trenendous effort to grasp the breadth of information
operations and be able to translate theminto an operational

context that is understood by all warfighters.

V. EASING THE FRI CTI ON - CONCLUSI ONS AND RECOMVENDATI ONS

Far from bei ng an academ c di scussion, the friction created
by Joint Publication 3-13 strikes directly at the integration of

i nformation operations to support a JTF. New and unproved,
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i nformation operations doctrine is not built upon a foundation
whi ch appeals to warfighters. Since Joint Publication 3-13 does
not provide an operational view of howit links to the

organi zati on of the operational area, key planning points, and
operational art while supporting the JTF commander and his staff,
it isrelegated to the 10 Cell and integrated as an afterthought
or in response to the eneny. By not providing links to the

hi erarchy of doctrine, information operations is seen as a

st ovepi pe and only creates friction when introduced into planning
under stressful situations |like formng a JTF.

Wil e Joint Publication 3-13 stated upfront information
operations “involve actions taken to affect adversary information
and information systens while defending one’s own”, it focused
mai nly on the technol ogi cal aspects of information operations.Ezl
Focused on the grow ng dependency of technol ogy and assunes all
potential adversaries share the sane reliance and cul tural val ues
as the United States Armed Forces. This is reflected as Joint
Publication 3-13 lists the fundanental s of infornation operations
as the integration of increasingly conplex informtion systens.al
In contrast, Joint Publication 3-0 stated clearly that
“understanding the cultural differences is inportant if friendly
forces are to establish conditions necessary to achieve strategic

goals”.E:I
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Joint Publication 3-13 is not sufficient for JTFs but does
serve as an initial point of departure for the continued expansion
of joint information operations. Instead of providing clarity and
gui dance, it generates incredible friction. Technically focused,
Joint Publication 3-13 is oriented on the flow of information and
not on the decision-makers. The publication does not link the
hi erarchy of doctrine to information operations by conplying with
“the conposition of the forces and the character of the
contenpl ated operations to ensure the conmander’s staff
understands the capabilities, needs, and limtations of each
conponent part of the force”.E:I

Nor does it provide for the link to operational art as laid
out in Joint Publication 3-0. Wthout this foundation, conmanders
can not understand information operations at the JTF level, how it
affords options while stripping the adversary’s, and how it can be
used agai nst then1ﬂn As doctrine is derived from experience, JTF
commanders are hard pressed to integrate capabilities and
functions to enhance their own control while degrading their
adversary’s without this cornerstone to guide them

This m ssing conponent is forned in part by the failure of
joint informati on operations doctrine to create a conmon
understanding. As each service has distinctly different tacti cal
requi renents, joint doctrine should identify these and serve as a

common point of reference. This becones nore critical as

38



information operations at the strategic and operational |evel
directly influence all operations, not just information
operations, at the tactical |evel.

Just as the approach to joint infornation operations doctrine
must enconpass a common point of reference, it nmust not limt
itself to focusing on the flow of information rather than what
that information is supposed to do and how to maxi m ze or degrade
the conbat potential fromit. The doctrine can not afford to
ignore lowtech challenges to the United States Arnmed Forces and
must account for information across the spectrum

Doctrine nust stand the velocity of change. To do this, it
nmust be well founded in fundanentals. Joint information
operations doctrine has to link with operational art. There are
pl enty of historical exanples ranging fromthe deception
operations conducted at all levels for the invasion of Normandy to
Operation Just Cause. Wthout fundanentals, the doctrine wll not
stand the pace of technology and JTF commanders will be limted to
integrating information operations fromtheir personal or their
staff’s experience.

The doctrine nust provide for the integration of information
operations into the commander’s intent and concept of operations.
Just as operational fires are a tool the JTF conmander can use to
enhance his control and degrade an adversary’s, so is information
operations. This must include the conplexities of the

informational instrunment of power to the mlitary application of
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informati on operations. This would go a long way to facilitate
JTF commanders and CINCs’ vision of integration of these two
mutual |y supporting efforts. The synergy derived woul d provide
great benefit in theater engagenent plans and during the initial
stages of crises.

In summary, joint information operation doctrine does not
sufficiently support JTFs because it fails to provide a comon
picture with a comon | anguage to integrate the fundanental s of
operational art. If information operations is to serve as a force
multiplier for the JTF, than the doctrine nust link to the
hi erarchy established and provide commanders and their staffs a
cornerstone to build from It can not create friction by failing

tolink to its hierarchy.

Endnot es

! Moore's Law of computer processing power stated that since 1990 commercially available memory
and processing power double approximately every 18 months. Commercial personal computers bought in
1995 are hard pressed to run software designed in 2000. Likewise, businesses seek to "remain relevant"
and not allow their competitors a perceived advantage by using old software and hardware.

% Waltz, Edward, Information Warfare: Principals and Operations (Norwood, Artech House, 1998)
page 10.

? Information superiority is defined in Joint Vision 2010 as the ability to collect, process, and
disseminate an uninterrupted flow of information while exploiting or denying an adversary's ability to do the
same. Buzzwords and the concepts that drive them are an excellent topic for research. Given the American
society's love for technology and disdain of mundane chores, certain organizations within the United States
Armed Forces and the defense industry have tried to capitalize on the use of buzzwords and "buzz-concepts
to promote weapons systems and perceived requirements.

* The Melissa Virus and the Lovebug Virus are recent examples of the media’s role in computer
network attack and defense issues. Due to the impact both attacks had, international news agencies treated
them like it would conventional attacks between nations. This requires further research to determine if a
hacker 0£erating independently or in collusion with others could really produce an “electronic Pearl Harbor".

Joint Chiefs of Staff, Joint Publication 1, Joint Warfare of the Armed Forces of the United States
(Washinsgton DC, Government Printing Office, 1995) page I-1.

Joint Chiefs of Staff, Joint Publication 0-2, United Action Armed Forces (Washington DC,
Government Printing Office, 1995) page IV-9.

" This is a difficult topic within information operations. There is no measurable standard for gaining
information superiority. Also, with the velocity of technology, determining what capabilities potential
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adversaries may possess is complicated and very subjective. Given that technology has a lifespan of three
to five years, joint doctrine takes about seven to ten years to be fielded and accepted by the services. There
is ample research and information available on what the United States Armed Forces may face in 2010
based on technology but little acceptance as most tend to focus technical capabilities rather than the low-
tech emerging threats.

8 Control enables resources, manpower, will and direction. Without the ability to control its
resources or effort, no nation, organization or military can accomplish its purpose.

® The recent devaluation of the new Internet stock market is a commercial reflection of this. Many
dot-com companies were unable to prove worth greater than enabling the free flow of information. They
failed to adhere to standard business fundamentals and consequently, were unable to sustain the turbulent
market and loss of financial support. The debate over the “new” economy created by the impact of the
Internet and technology is very similar to the debate within the United States Armed Forces over the impact
of information operations.

1% This is not to imply that there are no restrictions placed on information operations. This merely
reflects that information operations can be utilized in a greater role than a tank or a frigate. Information
operations are truly limited only by the approving authority and imagination.

' Carl Von Clausewitz, On War, ed. Michael Howard and Peter Paret (Princeton, Princeton Press,
1976) page 87. As policies are western governments' method of codifying information and conveying their
intentions, Chapter One is indirectly written about information operations.

2 |n contrast to On War, the National Security Strategy focuses on maintaining stability, deterring
conflict and if required — fight to win. On War focuses entirely on its title subject.

13 Joint Chiefs of Staff. JP 0-2, I-2. The study of information operations at the national strategic level
merits further research.

 While this subject is of great merit, it is beyond the scope of this paper.

' Joint Chiefs of Staff. JP 0-2, xvi.

'® There are many articles written about creating an Information Operations CINC. Theater
Engagement Plans are new and there is very little information available about them in joint doctrine. Theater
Engagement Plans offer an opportunity to create synergy with interagency information operations.

'7 Joint Chiefs of Staff. JP 0-2, IV-10.

bid., IV-11.

“lbid., IV-11.

% Joint Chiefs of Staff, Joint Publication 3-13, Joint Doctrine for Information Operations (Washington
DC, Government Printing Office, 1998) page 1V-2. JP 3-13 provides a doctrinal layout of actors and
responsibilities of the 10 cell. What it does not provide is guidance to provide that cells a common focus
given the time constraints in forming a JTF and the diverse nature of the cell participants.

L Qutside the scope of this study but an area that requires further study, the issue of rapid team the
JTF information operations cell bears great impact upon the integration of joint information operations
doctrine. While each CINC maintains a Deployable JTF Augmentation Staff and the Joint Information
Operations Center has deployable information operations augmentation support teams, a JTF staff will
fundamentally focus on what operations and doctrine it is comfortable with and will resist or have friction with
outside agencies’ recommendations during stressful and time-constrained conditions.

*bid., II-1. There is very little information (no pun intended) on the types of information and their
values. While several attempts have been made to codify the value of information and the environments in
which the JTFs will operate in, the closest the author has come across in the pursuit of this research was the
general sg/stems theory in Shimon Naveh's In Pursuit of Military Excellence.

% Ibid., 1-9. Information is defined first as facts, data, or instructions in any medium of form and
second as the meaning that a human assigns to data by means of known conventions used in their
representation.

! This area warrants further study. With the exception of total war, there will be a plethora of non-
state actors involved in any given operation. These organizations normally have a better understanding of
the cultural aspects of the crisis and can provide critical insight on the role of information.

% Robert Leonard, The Art of Maneuver (Novato, Presido Press, 1997) page 19. The Author
provides great insight to the United States Armed Forces’ homage to the religion and lure of firepower.
While no military operation is easy, the United States Army Combat Training Centers model for the mid-
1990s is an excellent example of this mindset. The focus was on the tactical problem of force on force only.
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% Another tension that merits further study is the CINC's perception of information operations. As
information operations is a new component which affects all traditional aspects of the military instrument of
power, each CINC must have different expectations.26 Does the CINC view information operations as the
main effort to establish an information condition or to coerce the adversary? How does the CINC see the
battlespace in terms of information operations? How does he integrate the sequencing of information
operations in time and space?

%7 Joint Chiefs of Staff, JP 3-13, viii.

% As much as any professional military officer, CINCs are the product of their environment. Within
each service, there is great debate on what information operations means to that particular service and what
it should accomplish in the joint arena. For example, The United States Air Force accepts information
operations as a main effort but the United States Army views it as an enabling function.

* This critical area merits further research.

% Joint Chiefs of Staff, JP1, vi.

% Joint Chiefs of Staff, Joint Publication 1-01.1, Compendium of Joint Publications (Washington DC,
Government Printing Office, 1998)

%2 Joint Chiefs of Staff, JP 0-2.

% Joint Chiefs of Staff, JP 3-13, vii.

% Joint Chiefs of Staff, JP 0-2, I-2.

% Ibid.

% Joint Chiefs of Staff, Joint Publication 2-0, Joint Doctrine for Intelligence Support to Operations
(Washin397t0n DC, Government Printing Office, 1995) page vii.

Joint Chiefs of Staff, Joint Publication 3-0, Joint Doctrine for Operations (Washington DC,
Government Printing Office, 1995) page IlI-11.

*® Ibid., I11-12.

% In the author’s opinion, JP 3-13.1 is technically oriented and focused on achieving superiority
through electronic warfare and scientific means as opposed to emphasizing other softer, unquatifiable force
enablers like PSYOP. As such, its technically oriented nature has heavily influenced the integration of
information operations and its doctrinal development. Beyond the scope of this paper, this area merits
further research.

“° Joint Chiefs of Staff, Joint Publication 3-54, Joint Doctrine for Operations Security (Washington
DC, Government Printing Office, 1998) page I-3.

*! The United States Navy and Air Force are strong supporters of the C2W doctrine. It forms the
basis for their approaches to information operations. This also reflects their services technical nature and
orientation.

*2 Joint Chiefs of Staff. JP 3-13, II-10.

** Ibid., 11-2.

“ Ibid., viii.

*® Ibid.,I-3. This would preclude emergent strategies. It also reflects JP 3-13 lack of discussion on
generating options for the commander.

*® Joint Chiefs of Staff. JP 3-13, II-2.

7 Ibid., GL-9.

*® Ibid., I-10.

9 Ibid., GL-5. The definition of counterdeception is efforts to negate, neutralize, diminish the effects
of, or gain advantage from, a foreign deception operation. The information operations component of
counterdeception does not include the intelligence function of identifying foreign deception operations. The
definition of counterintelligence is information gathered and activities conducted to protect against espionage,
other intelligence activities, sabotage, or assassinations conducted by or on behalf foreign governments or
elements thereof, foreign organizations, or foreign persons, or international terrorist activities. Joint doctrine
is unclear as to what are the bounds between traditional intelligence functions and activities and information
operations.

*% |bid., Chapter 3.

* |bid., Chapter 1 discussed at length the implications and considerations information operations
planners must understand at all levels of war across the spectrum of conflict.

*2 |bid., I-2.

%3 Author’s opinion.
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> Joint Chiefs of Staff, JP 3-13, Chairman’s Remarks on cover insert.

%5 Joint Chiefs of Staff, JP 3-0, Chairman’s Remarks on cover insert.

*® Joint Chiefs of Staff, JP 3-13, II-2.

*" Ibid., 11I-1.

58 James O Ellis, View from the Top (Briefing Slides on Power Point Presentation), page 17.

* |bid.,16.

*Ibid.,19.

®! Joint Chiefs of Staff. JP 3-0, IlI-9.

*2 Ibid., I1I-10.

* Ibid., I1I-11.

* Joint Chiefs of Staff. JP 3-13.

* Ibid.

®® This area requires closer study. In the author’s opinion, a great deal of effort and resources has
been dedicated to the affects of peer and near-peer technologies and “what-if” scenarios but little has been
accomplished to capture low-tech conflict during the 1990s, determine the lessons learned and apply them to
the joint informational doctrinal process.

®7 Joint Chiefs of Staff. JP 3-13, I-1.

* Ibid., I-2.

® Joint Chiefs of Staff. JP 3-0, Ill-12.

’® Joint Chiefs of Staff. JP 0-2, IV-11.

™ Joint Chiefs of Staff. JP 3-0, Insert Cover.
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